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(57) ABSTRACT

Secure network location awareness is provided whereby a
clientis able to use appropriate settings when communicating
with an access node of a communications network. In an
embodiment a client receives a signed message from the
access node, the signed message comprising at least a certifi-
cate chain having a public key. In some embodiments the
certificate chain may be only a self-signed certificate and in
other embodiments the certificate chain is two or more cer-
tificates in length. The client validates the certificate chain
and verifies the signature of the signed message. If this is
successful the client accesses stored settings for use with the
access node. The stored settings are accessed at least using
information about the public key. In another embodiment the
signed message also comprises a location identifier which is,
for example, a domain name system (DNS) suffix of the
access node.
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SECURE NETWORK LOCATION
AWARENESS

BACKGROUND

[0001] Network location awareness (NLA) refers to the
ability of a computer or other communications network node
to recognize or identify a communications network to which
it is connected. For example, network location awareness
enables mobile computers to recognize home, work and pub-
lic networks and wireless hotspots and as a result the mobile
computer is able to behave differently depending on which
network it is participating in. The mobile computer may use
the network information to change settings such as firewall
rules, or other parameters.

[0002] Unfortunately, some existing network location
awareness technology is insecure. For example, in some situ-
ations, adversaries are able to cause a computer to believe that
it is at a private network and so cause it to use weak security
settings, such as opening vulnerable ports at a host firewall.
Thus there exists a need to improve security whilst keeping
costs down and minimizing the need for adaptations to be
made to existing communications network equipment and
protocols.

[0003] The invention is not intended to be limited to imple-
mentations that solve any or all of the above mentioned prob-
lems.

SUMMARY

[0004] The following presents a simplified summary of the
disclosure in order to provide a basic understanding to the
reader. This summary is not an extensive overview of the
disclosure and it does not identify key/critical elements of the
invention or delineate the scope of the invention. Its sole
purpose is to present some concepts disclosed herein in a
simplified form as a prelude to the more detailed description
that is presented later.

[0005] Secure network location awareness is provided
whereby a client is able to use appropriate settings when
communicating with an access node of a communications
network. In an embodiment a client receives a signed message
from the access node, the signed message comprising at least
a public key or a certificate chain having a public key, and a
freshness indicator such as anonce. In some embodiments the
certificate chain may be only a self-signed certificate and in
other embodiments the certificate chain is two or more cer-
tificates in length. The client validates the certificate chain,
validates the freshness indicator and verifies the signature of
the signed message. If this is successful the client accesses
stored settings for use with the access node. The stored set-
tings are accessed at least using information about the public
key. In another embodiment the signed message also com-
prises a location identifier which is, for example, a domain
name system (DNS) suffix of the access node.

[0006] Many of the attendant features will be more readily
appreciated as the same becomes better understood by refer-
ence to the following detailed description considered in con-
nection with the accompanying drawings.

DESCRIPTION OF THE DRAWINGS

[0007] The present description will be better understood
from the following detailed description read in light of the
accompanying drawings, wherein:
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[0008] FIG.1is aschematic diagram of a client in commu-
nication with a communications network via an access node;
[0009] FIG. 2 is a block diagram of a method of network
location awareness;

[0010] FIG. 3 is a block diagram of an improved method of
network location awareness in which a client accesses a net-
work for the first time;

[0011] FIG. 4 is a block diagram of an improved method of
network location awareness in which a client may make a
repeat visit to a network;

[0012] FIG. 5 is a block diagram of a method of network
location awareness where several access nodes are discov-
ered;

[0013] FIG. 6 is a block diagram of a method at a client
making a first visit to a network;

[0014] FIG. 7 is a block diagram of a method at a client
making a repeat visit to a network;

[0015] FIG. 8 is an example client state machine diagram;
[0016] FIG. 9 is a table showing example message types
and message fields for use in a network location awareness
process;

[0017] FIG. 10 is an example message sequence diagram;
[0018] FIG. 11 is another example message sequence dia-
gram;

[0019] FIG. 12 is a schematic diagram of a mobile client

connected to a modular communications network at one of
two locations;

[0020] FIG. 13 illustrates an exemplary computing-based
device in which embodiments of a network location aware-
ness engine may be implemented.

[0021] Like reference numerals are used to designate like
parts in the accompanying drawings.

DETAILED DESCRIPTION

[0022] The detailed description provided below in connec-
tion with the appended drawings is intended as a description
of the present examples and is not intended to represent the
only forms in which the present example may be constructed
or utilized. The description sets forth the functions of the
example and the sequence of steps for constructing and oper-
ating the example. However, the same or equivalent functions
and sequences may be accomplished by different examples.
[0023] FIG.1is a schematic diagram of a client 102 such as
a laptop computer, personal computer, personal digital assis-
tant or any other computer able to connect to a communica-
tions network 100 via an access node 101. The communica-
tions network is of any type such as an Intranet, the Internet,
wire Ethernet network, a cellular network or other commu-
nications network. The access node is any node of the com-
munications network 100 which provides functionality to
enable the client 102 to connect to the network 100. The client
102 requires to recognize or identify the network 100 in a
network location awareness process such as that now
described with reference to FIG. 2.

[0024] FIG. 2 is a block diagram of an example method
carried out at a client 102. The client establishes a connection
to the network 100 (block 200) using any suitable communi-
cations protocol. It proceeds to identify or recognize the
network 100 using heuristics and/or clues (block 201). For
example, these clues may comprise a MAC address of an
access router on the access network, a MAC address of the
access node 101, the SSID of a wireless link (in the case that
the client makes a wireless link to the access node 101),
wireless authentication state information, and information
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about any domain controller provided in the network 100. The
client goes on to assess whether the network 100 is new or
whether it has been visited by the client 102. This assessment
is made using the results of block 201 together with stored
information about previously visited networks. Ifthe network
has been visited before the client is able to use the same
communications settings including firewall profile as previ-
ously for this network (block 203). If the network is new to the
client, the client is able to select communications and firewall
settings using default settings for example. It is also possible
for the client to seek user input about the network and which
communications and firewall settings to use and/or to use any
heuristics or clues (such as those at block 201) in order to
select the settings. In some cases an administrator may con-
figure the settings, for example, using a group policy.

[0025] It is recognized herein that this type of network
location awareness process described with reference to FIG.
2 is insecure when the client 102 identifies the network 100
using unauthenticated information provided by the network
100. This information could be spoofed. For example, con-
sider a home wired Ethernet. In this case, the MAC address of
a gateway at that home network is typically used by a client in
order to identify the network. If the gateway MAC address of
the home private network is discovered by an attacker, for
example, by sniffing the local link, that information can be
used later by the attacker to breech security. Suppose a laptop
computer is used at the home network and it associates the
gateway MAC address of the home network with relaxed
security settings. Later, when the laptop is being used at an
airport or other public place, an attacker can spoof the home
gateway MAC address and carry out file sharing or other
activities with the laptop.

[0026] Inanother example, a contractor connects his laptop
computer to a corporation’s intranet which has a domain
controller. The laptop is able to discover the domain control-
ler but is unable to carry out mutual authentication. The laptop
proceeds to use a root domain GUID to provide network
identity and relaxed security settings become associated with
this information. Later, at an airport for example, an adver-
sary spoofs the root domain GUID and is able to access the
laptop for file sharing or similar activities which are typically
only enabled under relaxed security settings.

[0027] The term “authenticate” is used herein to refer to a
process of assessing whether an entity has the identity which
it purports to or represents itself as having. With respect to
secure network location awareness, an entity such as an
access node, may represent or advertise its identity. Clients
requiring to access a network via that access node may require
authentication of that access node.

[0028] The term “authorize” is used herein to refer to a
process of assessing whether an entity is allowed to carry out
a specified action. For example, in the context of secure
network location awareness, it may be necessary to check
whether an access node is authorized to advertise a particular
network node.

[0029] In an improved network awareness process as now
described, attackers are prevented from spoofing network
locations to a client such as a mobile computer. FIG. 3 is a
block diagram of an example method at a client (102 of FIG.
1) whereby the client connects to a network which it has not
visited before.

[0030] With reference to FIG. 3 a client makes its first visit
to a network. The client sends messages on an access link to
the network to discover the network (or networks) to which it
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is connected (block 300). The message may be broadcast so
that the client need not know any server identifiers or
addresses of an access node although this is not essential. The
client receives a message from a network access node (block
301) the message comprising a self-signed certificate having
apublic key. The client proceeds to select network settings for
the new network on the basis of user input and/or other
information (block 302). For example, this other information
may comprise any one or more of default settings, adminis-
trator settings, heuristic and clue information or other infor-
mation. The client stores the selected network settings
together with information about the public key (block 303).
For example, this information about the public key might be
the certificate itself or a hash of the public key or the root
certification authority (CA) public key. Communication
between the client and the network then proceeds according
to the selected network settings unless a change in the public
key is detected by the client (block 304). Using this process,
the appropriate network settings are made and stored with
public key information that can later be used, in repeat visits,
to guard against spoofed network location information.
Repeat visits are now described with reference to FIG. 4.

[0031] As shown in FIG. 4, on a potential repeat visit to a
network, a client sends messages to discover any network to
which it may be connected (block 400). The messages may be
broadcast rather than being sent to a known address. The
client receives a signed message from a network access node
which has received the discovery message. This signed mes-
sage comprises a self-signed certificate having a public key
(block 401).

[0032] The client is now able to identify the network at
which the access node is located by using at least the public
key information (block 402). It proceeds to authenticate the
access node (block 403) by verifying the signature of the
signed message. This signature verification process involves
using the public key information to check whether the access
node really issued the signed message. If authentication is
successful (block 404) the client proceeds to use stored net-
work settings associated with the public key (block 405).
These network settings have been stored during the first visit
to the network as described above with reference to FIG. 3. If
authentication is not successful (block 404) then the client
sets default network settings for an unauthenticated network
(block 406) and in effect treats the network as if it were a new
one being visited for the first time. For example, these
defaults may be settings giving very restricted communica-
tion between the client and the network. An alert may also be
made to a user of the client machine and in some examples,
communication between the client and the network may sim-
ply be prevented.

[0033] In some examples, the client may discover more
than one access node at one or more communications net-
works. The client may store information about preferences
related to access networks (block 500, FIG. 5). For example,
private networks may be preferred over public networks at all
times, or under specified conditions. The client proceeds to
broadcast messages to discover any networks to which it
could potentially be connected (block 501) and receives mes-
sages from a plurality of access nodes on the same or different
networks (block 502). Each of the messages comprises a
certificate or certificate chain information. The client identi-
fies and authenticates the different networks where possible
(block 503). For example it may use heuristics and clues to
identify the networks and may use similar methods to that



























