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Traffic analysis

Traffic analysis was always critical in electronic
warfare — call-signs hid 1dentities, but you’d recognise
a radio operator from his ‘fist’

Most of the information from police wiretaps 1s who
called whom, not what was said

We got interested circa 1995 (the crypto wars)

When people developed online anonymity systems,
traffic analysis became the big threat

Traffic analysis 1s about to become a really big 1ssue
for online services such as Google!



Security and economics

Electronic banking: UK banks were less liable for fraud, so
ended up suffering more internal fraud and more errors

Distributed denial of service: viruses now don’t attack the
infected machine so much as using it to attack others

Health records: hospitals, not patients, buy IT systems, so
they protect hospitals’ interests rather than patient privacy

Why 1s Microsoft software so insecure, despite market
dominance?

Problems like these led us to start studying security
economics at the turn of the century

Now there are 100+ active researchers



Security economics (2)

Microeconomics can help explain phenomena like
adverse selection and moral hazard (why do Volvo
drivers have more accidents?)

Application to search: Ben Edelman, “Adverse
selection on online trust certifications™

The top Google advert is about twice as likely as
the top free search result to be malicious

Conclusion: ‘Don’t click on ads’
What can be done about this?



Topology and vulnerability

Many real-world networks can be modeled as
scale-free — social contacts, disease spread, spread
of computer viruses

Power-law distribution of vertex order, often
arising from preferential attachment

Highly-connected nodes greatly enhance
connectivity

... and also vulnerability — if you attack them, the
network 1s rapidly disconnected



Topology and vulnerability (2)

Example: Sierra Leone HIV/AIDS program
treated prostitutes first — only 2% of population
infected (vs 40% 1n Botswana)

Example: 1f you conquer a country, subvert or kill
the bourgeoisie first

What about the dynamic case, e.g. insurgency?
Police keep arresting, insurgents keep recruiting

This work: we apply evolutionary game theory to
study this dynamic case



Simulation methodology

After Axelrod’s work on iterated prisoners’ dilemma
Scale-free network of 400 nodes

At each round, attacker kills 10 nodes — their
selection 1s his strategy

Defender recruits 10 more, then reconfigures
network — how he does this 1s his strategy

Iterate search for defense, attack strategy



Naive defenses don’t work!
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Evolving defense strategies
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Evolving attack strategies
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are the best counter
we found to clique-
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Rings: G, B
cliques: ', M

Vertex-order
attack: B, G,

Attack using
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Part 11

Searching for ...........

phishing
other criminals

sharp practice
and “MFA”



Types of phishing website

Misleading domain name

http://www.banckname.com/

http://www.bankname.xtrasecuresite.com/

Insecure end user

http://www.example.com/~user/www.bankname.com/

Insecure machine
http://www.example.com/bankname/login/
http://49320.0401/bankname/login/

Free web hosting

http://www.bank.com. freespacesitename.com/



Rock-phish 1s difterent!

e Compromised machines run a proxy

 Domains do not infringe trademarks

— name servers usually done in similar style

e Distinctive URL style

http://session9999 |bank.com|10£f80.info/signon/

e Some usage of “fast-flux from Feb’07 onwards

— viz: resolving to 5 (or 10...) IP addresses at once



Phishing website
lifetimes (hours)

Non-rock

Rock-phish
domains

Fast-flux rock-phish
domains

Rock-phish
IP addresses

Fast-flux rock-phish
IP addresses

# sites
(8 weeks)

1695

421

57

125

4287

Mean
lifetime

Median
lifetime

20

55

111

26

18



Free web-hosting take-down data

Site lifetime

(in hours) # sites mean median
yahoo.com 174 23.8 6.9
doramail 155 32.8 18.1
pochta.ru 1253 33.8 16.8
alice.it 159 52.4 18.8
by.ru 254 53.1 38.2

BUT: almost all sites (except on Yahoo!) were
eBay (65 hour average; this 1s 1/3 of their total)
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Uncumprumlsmg Customer Service

i KHI'IIFK [.:R}I'I{EHS . sinee itz establishment in 18559, Waller Truck Co., Inc. has centered iz family-owned
k. ‘ trucking business on: QUALITY, FAIRNESS, HONESTY and UNCOMPROMISING
' ' CUSTOMER SERVICE.

Because your product i2 your investment, we take =hipping your product and protecting
vour investment seriously. Waller Truck Company’s well-maintained, market-responsive
equipment, strong supply of guality drivers and dedication to =ervice make meeting your
EHHIPHEHT S.I!l.l.f delvery times a habit, and one that will continue. From every angle of guality, commitment
tiiiy aiik Trai Wkl and customer gervice, Waller Truck Company ig =serious about being a leader in the
industry.




1. Regional Sales Manager

Status: Part-time

Job description:
* Work as a member of a group, helplng io enlarge a base of customers in countries all over the world
and Ilats-e '.'.'rth head office on a daily bazis

Manage a3 |:rart of a 2ales cycle — ensure fast remittance of payments through your I}ank gccount and
then - through wurh:l WH:IE Wﬁstern Llnu:l-n system anJ:I u:alu:ulate fees at Eﬂl:h step;

maximise opportumntes 107 caps -
Employees should be able to permrm

* Excellent spoken English & communication skills (oral and written}.

Profes=sional approach on the phone conversations

PC literate: Microsoft Outlook and YWord as a minimuim

Proven ability to communicate effectively at all levels in a relaxed confident manner.

Extroverted and outgoing, with a po=sitive outlook:

Significant attention to detail

Excellent organizational =kills.

Customer focused,

Focused on own personal goals, integrating the achievement of company objectives.

* Ability to work unsupervized No previous sale or accounting experience is necessary, though it will be
valued.

Your Perzonal situation must allow you to travel around your place 1-2 hours & day on company
as=signmentz( that would be particularly trips to the bank and Western Union branches)



Apply for this Position

WE OFFER:
* A basze =alary with genercus commigsions {10% out of each payment you've dealt with) and
EXPENSES .
#* Flexitle timetable — allows you to chose Ul :
+ Benefits, including Contributory Pension, Life Assurance, Friva caical insurance, Birthday holiday
Day and Childcare vouchers

2. Warehouse supervisor

Status: ful-time

Job description:

Provide health and =afety of all staff and visitors to the warehouse and goods in area;
Make accounting for quality and =toring of incoming goods;

Make stock records of all stock in warehouse;

Correct azsembly of orders against shipping documents;

supervize cleanliness of the warehouse and production area;

Monitor loading of vehicles to mest shipping dates;

Inspect maintenance of all mechanical handling equipment within the Company.
* Supervize and manage all =taff reporting to you.

Employees =hould be able to perform:

1 Knowledge of Warehouse Operations

2 Stock Control =kills

3 Knowledge Warehouse [T Systems

4 Supervizion of Staff

o2 Profes=ional appreach on the phone and in face-to-face meetings.,

& PC lterate: Micro=oft Excel Qutlook & Word as a minimum



Mule recruitment

Proportion of spam devoted to recruitment
shows that this 1s a significant bottleneck

Aegis, Lux Capital, Sydney Car Centre, etc, etc
— mixture of real firms and invented ones

— some “fast-flux’ hosting involved

Only the vigilantes are taking these down

— impersonated are clueless and/or unmotivated

Long-lived sites usually indexed by Google



Mule recruitment site takedown 1s slow!

Mule website 4 domains Mean Median

lifetimes (hours) lifetime lifetime
Lux Capital 10 751 1058
Aegis Capital Group 11 292 311
Sydney Car Centre 17 182 135

Waller Truck 24+ ongoing -



SECUI;Ecargo

Track Shipment

Register for a 5afe Transaction MEW! % i,
Who we are? C F'Iblgl’l
Vehicle Transportation w  "SECURE SITE
Privacy Policy

How it Works? (5 Easy Steps)
Contact Us

Drop-off Locations

Click to werify

hittg: fwww . scargo-24.com

SEEH.@.eergﬁ

Secure Cargo Ltd. | B - g S ey fRaan Y
24 Cornhill : - : Nt ERKENDE
London, EC3V 3ND, United Kingdom s L2k - VERHUIZERS

& Secure Cargo Lid. All Rights Rezerved. Use of thiz Web =ite i subject to our Terms and Conditions.
Regiztered in England and VWales under Company No. 03208072, Mone of the information contained in thiz website constitutes, nor ghould be construed as Financial Advice.
Internal complaint handling procedures can be requested by contacting securecargo@inbox.com.

Head Office London: 24 Cornhil, London EC3V 3ND, United Kingdom



GO ng [e reglster for a safe transaction” "who we are” | ’ Search w

Web

HOW IT WORKS

WHO WE ARE? ... TO GET STARTED, JUST CLICK THE REGISTER FOR A SAFE
TRANSACTION BUTTON FROM THE HOME PAGE AND YQU WILL BE TAKEN STEP-BY-
STEP THROUGH THE ...

ganaza.eu/a’how.htm - 18k - Cached - Similar pages

Welcome to EPAX Transport LIMITED

Register for a Safe Transaction - Who we are? Vehicle Transportation - Privacy Policy -
How it Works? (5 Easy Steps) ...
www.epax-trans.com/ - 56k - Cached - Similar pages

Welcome to SK Shipping 24

Register for a Safe Transaction - Who we are? \Vehicle Transportation - Privacy Policy -
How it Works? (5 Easy Steps) ...
www.sk-ship24.com/ - 56k - Cached - Similar pages

Welcome to Europeam Mover

Register for a Safe Transaction - Who we are? \Vehicle Transportation - Privacy Policy -
How it Works? (5 Easy Steps) ...

erkende-verhuizers_org/ - 11k - Cached - Similar pages

secure Cargo Ltd.

Register for a Safe Transaction - Who we are? \ehicle Transportation - Privacy Policy -
How it Works? (5 Easy Steps) ...

scargo-24 com/ - 57k - Cached - Similar pages

HOW IT WORKS
WHO WE ARE? CONTACT US. HOW IT WORKS. WORKING WITH ... TO GET STARTED,

HIST S 1 TUE NESICTEND FAaal A CAFC TRARKMC AT ODHIT OO ChyEskd TUS OSkAC

#sults 1 - 6 of 6 fo

re

ister
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GO LJSle i"We protect both the buyer and seller with a sir| | Search | St S

Web Results 1 - 10 of@bout 198 for e protect both the buyer i

Crapat Desec - Internet Escrow Service

We protect both the buyer and seller with a simple, 5-step trust process. Read how it
works.. More Information. Learn how the Escrow process works in our ...
www_crapat-desec.co.uk/ - 18k - Cached - Similar pages

BestAuto International INC - Internet Escrow Service

Protect yourself with BestAuto International INC | We protect both the buyer and seller
with a simple, 5-step trust process. Read how it works. ...

www_bestauto-international .com/fag.php - 28k - Cached - Similar pages

We offer good protection, both for the seller and the buyer

We protect both the buyer and seller with a simple, 5-step trust process. Buyers can
inspect merchandise before the seller is paid. ...

customer-electronics.com/thrd_home_php - 9k - Cached - Similar pages

Auto Sell Web - Your worldwide escrow agent

\We protect both the buyer and seller with a simple, 5step trust process. Solid Partners.
Auto Sell Web Escrow Senices financially secures your cross ...

www _auto-sell-web_com/ - 14k - Cached - Similar pages

Escrow.com: Vehicle Services

We protect both the buyer and seller with a simple, 5-step trust process. The Buyer can
inspect the motor vehicle before the Seller i1s paid. ...

www . escrow com'solutionsivehiclefindex asp - 16k - Cached - Similar pages

Escrow com
Protect yourseligfith Escrow com! We protect both the buyer and seller with a simple, 5-
process. Read How [t Wu:rrl{s How Much Does It Cost? ...

] LTt = i 1




Fake escrow sites

e Large number (a dozen or so) of sets of fake
escrow sites used for auction scams

e Typically getting half a dozen victims a
week, but profit in each case 1s the price of
a second-hand car or motorcycle!

e Tracked by “AA419” and taken down by
amateur “vigilantes”



B Your cart: $0.00 (0 iterns)
8 Proceed to Checkout »

&

Home = Bestsellers = Allproducts & FAQ  Contactus

Pharma domes

Canadian @ Pharmacy

#1 Internet Online Drugstore

i+ Bestsellers

Anti-Acidity

10 x Viagra

100 mg
10 x Cialis
20 mg

ORDER NOW

Anti-Allergic/ssthma ¥

Anti-Depressant/Anti-Anxiety

e o

30 pills
350 mg

30 pills
100 mg

ORDER NOW

Anti-Herpes

Searchbyname: ABCDEFGSGHIJELMNOFQRBESTUY WXYZ ; Search:| |@

]

~ © AntiDiabetic
°
]

Antibiotics

Blood Pressure/Cholesterol

Cialis Soft Tabs

CQur price

Men's Health $3.93

-]
© GeneralHeath Viagra Viagra Soft Tabs
0 S i L our price our price .
R ‘ $1.79 - $1.88
0 Pain ReliefMuscle Relaxant

Weight Loss More info @ Add o cart : More info @ Kkl st i More info @ Add to cart

Women's Health

1]
L+

Cialis

- —_— : Viagra Jelly | Levitra
Wcﬁi;m Our price i l"‘mﬁ}ll Our price : . Our price




Web Images WVideo Mews Maps Maill more »

GO L)g le "blood pressure/chalesterol” "Licensed by The | Search w

Web Results 1 - 10 of Foout 23,700 for "hy

pressure/cholesterol” "Licensed by The

Canadian Pharmacy

Blood Pressure/Cholesterol - Tricor Ismo Imdur Trandate Liv.52 Lasix Vasodilan Vasotec ....
Licensed by The College of Pharmacists of British Columbia. ...

antoncool freehostia.com/viagral?_html - 45k - Cached - Similar pages

Canadian Pharmacy

Blood Pressure/Cholesterol. Coreg. Coreg. This medication is an alpha- and beta-
blocker .... Licensed by The College of Pharmacists of British Columbia. ...
cheap-canadian-meds.com/item/blood_pressure_cholesterol/coreg html - 83k -
Cached - Similar pages

Canadian Pharmacy

Blood Pressure/Cholesterol - Lipitor Zocor Tenormin Morvasc Plavix Plendil Pravachaol ...
Licensed by The College of Pharmacists of British Columbia. ...
cheap-canadian-meds.com/item/general_health/herbal_phentermine slimfast__html - 75k -
Cached - Similar pages

[ More results from cheap-canadian-meds.com ]

Canadian Pharmacy

Blood Pressure/Cholesterol. Lotensin. Lotensin. Lotensin can be used in treating high
blood .... Licensed by The College of Pharmacists of British Columbia. ...
homemade1_com/item_php?group id=55&id=773 - 45k - Cached - Similar pages

Canadian Pharmacy

Blood Pressure/Cholesterol. Lopid. Lopid. Lopid is used along with a proper diet to help ....
Licensed by The College of Pharmacists of British Columbia. ...
homemade1.com/item_php?group 1d=55&id=771 - 47k - 20 hours ago -

Cached - Similar pages

rFrRA Ie r ] P a "1




GO ngle |"P~Zris Thorkelson” “approved by ada” | [ Search ] MF_T:—QT::*’ESEWm

Web Results 1 - 10of about 72 for "Ki@#s Thorkelson™ "approved by ada”. (0.25 seconds)

Approved by ADA
Pharmacy: M-Fri, 7:30a-11:30p CST, Sat-Sun 8a-6p. CEO/President:. Kris Thorkelson 200-
1765 West 8th Ave. Vancouver, BC. Canada V&J 5C6.
www_24x7drugsstore.com/checker3.php - 5k - Cached - Similar pages

Approved by ADA

Pharmacy: M-Fri, 7:30a-11:30p CS5T, Sat-Sun 8a-6p. CEQ/President:. Kris Thorkelson 200-
1765 West 8th Ave. Vancouver, BC, Canada VBJ 5CE.

copyfollow.com/checker3.php - 3k - Cached - Similar pages

Approved by ADA

Pharmacy: M-Fr, 7:30a-11:30p CST, Sat-Sun 8a-6p. CEO/President:. Kris Thorkelson 200-
1765 West 8th Ave. Vancouver, BC, Canada VEJ 5CE.

www _glassany com/checker3.php - 3k - Cached - Similar pages

Approved by ADA

Pharmacy: M-Fri, 7-30a-11:30p CST, Sat-Sun 8a-6p. CEO/President:. Kris Thorkelson 200-
1765 West 8th Ave. Vancouver, BC, Canada V&J 6C6.

northdrugstore.net/checker3.php - 5k - Cached - Similar pages

Approved by ADA

Pharmacy: M-Fri, 7:30a-11:30p C5T, Sat-Sun 8a-6p. CEOQO/President:. Kris Thorkelson 200-
1765 West 8th Ave. Vancouver, BC, Canada V6J 5CE.

replysteel.cnichecker3.php - 5k - Cached - Similar pages
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IN MEDICAL ROVANCEMENT e ;
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-in. 60% of WOMEN said they
Hom | were unhappy with their lover's penis size!

|

How it works 18
‘ FARIUEsSTIoNS

Introducing the Newest, Safest, and — ‘V
Most Advanced Solution in

Penis Enlargement, Anywhere! ‘v \
‘ 100% Guaranteed!

‘ lestimonials

| Owenow | ———DoesSzeMafter
—~—

"In a poll conducted by Durex™ Condoms, 67% of women said they were unhappy with their lover's
penis size”

CLICK HERE

for our You now have a truly amazing option for intense and effective penis enlargement: The Penis Enlarge
Limited Time Offers || Pateh-

A

DOrastically enlarge the penis length and width to sizes previously thought impossible! Gain
incredible girth and mind-klowing length in just a few weeks time!

|' Testimonials

... had my boyfriend iry them

out. All | can say is WOW professicnal with your partner. She’ll love your new

' * Elevate sex drive to new levels- Perform like a
~ found sex drive!

I
i
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GO Ug le \penis "eastern and western herbalists recomme| | Search | o=~ —

Web Results 1 - 10 offabout 228 for peilis "eastern and western herbalists recommend

Virility Patch RX

The shaft of the normal penis consists of two erectile bodies, ... Eastern and Western
herbalists recommend Fo-Ti as a tonic to maintain youthful wigar, ...

www_slimstore_ comvinlitypatch_htm - 24k - Cached - Similar pages

Vimax Patch - Science Behind Vimax Patch!

You'll continue adding inches and thickness to your penis even while you sleep! ... Eastern
and Western herbalists recommend Fo-Ti as a tonic to maintain ...

www . vimax-patch_org/about.html - 9k - Cached - Similar pages

Penis Enlarge Patch Rx Natural Penis Enlargement Patch_Increase ...

the most powerful and fast-acting penis enlargement product | have ever used. ... Eastern
and Western herbalists recommend Fo-Ti as a tonic to maintain ...
penispatch_.amazingnew._net/howitworks_php - 19k - Cached - Similar pages

Virility Ex Patch, male enhancement patch

Virility EX Patch Can Enhance Your Penis in Weeks! ... Eastern and Western herbalists
recommend Fo-Ti as a tonic to maintain youthful vigor, increase energy ...
hardoak.comfnlity _ex_patch.htm - 15k - Cached - Similar pages

Virility Patch Rx | Penis Enlargement Patch Ingredients

Virlity Patch Rx Penis Enlargement Male Enhancement Dermal Formula ingredients ...
Eastern and Western herbalists recommend Fo-Ti as a tonic to maintain ...
www_penisenlargementpatchvprc comfingredients_html - 13k - Cached - Similar pages




*. HNotebooks

+" GPS system

*. DVD player

. Photography

*. Phones

+7 MP3 MP4

*. Musical

+. Consoles Systems

+. Toys and Other

Nikon D70s Digital SL
R Camera Outfit with
1870mm

ltem Number: 340200612

Market Price: 240-EUR

Member Price: 160 EUR



GO ()gle Inil-mn d70s body -used |[ Search Products ] ’ Search the Web ]:;::dEHMUu Search

Products Results 1 - 10 of about 56 fo
Show [Go o Gl B® items only Showing all items Show grid view | Sort by price: low to high "’|
Nikon D70 Camera body boxed w accessories Digital SLR $459.99

I;‘ SquareTrade A® AP6.0 Nikon D70 Digital SLR camera body only boxed in excellent condition SN
3283782. Camera has been used by an amateur photographer. ...
irirdrdrdr 729 reviews - Add to Shopping List

eBay

Nikon D70 Camera body boxed accessaries 1 year warranty $459.99

SquareTrade A@ AP6.0 Nikon D705 Digital SLR camera body boxed in excellent condition Camera SN eBay
3047084 US model. Camera has been used by an amateur ...

drdrdrdrdr 729 reviews - Add to Shopping List

Nikon D70s $548.88

Digital SLE Camera Body Only. Home Price Club
wikrdrdr 246 reviews -  Add to Shopping List

#rirddofr 70 seller ratings

Nikon D70s Body Digital SLR Camera + 1GB CF Memory $639.99
Nikon D70s Body Only + 1GB Compact Flash Memory Card6.1 effective megapixel Nikon DX Format StanSmart Shopping
CCD image sensorLarge 2.0" LCD monitor with intuitive menus and ...
drirdrirdr 246 reviews - Add to Shopping List




All customers may use the following payment options:

m Western Union: www.westernunion.com
First Name: Hong
Last Mame: Cui
City: Beiling
Country: China
We will need the following information from vou after you have sent the pa
yment:
- Money Transfer Control Number
- Senders Name and shipping information
-items 1D
- Total Amount Sent

Bank Transfer:
If you wish to pay using this method, kindly request our bank details along with your order.

@ F & 4L £5 Bank of China Chengshousi subbranch of bank Feng Tai District , Beijing, C
EANE OF CHANA I"Iirla.

A/C holder's name :CUI HONG

A/C No. : 4141 7000 1880 0579 97

SWIFT code : BKCH CN Bl 110

PayPaf * Paypal online Payment

T Bank of China Chengshousi subbranch of bank Feng Tai District , Beijing, C
. hina.

A/C holder's name :CUI HONG

A/C No. : 4141 7000 1880 0579 97

SWIFT code : BKCH CN BJ 110



GOL}Sle superll.com |Search if:f:‘lec:dﬁﬁe&rm

Web

Welcome To Our Website
Username ;. Password :
www _superll com/ - 3k - Cached - Similar pages

Welcome To Our Website

Choose Catalog, ———————, Televisions, Notebooks, GPS system, DVD player, Photography,
Phones, MP3 MP4, Musical, Consoles Systems, Toys and Other ...

www _superll.com/info.asp?typename=payment - 28k - Cached - Similar pages

Maore results from www superll. com »

aa419.org :: View topic - superil.com

FPost subject:_ http://www superll.com/info_asp?typename=payment payment to Cui Hong ...
Domain Mame: SUPERLL.COM Registrar: XIN NET TECHNOLOGY CORFPORATION ...
forum.aa419 org/ewtopic.php?p=089253&sid=b11fad310e1dfa2 7ifi3d5es4caf429 - 39k -
Cached - Similar pages

FraudWatchers.Org - hitp/iwww superll.com/

http://www superll.com/ Soutien des victimes en Francais.
www _fraudwatchers_orgfforums/showthread. php?t=10170 - 38k - Cached - Similar pages

hitp:/iwww.superll.com/ [Archive] - Fraudwatchers

[Archive] http:/fwww superll.com/ Soutien des victimes en Francais.
fraudwatchers.orgfforums/archive/index_ php/t-10170_html - 8k - Cached - Similar pages
More results from fraudwatchers. org »




Privacy policy | Terms of zervice | Contactus | McAfee Home

. : ) - ': B 180,000 known viruses. Secret spyware.
hﬂCAfee SiteAdvisor o {0 %27 International hackers. Online criminals.

Want to add your comments? Log in or Register

HOME DOWNLOAD ANALYSIS SUPPORT BLOG ABOUT US Look up a site report: | |
hotshopgood.com

We tested this site and didn't find any significant Why buy 3 5eparate

problems.

Are you the owner of this 2ite? Leave a comment prﬂducts- tﬂ guard againljt
today’s Internet threats?

| I e
; % %

' 1F L \
N L i

I:

United States

VirusScan Plus

Antivirus, Finswall & AntiSpywan:

AUTOMATED WEB SAFETY TESTING RESULTS FOR HOTSHOPGOO D COM

E-MAIL TESTS FOR HOTSHOPGOOD.COM: 2|

DOWNLOAD TESTS FOR HOTSHOPGOOD.COM: 2|

DNLINE AFFILIATIONS FOR HOTSHOPGOOD.COM: 7



-
#

i "‘"—15-
L'\"H'I_’ ONLINE AFFILIATIONS FOR HOTSHOPGOOD.COM: 2

ANNOYANCES FROM HOTSHOPGOOD.COM: 2

REVIEWER AND WERB SITE OWNER COMMENTS

@ USER REVIEW SUMMARY FOR HOTSHOPGOOD.COM 2

@ Bad shopping experience (1) Internet Security

Sulte

HOTSHOPGOOD.COM WEB SITE OWNER COMMENTS (D) 7
Are vou the owner of this site? Add a comment

USER REVIEWS (1) 2| page 1 of 1
Learn more about our reviewer system.

@ Rating: Bad shopping experience

User claiming they were robbed here http:/fwww castlecops.com/p908073- htm#308073

Posted at 0311 272007-08:08:16 PM by JeanlnMontana, Reviewer , View profile [ Reputation score: 1 /9]



Pills, Penises and Photography

e Canadian Pharmacy &c
— hosted on same fast-flux pools as some of the
phishing sites. Links remain unclear
e Google picking up a proportion of these
sites, but by no means all
e Some fake shopping sites, which fool some

reputation systems, though Google searches
show complaints on the first page.



Nation Buildingwide

Ban k & Mation Buidingwide Bank. . All Rights Rezerved
all content of this site i= subject to change with the prior notice
= in Eurcpe and Internationalby.

ABOUT US

Our miz=sion

We aspire to be one of the mo=t admired financial
services organizations in the world, recognized as

an innovative, customer-focuzed company that delivers
superk products and services, ensures excellent careers
for our people and contributes positively to the
1|:umn1un'rties in which we live and work. What we'll do

Our long-term strategy is to remain a financial services company. We wil continue to grow in Europe, and build our
bu=inez=s in retail and commercial banking outzide Europe, with a bias towards Continental Western Europe. We will
develop our 2ervices and products for wealthy customers, and we will build our global businesses, =uch as investment
banking and credit cards.

Hn-wwe'lldo it

QOur strategy alzo determines the way in which we will achieve our goals. This includes the way we're organised, our
management beliefs and practices, and the way we behave towards our customers and each other.

Foremost among our practices iz the use of a management framework that shapes the way in which we make business
decizion=s. and ties all of our olannino and ooerations to the creation of economic value. fd

WHO WE ARE WHAT WE DO
About Us Product & Services
Benefits Private Banking
Structure Corporate Banking
Career e- Banking
Financials

Fees & Charges Currency Conwverter U=zer Log-in Dizclaimer Contact U= Back Home



SIMBROL

Private Bankers

Home Professional Individual Personal Private Banking Small Business Businesz & Corporate Imvestment Banking

Special Banking Services

Your Partners In Financial Wealth.Welcome! infemet Banking

Apply for onfine Banking
_Lagin to Cnfine Banking

Corporate

About Us -
Irvestors Relations b :
International Banking {.-:m'l‘ll'l '-'r.'il.h.'.‘; &
Corporate Solutions [nstitutions

Internet Banking

Imagine a global financial firm with the heart and soul of a two-person
organization. & world-leading wealth management company that sits down with
R T you to understand your needs and goals. An award winning global investment

bank and premier global asset management business dedicated fo giving you the
most personal attention at every level. Your Partner in Financial Wealth.

Apply for Account

Personal Account

Irvestment Portfolio
Yianiar Bion Earkins We manage your assets with a personal touch

SME Banking GreyBond private banking is a specilist in managing assets on different continents
Cash Management and through diferent entities and branches, each subject to specific local rules

— = and leqislation.

Global Market

Trade Services

We provide personal and professional services to individuals and family groups.

Coaamer il B The group has an organisation of qualfied experts that use the latest technology
£ to take advantage of investment opportunities around the world, achieving the
Contract Finance best financial and fiscal conditions for each customer.




Fake banks

These are not “phishing”

— no-one takes them down, apart from the vigilantes

Usual pattern of repeated phrases on each new
site, so googling finds more examples

— sometimes old links left in (hand-edited!)

Sometimes part of a “419” scheme

— 1nconvenient to show existence of dictator’s
$millions in a real bank account!

Or sometimes part of a lottery scam
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STHDAYRETURNS " .

PERFECT INVESTMENT SOLUTIONS

fé ACCOUNTLOGIN

sername:
Password:
Login

Password recovery »
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AL PROGRAMINFO

Started Jan 1, 2008
Running davys 14
Total accounts 9%
lotal deposited S 5,572.00
2 2.391.65
Jan 15, 2008

Total withdraw
Last update




Post-modern Ponzi schemes

High Yield Investment Program (HYIP)
— propose returns of x% per DAY

Basically Ponzi (pyramid) schemes that pay
initial investors from newly joined mugs

Often splash out for HTTPS certificates !
Now some are up-front about Ponzi nature

Reputation sites document their status



BestForexWorld Status: |[@ WAITING ﬁ|| Added: Jan 4th, 2008 |

Dur Investment: $40.00 Minimal Spend: 5 USD 11.5-12.5% Daily for 10 Trading Da\rs

Payvout Ratio: 0% Maximal Spend: 10,000 USD 5-6% Daily for 30 Trading Days
| | Referral: 5% 3.7-4.7% Daily for 60 Trading Days
Withdrawal: Manual 3-4% Daily for 100 Trading Days

| [ e-gold |

Program Description:

| BEST FOREX WORLD is a private high vield investment grogram, is managed by a professional team with its target of stable and long
term working. This program is supported by our real forex and some reliable and lower-risk offline investing channels so as to secure

the online |nv&5t|ni iruiram and make our investors iet iruflts back thruuih this ilatﬁ:rm

Last Paid:Jan-04,2008 Join BestForexWorld

Status: ||@ WAITING "Il

Minimal Spend: 5 USD

Added: Jan 10th, 2008 -

| Sthdayreturns new

Our Investment: No Investment 2% for 100 days

Maximal Spend; 30,000 USD 3% for 150 days
Re_.ferral'. 5%-10% 5% for 25 days
Withdrawal: Manual |ﬂli':"“ || e-gold |

Program Description:
Itz Me Coolasian (WCC Seller) from Talkgald Forum. I have good experience in stock market investment and other offline
busineszes.I have now decided to start a HYIF which will help Me and my HYIP's Investors to earn substantial returns together. My

'ilans are simile and steadi with Daili iaiuuts.l EIEEEit E-iuld and Lib&iResewe.

Last Paid: No Payout Join Ssthdayreturns

BGF.com new Status: @ WAITING ﬁ|| Added: Jan 14th, 2008
; r : TR

Our Investment: $40.00 Minimal Spend: 10 USD 9% Daily for 16 Days

Payout Ratio: 0% Maximal Spend: 15,000 USD 150% after 10 Days

| | Referral: 5% A Liberty

Withdrawal: Manual
Program Description:
Welcome to BlessingGlobeFund.com. We are really excited because this program has the potential to grow each day by offering
investors a stable and long term program. We invite you to evaluate and see the benefits of investing with BGF.com without having to

raise substantial investment n:aiital for iuurself.

Last Paid:Jan-14,2008 Join BGF.com



Grand Benefit & 45% daily for 4 days minimum spend: 1 USD
status: 320% after 4 days maximum =pend: 20000 USD
payout statistics 700% after 10 days  referral: 5

Total return: 225.27% in profit
rating: 11.30 rate now

Grand Benefit is a professionally managed group of skillful traders. Our main aim is - to achieve
the highest returns possible for both sides: for ourselves and our investors. We apply different
methods of trading to generate returns.

e-gold | |.c:culion] 2L her. (Sl added: 2007-11-29

Ratings stats

5 = &2
very good good bad very bad
61 votes 1 votes 0 votes 3 votes

Latest users ratings:

rating user host user email date

76.26.188.00xx  xooo@yahoo.com 2007-12-08
wote comment: not paying

] 200.91.68.0xx  woox@gmail.com 2007-12-07
vote comment: WARNING! [t&#039;s SCAM! Donf#039:t invest here.

x4 82.228.3.00x xoox@freefr 2007-12-07
vote comment: SCAM . Never paid . ADMIN = BIG CHEAT

@ 205.209.142.0¢ xooocx@gmail.com 2007-12-07
vote comment: got paid again and again.batch: 87120481, id william

&) 82.228.3.0x xwoox@free.fr 2007-12-06
vote comment: SCAM . THIEF . NEVER PAID . Admin =CHEAT

fiat 61.42.1300x  oeoou@gmail.com 2007-12-05

vote comment: got paid again.batch_id: 87096756,id: william



GO ngle | ‘exempt from the US Securities Act of 1933 | Search | ﬁ:ﬁfﬁﬁ’emd‘

Web Results 1 - 10 ofabout 11,300 for "exdmpt from the US Securities Act of 1933 (0.39 seconds)

Business Profit Pro
This program is a private business transaction exempt from the U.5. Securities Act of 1933
and all amendments, or The Securities Exchange Act of 1934 and ...
www_businessprofitpro_net/rules.php - 36k - Cached - Similar pages

Profitswinger — Blogs, Pictures, and more on WordPress

As a private transaction, this program is exempt from the US Securities Act of 1333, the
LIS Securities Exchange Act of 1934 and the US Investment Company ...
wordpress.comftag/profitswinger/ - 11k - Cached - Similar pages

Future-Developer.com

... therefore this program is exempt from the US Securities Act of 1933, the US Securities
Exchange Act of 1934 and the US Investment Company Act of 1940 ...
www_future-developer.com/rules_ php - 13k - Cached - Similar pages

EZINVESTOR LTD CO

This program is a PRIVATE BUSINESS TRANSACTION exempt from the U.5. Securities
Act of 1933 and all amendments; and, you acknowledge and agree under penalty ...
www_ez-4x_com/rules_php - 12k - Cached - Similar pages

MIRACL E-TRADE.COM —Terms::

... And absolutely exempt from the U.5. Securities Act of 1933, the U 5. Securities
Exchange Act of 1934, the U.5 Investment Company Act of 1940 and all ...
www_miracle-trade_.com/terms_html - 18k - Cached - Similar pages
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Home | Who we are Events | Members | sections | Conventions
Today is time to Live Free!
Weblinks WELCOME TO THE
Why Join 2
Membership Applcation European Human Rights
Contact
Find jobs J uman ™ Ce“tre

To sign up, enter your email
address:
| |_go! |

Rights

The European Human Rights Centre (EHRC) represents over 100
non-governmental and other not-for-profit organisations interested
in the promotion of Human Rights throughout Europe and beyond,

Visit EHR.C websites far maore information on BHRC and its activities,

The purpose of the Centre is to contribute to the general
advancement of the human rights research by promoting
cooperation in Europe between organisation and goverment
offidals, and by collaborating with similar assodations throughout
the warld.

Home : Who we are : Find jobs : Members : Sections : Conventions




* *
EUROPEAN"*"HUMAN
RIGHTS CENTRE

Home | Who we are Events | Members Sections Conventions

. i Who we are
Today is time to Live Free!
Wehblinks
Why Join ?
Membership Application
Our Mission Statement

Contact
Find jobs Human Rights First believes that building respect for human rights and the rule of law will help ensure the dignity
To sion up, enter your emal to which every individual is entited and will stem tyranny, extremism, intolerance, and violence.
address:

[ | go! Human Rights First protects people at risk: refugees who flee persecution, victims of crimes against humanity or

: : other mass human rights violations, victims of discrimination, those whose rights are eroded in the name of

national security, and human rights advocates who are targeted for defending the rights of others, These groups
are often the first victims of sodetal instability and breakdown; their treatment is a harbinger of wider-scale
repression. Human Rights First works to prevent violations against these groups and to seek justice and
accountability for violations against them.

Human Rights First is practical and effective. We advocate for change at the highest levels of national and
international policymaking. We seek justice through the courts. We raise awareness and understanding through
the media. We build coalitions amaong those with divergent views. And we mobilize people to act,

Ruman Rights Frst s 3 nonoroffit, nonpariisan infemational human rights organizaiion hasad in Srashourg

ENERE

Home : : : i . Conventions




'I; '+ human rights first

PROGRAM W ||

ABOUT US W ||

CONTRIBUTE || MEDIA ROOM w ||

SEARCH

Job Openings

Director of Communications

Deputy to the Washington
Director

Senior Associate Human
Rights Defenders Program

Fellowships

Mew York Internship
Program

Washington DC Internship
at Human Rights First

Volunteer Corps Program

Learn About Our
Work

MNewsletters from HRF
Crnimes Agamnst Humanity
Fighting Discrnimmation
Human Rights Defenders
Law and Security

Refugee Protection

Our Mission

Human Rights First believes that building
respect for human rights and the rule of law
will help ensure the dignity to which every
individual is entitled and will stem tyranny,
extremism, intolerance, and violence.

Human Rights First protects people at risk:
refugees who flee persecution, victims of
crimes against humanity or other mass human
rights viclations, vickims of discrimination,
those whose rights are eroded in the name of
national security, and human rights advocates
who are targeted for defending the rights of
others. These groups are often the first victims
of societal instability and breakdown; their
treatment is a harbinger of wider-scale
repression. Human Rights First works to
prevent violations against these groups and
to seek justice and accountability for violations
against them.

Human Rights First is practical and effective.
We advocate for change at the highest levels
of national and international policymaking. We
seek justice through the courts. We raise
awareness and understanding through the
media. We build coalitions among those with
divergent views. And we mobilize people to
act.

Join 32,532
Americans for
Human Rights

ADD
YOUR
NAME

Priﬁﬂtime

T e T ’ﬁ"

R R e

Subscribe to
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A3 find a better job

Reservation Agent Jobs

Amazing Reservation Agent Job Thousands of Jobs in your area Direct from top tech firms: HP,
Cpportunities Available. Apply

Mowr

Jobs - in your area

- all an 1 Job
wivors, Llob.co.uk

Leisurelobs.co.ukfReservations

Ads (<]

Accounting Jobs

Accounting Position

Search jobs:

Dutstanding IT sales jobs

Microsoft, Symantec, Webex,
Gartner

Home [*] Accounting & Finance

Ads by Google

Finance Jobs
Free Recruitment Tral
Package! Unlimited Job

Posting. Enquire Here
wrw. OnJobs. co.uk/RecruitCnlin

Find accounting jobs
Search for Accounts Jobs
Free emails about

Accounts Jobs
www.8llthetopbananas. com

Let Jobs Find You

Leave your details for
employers to contact you -
All industries

Latest jobs

Accounting Recruiters

Home | Links | Contact Us | Press | Post a job | Bookmark

Google London Sales
Experience in consulting? Apply
to join our sales management
team!

wwaw. google.co.uk
Ads by Google

Accounting Recruiting

Results: 1-30 of 12519

Tax Exp'd Associate

Job Description

The Birmingham Tax practice delivers high-quality tax consulting and

Pagel;"-‘I-IEl w®FEirst| 1|2 |31+ |5]|6&] = Last =

Apply
updated {40)

compliance senvices for businesses in a wide range of industries including
consumer and industrial products, pharm... Read More
Country: USA, Location: &L Birmingham

Payroll Supervisor

Fosition Type: Temparary

A local Birmingham company would like to add a Payroll Supemnisor to its

Apply
updated (22)

staff. The ideal person will have strong organizational, interpersonal and
communication skills. Du... Read More
Country: US4, Location: AL Birmingham



Fake Institution

Sends spam hoping for links to website

Site has new graphics and layout, but stolen
content (lightly) edited for new context

Point of site seems to be the job adverts
Ads are by Google!
A handful of similar sites known to exist...

— owner appears to be “Nichifor Valentin” from
Tulcea in Romania (cyberdomino.com)



f& EFBFWEB.ORG/JOBS
find a better job

AS

Let Jobs Find You
Leave your details for

employers to contact you - All

industries
v reversejobs.co.uk

Ads (=]

Jobs

Search jobs: |

How i earn £14,577 a week Sales Management Jobs
working from home, this online Lead Google's growing sales
business guarantees £14k a team in London. Submit your
weeak CV today!

vawwi.earncashathome.co.uk wasvi.google.co.uk

Jobs in Spors Fart Time Jobs

Home | Links | Contact Us | Press | Post a job | Bookmark

Axon - Jobs
Global opportunities Axon's
latest jobs - apply now.
v axonglobal.com

Ads by Google

Retail Employment

Home - Accounting & Auditing

Ads by Google

Axon - Jobs
Global opportunities
Axon's latest jobs - apply

MOV,
www. axonglcbal.com

Find accounting jobs
Search for Accounts Jobs
Free emails about

Accounts Jobs
www.allthetopbananas.com

Google Sales Manager
Jobs

Strong sales experience?
Lead our growing London
sales team. Apply!

Latest jobs

Results: 1-30 of 18817

EEQEIIEEE = First:| 1|2 |34 |'5]|6]| = Last =

Financial Consulting Manager ( Healthcare )

Job Description:

Plante & Maoran, PLLC, the 11th largest accounting and management
consulting firm in the nation is proud to be recognized as "0One of Fortune
Magazine's Top 100 Companies to Work for in... Read Mare
Country: USA, Location: OH Toledo

Payrolll/Accounting Specialist
First Salar, a high-energy, rapidly growing developer and manufacturer of thin
film Photovoltaic (PY) technology in solar modules is seeking a driven, results

oriented PayrolliAccounting Specialist to... Read More
Country: USA, Location: OH Perrysburg

Director Financial Reporting
If you have extensive experience in external reporting with an international

corporation, you should explore your potential with this Fortune 500
Drmd Barn

imtrrm At amal FmAarofFachirnr . Ae Has Tlirnetnr AFC

updated

updated

updated

Apply
(40)

Apply
(22)

Apply
(5)
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BIOPHYSICS
L Ia.gh )

Home

Who we are

Events | Members | Sections | Technology

Cur Einluﬁu:uns. Your Success,
Weblinks
Why Join ?
Membership Application
Contact

To sign up, enter your email
address:

| | gt |

J‘BBiv::th;rsiit:s ”

Research

WELCOME TO THE

European Federation of
Biophysics

The European Federation of Biophysics (EFBF) represents aver 100
non-governmental and other not-for-profit organisations interested
in the promotion of Biophysics throughout Europe and beyaond.

Visit EFBF websites for more information on EFBF and its activities,

The purpose of the Federation is to contribute to the general
advancement of the sdence of biophysics research by promoting
cooperation in Europe between sdentific and technical sodeties and
assodations devoted to these areas of activity and by collaborating
with similar assodations throughout the warld.

Home : Who we are : Events : Members : Sections @ MNews




& Cambridge Journals Online - Quarterly Reviews of Biophysics - Windows Internet Explorer EJ@

@ N T i hktp: ) Hournals.cambridge, orgyaction)display Journal Hid=QRE

M | T ; % R = 1 = .y - *»
W ==1 !@.Cambridg--- X |f_éEFBF ||E_|"pr-:.mnte the ... |[[||]] EFBFWEE.org... | | % - B - [&FPage = & Tacks -
Fa
JOURMNALS Quick search: | Search

Advanced search | CrossRef search

Home = Quarterly Reviews of Biophysics :
g Y r Cite search: | Journals 0

Trinity Hall Author :!‘r'ear |
University of Cambridge Centre of International Studies, 1 I 'i'p m| Find |
Pendlebury Library of Music, University of Cambridee B [|F2g= B
Department of Pathology, Faculty of Classics, Univen=ily of

Cambridge more...

[volume

Home | About Us | News | Contact Us | Help | FAQ | B2 | For Authors | For Societies | For Librarians

Reqgister now
GCuest

Quarterly Reviews of Biophysics

Username

Zambridge University Press

and the Journal of Fluid 2006 VYolume 39 Top 10 most-read articles
Mechanics are delighted to Frevious month

announce the launch of the Issue 01 February 2006 ppl-116 . :

The Batchelor Prize Prewvious 12 months
sponsored by Journal of Issue 02 May 2006 pp 117 - 201

Fluid Mechanics. Click Issue 03 August 2006 pp 203 - 324 Related links

here for further

information. Iszue 04 Nowvember 2006 pp 325 - 396 International Union of Pure

Show back velumes

C10 now includes:

- European Federation of
180,105 articles from 269 View articles by type | Select Type i |

Biophysics



Classic Sculptures
Gresk and Roman
terracotta busts

WWW. recuperanoo. it

Bronze Sculpture
Beautiful contemporary
sculpture Cazt in limited
editions

http:/ferww. sckostudio. cor

Computer Safety, Security, Viruses, Spam,
Laws

Home And Apartment Wireless Internet Security
by GREG KUCERA
PUBLISHED: JULY 27, 2007

With Grandhaven Mich., becoming the first Wi-Fi city in the nation many other major metropolitan areas
are following suit. For an eager online junky, one should pause to consider wireless Internet security.

Hopping on a network open to thousands in ...

Internet Gambling Laws And Regulations
by PAULA THORNTON
PUBLISHED: JULY 2&, 2007

For tho=se whao like to live on the wild side, gambling is not only available at the casino or the horse or

dog tracks. Mow people can gamble from the comfort of their own homes. By using the Internet to ...

Display Busts Online garden ornaments
High Quality Display Busts Available statues, urns, fountains, sundials. Over
COnline At Great Prices 450, in reconstituted stone

Ads by Google

Marnadian Tntarmnat Marmhlinge Pamlatinnme




Car Accident Claim.
100% Compen=ation.
Compare Providers and
Claim Cnline
www . deal-store. net

Car and work
accidents

Claim uging a local
=zolicitor No Win No Fee.
You keep 100%.

www. accidentcompensat

Car Accident Lawyers, Lawsuits,
Settlements, Automobile Insurance

Companies

New York Auto Accident Attorneys: Lawyers, Claims And Insurance
Coverage

&}'FALILA THORNTON
PUBLISHED: JULY S, 2007

Ciriving in Manhattan or anywhere else in New York takes a brave soul. Navigating streets lined with
aggressive taxis, drivers angrily stuck in traffic and tourists who just missed their turn can lead to

chaaos. Due to the congestion on ...

Los Angeles Auto Accident Attorneys, Lawyers, Insurance And Claims

by GREG KUCERA
PUBLISHED: JULY 9, 2007

Auto Accident Attorneys are a dime a dozen. Most people would be better off simply calling their
insurance company and filing claims pertaining to their accident. There are those times, though, when

the nature of the accident is so heinous ...




P”VIIa BUILDING THE INTERNET

Privila Internship Program INTERNSHIP PROGRAM

Welcome to the Privila Intern webpage! Thank you for your interest in interning with
Privila. The Privila Internship Program provides a unique opportunity to gain
experience in many areas of Internet Development.

To discover which internship area would best match your qualifications, please
reference the following: Telecommute Journalist, In-House Journalist, Software
Engineer and Graphics Design.

Privila Internships are unpaid positions and participants are responsible for arranging
their own transportation and housing. Approximately 25 interns are chosen each
spring, summer, and fall to participate in this unique program.

We invite you to apply. Interns will be selected based on their application and demonstrated interest in
their chosen field of study.

Thank you for your interest in the Privila Internship Program. We look forward to hearing from you.

Internship Coordinator

Privila, Inc.



Privila Inc

e Purchasing abandoned domain names
— creating content to match the domain
— avoiding cross-linking etc so “pukka”

e Using interns to create content
— college kids who want a “journalism” CV

— much is at the High School term paper level ®

e Now have over 100 authors, over 250 sites
and a LOT of Google Ads — which are 1in
many cases the main value of the site @



Phishin Fake Pills Fake Fake Privila
g Escrow Penis &c Bank Institute Inc
Number per
thousands dozens dozens handful few dozens
month
Trying
(0 hide? yes no no no no no
Self-similar yes yes yes a bit yes no
banks & .. .. ..
Removal vigilantes  vigilantes vigilantes no no
experts
Adverts no no no no yes yes




Our research questions

How do we fix the incentives to prevent
phishing from being so effective ?

What algorithms can detect reputation traders, and
other covert communities?

Can community reputation sites make a long-term
contribution?

Is advertising distorting the web?

What other cool things are there at the boundary
of technology and economics?



Searching for Evil

http://www.lightbluetouchpaper.org

25 UNIVERSITY OF
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Computer Laboratory




