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spamHINTS research project

The Internet
LINX

LINX samples 1 in 2000 packets
(using sFlow) and makes the port 25
traffic available for analysis…



Known “open server”
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Another known “open server”
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Look for excessive variation

• Look at number of hours active compared
with number of four hour blocks active

• Use incoming email to Demon to pick out
senders of spam and hence annotate them as
good or bad…

• … did this for a large ISP, but problem is
that “ if it sends, it’s bad” . Nevertheless…
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Spamminess vs hours of activity
for IPs active in 5 of 6 possible 4 hour periods

0%

10%

20%

30%

40%

50%

60%

70%

80%

90%

100%

1 2 3 4 5 6 7 8 9 10 11 12 13 14 15 16 17 18 19 20 21 22 23 24



Work continues…

• sFlow data will always be useful to feed
back ongoing activity to abuse teams

• Analysis may improve when both rings
instrumented and data processed in real-
time (so can compare historic data)

• Still to consider variations (and lack of
variations) in destination as well as time



... and some more

• This year have looked at phishing websites
and the effectiveness of “ take-down” regimes
– not worrying about lawfulness, paperwork etc, but

just whether take-down actually occurs

• Has led to a well-regarded paper written with
Tyler Moore (Cambridge grad student)

• Starting to look at related wickedness which
pose interesting challenges for abuse@ teams



Types of phishing website

• Misleading domain name
ht t p: / / www. banckname. com/
ht t p: / / www. bankname. xt r asecur esi t e. com/

• Insecure end user
ht t p: / / www. exampl e. com/ ~user / www. bankname. com/

• Insecure machine
ht t p: / / www. exampl e. com/ bankname/ l ogi n/
ht t p: / / 49320. 0401/ bankname/ l ogi n/

• Free web hosting
ht t p: / / www. bank. com. f r eespacesi t ename. com/



• Compromised machines run a proxy
• Domains do not infringe trademarks

– name servers usually done in similar style

• Distinctive URL style
ht t p: / / sessi on9999. bank. com. l of 80. i nf o/ s i gnon/

• Some usage of “ fast-flux”  from Feb’07 onwards
– viz: resolving to 5 (or 10…) IP addresses at once

Rock-phish is different!



Fast-flux

• Domains mapping changes every few minutes
• Usually multiple machines (for resilience)

$ di g www. pl at i nway- i nc. or g
; ;  ANSWER SECTI ON:

www. pl at i nway- i nc. or g.   3M I N A         83. 144. 106. 80

www. pl at i nway- i nc. or g.   3M I N A         84. 121. 235. 215
www. pl at i nway- i nc. or g.   3M I N A         163. 121. 136. 75

www. pl at i nway- i nc. or g.   3M I N A         58. 106. 156. 48

www. pl at i nway- i nc. or g.   3M I N A         59. 150. 200. 85



Double fast-flux

• Name server(s) also moves around
• Difficult to persuade registrars of this

; ;  AUTHORI TY SECTI ON:
di azat e. com.  5M I N NS  ns0. chi t i onkdet unl i onpsa. com.
di azat e. com.  5M I N NS  ns0. gedsact unj er i on. com.
di azat e. com.  5M I N NS  ns0. f i onkunj er unhedase. com.
di azat e. com.  5M I N NS  ns0. pi ot i ongandesunkdes. com.
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Free web-hosting take-down data

18.132.8  155dor amai l

  6.923.8  174yahoo. com

16.833.81253pocht a. r u

38.253.1  254by. r u

18.852.4  159al i ce. i t

medianmean# sitesSite lifetime
(in hours)

BUT: almost all sites (except on Yahoo!) were
eBay (65 hour average; this is 1/3 of their total)



Coming soon…

• Are there significant differences between
registrars, ISPs, countries etc?

• Can we demonstrate a “ life cycle”  for
compromised end-user machines?
– hosting, spamming, DDoS

• Are the machines we still track (hundreds,
many in the UK) still “dangerous”  ?



Fast-flux has other uses

• Used for “mule”  recruitment sites

• Used for “bullet-proof”  hosting

… and doubtless more …







Mule recruitment

• Proportion of spam devoted to recruitment
shows that this is a significant bottleneck

• Aegis, Lux Capital, Sydney Car Centre, etc, etc
– mixture of real firms and invented ones

– some “ fast-flux”  hosting involved

• Only the vigilantes are taking these down
– impersonated are clueless and/or unmotivated







Fake escrow sites

• Large number (a dozen or so) of sets of fake
escrow sites used for auction scams

• Tracked by “AA419”  and taken down by
amateur “vigilantes”

• We are tracking the speed of removal to
indicate contribution being made by
financial institutions























Pills, Penises and Photography

• Canadian Pharmacy &c
– hosted on same fast-flux pools as some of the

phishing sites. Links remain unclear

• Google picking up a proportion of these
sites, but by no means all

• Some fake shopping sites, which fool some
reputation systems, though Google searches
show complaints on the first page.







Fake banks

• These are not “phishing”
– but note well that there’s no-one to take them

down, apart from the vigilantes

• Usual pattern of repeated phrases on each
new site, so googling finds more examples
– sometimes old links left in (hand-edited!)

• Often a part of a “419”  scheme
– inconvenient to show existence of dictator’s

$millions in a real bank account!



www.paramountvista.com



Post-modern Ponzi schemes

• High Yield Investment Program (HYIP)
– propose returns of x% per DAY

• Basically Ponzi (pyramid) schemes that pay
initial investors from newly joined mugs

• Often splash out for HTTPS certificates !
• Now some are up-front about Ponzi nature
• Reputation sites document their status











Our research goals

• Continue with the spamHINTS work !!
• How many phishers are there ?
• How do we fix the incentives to prevent

phishing from being effective ?
• Find more groups of sites trading in reputation
• Evaluate community reputation sites
• Determine if advertising is distorting the web
• Do lots more cool things -



spamHINTS (and some more)

ht t p: / / www. l i ght bl uet ouchpaper . or g


