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   Conventional techniques for improving security just aren’t very effective.   Security Surveys, Risk Management, Design Basis Threat, & Vulnerability Assessments too often are: 

•  unimaginative

•  full of sham rigor

•  not sufficiently predictive

•  used to justify the status quo

•  not focused on the right issues

•  dominated by groupthink & bureaucrats

•  plagued by “shoot the messenger” syndrome

•  not done from the perspective of the adversaries

•  overly binary in outlook (something is either secure or it is not)

•  insistent on letting the good guys define the problem, not the bad guys

•  conducted by personnel who don’t want to find problems—so they don’t

    An “Adversarial Vulnerability Assessment” attempts to overcome these problems by thinking creatively, by genuinely wanting to find security weaknesses and possible countermeasures, and by trying to intellectually and emotionally get inside the heads of the bad guys.  Effective brainstorming, and an environment and personnel conducive to creative thought are critical.  

    For tips on being more creative, see:

•  RJ Sternberg, Handbook of Creativity (1999)

•  AG Robinson & S Stern, Corporate Creativity (1998).

•  E Raudsepp, Managing Creative Scientists and Engineers (1963)

•  M Michalko, Cracking Creativity: The Secrets of Creative Genius (2001)

•  R van Oech, A Whack on the Side of the Head: How You Can be More Creative (1998)

    Please be aware that all the following security devices and systems are typically quite easy to defeat (because they lack intrinsic security):

•  RFIDs

•  polygraphs

•  data encryption

•  anti-counterfeiting tags

•  contact memory buttons

•  tamper-indicating seals & tamper-evident packaging

•  access control systems, including those based on biometrics

•  civilian GPS (military GPS signals cannot be used by most organizations)

    Attacks based on lifting, counterfeiting, impersonation, backdoor installation, or tampering with security training are often particularly effective. 

