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Time Trap--a new kind of LANL “anti-evidence” seal.  
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    The working prototype shown below is controlled by an onboard programmable microprocessor.  The entire prototype was put together for less than $8 in parts (retail quantities of 1).  The seal is fully reusable.  Once placed inside the container, package, briefcase, enclosure, room, or vehicle to be monitored for tampering or unauthorized access, there is no evidence of tamper detection on the outside.
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    When the Time Trap determines that the container or package has been opened (it doesn’t care whether by good guys or bad guys) it turns on its liquid crystal display.  The display then alternates between showing the time that intrusion occurred (left), and the hash (or secret number) for that time (right).  There is a different hash for each minute.  Only the good guys know the correct hash for future times, but the future hash values (or algorithm) were instantly erased when the seal detected intrusion.  Thus, the bad guys gain nothing by counterfeiting the seal hardware, nor do they know what the display should read when the good guys open the container or package at a later time.
