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Dear Sirs
Further to your recent request for files, please find enclosed:

Copy Terms and Conditions (Ts and Cs)
Copy final response

Copy relevant statements

Copy system notes

Copy other correspondence

On 28 June 2010 we received a call from someone who correctly answered three
random security questions and stated that card ending 0003 was lost in a bar in
London; the card was blocked and a new one issued ending 9002. At the request of
the caller, no new PIN was issued with this new card — this is a key issue as the last time
a PIN was issued was in November

You will also note from th¢ Private and Confidential e-mail between the customer and
the police that the PIN is kept in a locked safe t0 which only she has the key. Every
single cash withdrawal wa i e genuine card (CHIP read) and authorised
by this PIN. As the customer has confirmed that the PIN has not been disclosed to
anyone, nor would it have been possible to obtain this by other methods (shoulder
surfing is ruled out as the PIN was not used previously by the customer for several
months if not years) then it follows that only the customer could have made these
withdrawals, or given her card to a third party, authorising him/her to use it.

Whilst there are doubts as to the authenticity of the caller on 28 June 2010, these are
largely irrelevant to the case as had it been a takeover attempt then a new PIN would
have been requested.
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Similarly, there are doubts as to whether the card was delivered to the correct address
or not as the courier photo of the front door does not match. However, this could be a
mistake on the courier’s part in terms of providing the wrong photo, or taking a photo
of the wrong door. The relevant fact is that the odds of the card being delivered to
someone who already knew the PIN are, as the police state in their e-mails,
astronomical; we therefore believe that card ending 9002 was delivered to the

customer.

I must also point out that it is highly suspicious that the customer has told us that no
record is kept of the PIN yet told the police something different.

Moreover, you will note that leading up to the disputed transactions, the customer
paid her O bill(s) on or around the 28! of each month. If, as she claims, she did not
request the new card on 28 June 2010, and never received it, then she would have
been totally unaware that the card she had in her possession ending 0003 was no
longer usable. We would expect, therefore, that she would have attempted to pay her
O2 bill at the end of July; you will note from the enclosed transaction data that no
attempt was made whatsoever to use card ending 0003 between 29 June 2010 and 4
August 2010, when she says she became aware of the fraudulent spending.

To summarise, no new PIN was issued on this account since November 2006. As the
customer has confirmed that the PIN is not freely available, nor known to anyone else,
it is not possible that card ending 9002 was intercepted and used by an unknown third
party, as all transactions were Chip and PIN. It is not possible either that Mrs Russell
was “shoulder surfed” beforehand as the PIN was not used for any recent transactions.

To clarify, we are not suggesting that Mrs Russell has been negligent with her PIN, just
that if she did not make the transactions, then she must have divulged her PIN to the
third party(ies) who did make them.

Under the circumstances we have no choice but to hold the customer liable for all the
disputed transactions.

If you require any further information, please do not hesitate to contact me.

Yours faithfully

Rz

James Osborn
FRC Casework Support
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