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16th August 2011

Ms Natalie Ceeney

Chief Ombudsman

The Financial Ombudsman Service

South Quay Plaza, 183 Marsh Wall

London E14 9SR




Appeal – case 1021/1261/AJ/BC58

I hereby appeal against your adjudicator’s finding in my case against Barclaycard on the 20th July. Thank you for extending the deadline from August 3rd to 1st September. 
My grounds for appeal are as follows.

1. Barclays claim they delivered a Barclaycard in my name to an unknown address following a phone call to them by an unknown person. This card was, used in July 2011 to make seventy transactions in and around Central London to a total of £15,007.39. 

2. The courier, whom Barclays have been unwilling to name, could not identify the address to which the card was delivered. Although they provided a photograph of the letter box where the card was allegedly posted, it looks nothing like mine, and nothing like any other door in my neighbourhood.

3. I have no knowledge of the transactions in question. I did not order the extra card, nor was it subsequently delivered to me, nor have I divulged the PIN to anyone, nor assisted or conspired with the fraudsters in any way. I had no knowledge whatsoever of the seventy transactions in dispute until I learned of them from Barclays in August last year 

4. Under section 60 of the Payment Services Regulations 2009 the onus is on Barclays to prove that the transactions were made by my authority or as a result of my gross negligence. Barclays have refused, despite repeated demands, to do this.

5. Barclays got debt collectors to harass me for the disputed amount, despite the fact that I had engaged solicitors, with whom the bank should have dealt.

6. My solicitors referred the matter to you on February 25th 2011, and your adjudicator found in favour of Barclays on July 20th. In so doing she made errors of both fact and law, and used procedures not consistent with my rights under the Payment Services Directive and the Human Rights Act.

7. I will deal first with errors of fact. First, the adjudicator appears to have been confused in that she found (‘Findings’ para 2) that “most of the transactions that you flagged up as having been fraudulently were successful as the original card and PIN were used”. This is wrong: it is agreed between the parties that all the disputed transactions were made with the new card. In the following paragraph the adjudicator contradicts herself and says that “The transactions that you have disputed were all made from a new card that was issued after Barclaycard received a telephone call on 28 June 2010 informing it that the existing card (the one that remains in my possession) had been lost in a bar in London.”

8. More seriously, the adjudicator continues by stating (following page) that “There are three possibilities as to what happened in this case” listing them as card cloning, card theft, and fraud perpetrated by me. This assertion of expertise is surprising, as the onus is on the bank to make such arguments, and it failed to do so; in any case the adjudicator’s analysis is wrong as it omits further possibilities including insider fraud. I enclose a letter from Professor Ross Anderson FRS pointing out that my case follows the classic pattern of insider fraud:

a. My card had a high credit limit, namely £10,000, but was hardly used – mostly to pay my mobile phone bill. This makes it attractive to a fraudster as there was a lot to steal;

b. I did not use the bank’s electronic banking services to review my statement regularly but relied on monthly paper statements; this also makes it attractive for fraud as the likelihood of early detection was low;

c. The victims of insider fraud tend to be people who will be less likely to be taken seriously by the bank’s investigators such as women, minorities and the elderly (I am all three);

d. Internal record tampering, or the exploitation of vulnerabilities in the bank’s internal record-keeping known to insiders, is suggested by the fact that my address was linked on credit reference agency files with Brindley House, Alfred Road, London W2, which seems to be a building site.;

9. Your adjudicator makes further basic errors of fact. She claims to know of no persuasive evidence of a PIN being extracted from an encrypted format on a card. Yet the FIPR submission
 to the Hunt Review of your service in 2008 pointed out that according to the EMV standards, the PIN is kept in clear text form on the card (section 21). The adjudicator thus repeats an error for which your service has been publicly put on notice in the past. 

10. The adjudicator also argues that she does not believe the card was cloned or stolen. But these possibilities were never an issue in this case. 

11. Barclays have relied throughout this matter on an argument, presented in various forms but boiling down to a simple claim: that the PIN issued to me must have been used and therefore I must have been complicit. 

12. Barclays claim that they have no record of the PIN being issued to the impostor who obtained a new card on my account. Yet they failed to keep proper records in almost every other respect and have obstructed both police enquiries and my own. When first asked by the police for the recording of the conversation Barclays claimed that they could not give the police the recording because of the Data Protection Act. This is false, as section 29 of the Act provides an exemption for the prevention or detection of crime as well as the apprehension or prosecution of offenders. Furthermore, if Barclays maintain that it must have been me who ordered the new card then I would be the data subject in any case. Thus Barclays obstructed justice by providing an invalid excuse for failing to cooperate with an investigation. When your office later asked for the recording Barclays claimed that it could not be found. In an age when agreements between banks and customers are routinely made on the telephone, failure to keep proper recordings is gross negligence. They are also grossly negligent in failing to keep proper records of the address to which the new card was delivered.

13. Barclays also failed, despite requests from my solicitor, to provide transaction logs showing the times of the alleged transactions. This prevented my lawyers and me from investigating the disputed transactions via the merchants at which they were made.

14. Barclays do not claim in their final letter that I was complicit, nor do they state categorically that the PIN (a) was not reissued by their systems at the material times, and (b) could not otherwise have been known to the unknown persons who caused the extra card to be issued via the bank’s internal systems. In short, there is nowhere a clear statement that my PIN was unavailable to any insider. 

15. Customer PINs are available to bank staff internally and there have been previous cases of corrupt insiders have access to customer PINs. Professor Anderson’s letter refers to these cases.

16. Under the circumstances I respectfully suggest that you cannot reasonably rely on the claim by Barclays that they cannot find a record of a PIN being issued to the mysterious caller who ordered the replacement card.

17. Thus, on the facts, your adjudicator completely failed to consider the most likely explanation for the disputed transactions.

18. On the matter of law, as my solicitors pointed out in their submission to you of February 25th and in their letter to Barclaycard on February 7th 2011, Barclays is only entitled to debit my account for the sums in dispute if they can show that they acted in accordance with my mandate. The burden of proof is on them, not on me, and this is set out with great clarity in Section 60 of the Payment Services Regulations 2009. 

19. Furthermore, Barclaycards’ terms and conditions state (9.1) “You will not be responsible for any transactions if a card is lost or stolen or if a card is misused before you receive it”. 

20. Your adjudicator is happy to rely on Barclays’ terms and conditions when this suits the bank’s case and yet disregard them when they support my case. For example, I objected to Barclays’ allowing £15,000 of transactions when my credit limit was £10,000; there she was happy to rely on the terms. However, the terms claim that the bank uses fraud detection systems; she ignored their failure in this case. She also blithely ignored term 9.1 which clearly excludes liability, as the bank admits that the card was not delivered to me.

21. There is also an issue of whether liability has to be proved beyond reasonable doubt or on the balance of probabilities. As this is a civil matter it is up to Barclays to establish – on the balance of probabilities – that I was at fault. Yet Barclays only claims that it isn’t certain that I was not complicit – not that I was, nor even that on the balance of probabilities it thinks I was.

In summary, the onus of proof is on the bank to establish, on the balance of probabilities, that I authorised the transactions or that I was complicit or grossly negligent. As liability for pre-issue fraud is explicitly excluded by the contract between us, namely the bank’s terms and conditions, it us up to Barclays to prove that I was complicit or grossly negligent. Barclays has failed to provide the evidence required to discharge this burden; and they have not even gone so far as to claim that, on the balance of probabilities, I was complicit or negligent. The truth is that the gross negligence in this case was Barclays’. They issued a card to an impostor who phoned them, and lost the recording of the call; the card was delivered by their courier to an address they cannot identify; the case has other suspicious circumstances that cause the UK’s leading expert in the field to conclude that insider fraud was the most likely explanation; and yet the bank not only failed to investigate the transactions properly but obstructed police attempts to do so.

Under these circumstances, I respectfully submit, the Ombudsman cannot reasonably and lawfully find in favour of the bank. You have a duty to uphold my rights under the Payment Services Regulations, under the contract between Barclaycard and me, and under the Human Rights Act (specifically Section 6 of the European Convention on Human Rights). Thus the adjudicator’s finding cannot be upheld.

Yours Faithfully

Eve Russell

� FIPR Submission to the Hunt Review of the Financial Ombudsman Service, RJ Anderson and N Bohm, Jan 5th 2008; at www.fipr.org/080116huntreview.pdf





