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Abstract

In this paper we describe a rigorous semantics for C++ concur-
rency. To the best of our knowledge, this captures the intent of
the Final Committee Draft (N3092) text, modified as discussed at
the Rapperswil meeting of the C++ Standards Committee in July

2010. We discuss some issues with the N3092 text that led to those

changes.

To make our semantics mathematically precise and unam-
bigous, we express it in machine-formalised mathematics, in the
Isabelle/HOL proof assistant. To make it accessible, we introduce
it with a series of examples, and give both an English-prose trans-
lation of the definitions and a typeset version of the mathematics,
side-by-side; it should be possible to read either one in isolation. To

make it possible to explore the consequences of the semantics, we

have developed a tool @@MEM) that calculates the allowed exe-
cutions of litmus-test example programs (using checking code au-
tomatically generated from our Isabelle/HOL definitions, for high
assurance).

We further validate the semantics by proving that a proposed
x86 implementation of the concurrency primitives is correct with
respect to the x86-TSO memory model.

We hope that this will aid discussion of any further changes to

the draft standard, provide an unambiguous correctness condition

for compilers, and give a much-needed basis for analysis and veri-

fication of concurrent C and C++ programs.
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1. Introduction
1.1 Context

C and C++ are defined by standards, but those standards have
historically not covered the behaviour of concurrent programs,
motivating an ongoing effort to specify concurrent behaviour in a
forthcoming revision of C++ (unofficially, C++0x) [AB10, BAOS,
Bec10]. The next C standard (unofficially, C1X) [C1X] is expected

to follow suit.

The key issue here is the multiprocessor relaxed-memory be-
haviour induced by hardware and compiler optimisations. The de-
sign of such a language involves a tension between usability and
performance: choosing a very strong memory model, such as se-
quential consistency (SC) [Lam79], simplifies reasoning about pro-
grams but at the cost of invalidating many compiler optimisa-
tions, and of requiring expensive hardware synchronisation instruc-
tions (e.g. fences). The C++0x design resolves this by providing
a relatively strong guarantee for typical application code together
with variousatomic primitives, with weaker semantics, for high-
performance concurrent algorithms. Application code that does not
use atomics and which is race-free (with shared state properly pro-
tected by locks) can rely on sequentially consistent behaviour; in
an intermediate regime where one needs concurrent accesses but
performance is not critical one can uS€ atomicsand where
performance is critical there atew-level atomicslt is expected
that only a small fraction of code (and of programmers) will use
the latter, but that code —concurrent data structures, OS kernel
code, language runtimes, GC algorithms, etc.— may have a large
effect on system performance. Low-level atomics provide a com-



mon abstraction above widely varying underlying hardware: x86 C++0x standard, discussed these with members of the concurrency
and Sparc provide relatively strong TSO memory [S30, Spa]; subgroup, and made several suggestions for changes. These are
Power and ARM provide a weak model with cumulative barri- of various kinds, ranging from editorial clarifications, substantive
ers [Pow09, ARM08, AMSS10]; and Itanium provides a weak changes to the text that are in line with the authors’ intent as we
model with release/acquire primitives [Int02]. Low-level atomics understand it, and some open questions. We discuss a selection of
should be efficiently implementable above all of these, and proto- these in Section 5.
type implementations have been proposed, e.g. for x86 [Ter08].
The current draft standard covers all of C++ and is rather large
(1357 pages), but the concurrency specification is mostly contained
within three chapters [Bec10, Chs.1, 29, 30]. As is usual for indus-
trial specifications, it is a prose document. Mathematical specifi-
cations of relaxed memory models are usually either operational
(in terms of an abstract machine or operational semantics, typically
involving explicit buffers etc.) or axiomatic, defining constraints
on the relationships between the memory accesses in a complet
candidate execution, e.g. with a happens-before relation over them
The draft concurrency standard is in the style of a prose description
of an axiomatic model: it introduces various relationships, identify-
ing when one threagynchronizes withnother, what &isible side
effectis, and so on (we introduce these§f), and uses them to
define a happens-before relation. It is the result of extensive and
careful deliberation. but (almost inevitably, for a prose text) is still

Tool support for exploring the model Experience shows that
tool support is needed to work with an axiomatic relaxed memory
model, to develop an intuition for what behaviour it admits and for-
bids, and to explore the consequences of proposed changes to the
definitions. At the least, such a tool should take an example pro-
gram, perhaps annotated with constraints on the final state or on
the values read from memory, and find and display all the execu-
tions allowed by the model. This can be combinatorially challeng-
efng, but for C++ it turns out to be feasible, for typical test exam-
‘ples, to enumerate the possible witnesses. We have therefore built
a CppMEM tool (§7) that exhaustively considers all the possible
witnesses, checking each one with code automatically generated
from the Isabelle/HOL axiomatic mod€]®). The front-end of the
tool takes a program in a fragment of C++ and runs a symbolic
operational semantics to calculate possible memory accesses and
rather far from a completely clear and rigorous definition: there constraints. We have also explored the_ use of a model_ generator
are points where the text is unclear, places where it does not (:ap-(the SAT-solver-based Kodkod [TJ07], via the Isabelle Nitpick in-

' terface [BN10]) to find executions more efficiently, albeit with less

ture the intent of its authors, points where a literal reading of the S
text gives a broken semantics, and some open questions. Moreoveroourance. Most of the examples in this paper have been checked

. . .~ (and their executions drawn) usingPevEM.

the draft is very subtle. For example, driven by the complexities
of the intended hardware targets, the happens-before relation it de-Correctness of compilation to x86 As a theoretical test of our
fines is intentionally non-transitive. The bottom line is that, given semantics, we prove a correctness resiflj {or the proposed x86
just the final committee draft standard text, the basic question for implementation of the C++ concurrency primitives [Ter08] with re-
a language definition, of what behaviour is allowed for a specific spect to our x86-TSO memory model [SS0D, OSS09]. We show
program, can be a matter for debate. that any x86-TSO execution of a translated C++ candidate execu-

Given previous experience with language and hardware mem- tion gives behaviour that the C++ semantics would admit, which
ory models, e.g. for the Java Memory Model [Pug00, MPAOQS5, involves delicate issues about initialisation. This result establishes
CKS07, vA08, TVD10] and for x86 multiprocessors [SSZ08, some confidence in the model and is a key step towards a verified
0SS09, SSO10], this should be no surprise. Prose language defi- compilation result about translation of programs.
guity, error and confusion. Ins'tead, we need rigorous (but réadab dards, both by the specific points we raise and by giving a precisely

mathematical semantics, with tool support to explore the conse- defined checkpoint, together with ouP@MEM tool for exploring
e PP P . the behaviour of examples in our model and in variants thereof.
qguences of the definitions on examples, proofs of theoretical re-

sults, and support for testing implementations. Interestingly, the The C and C++ language standards are a central interface in to-
' PP ng implen : 9. day’s computational infrastructure, between what a compiler (and
style of semantics needed is quite different from that for conven-

tional sequential languages, as are the tools and theorems hardware) shouild implement, on the one hand, and what program-
q guages, : mers can rely on, on the other. Clarity is essential for both sides,

1.2 Contributions and a mathematically precise semantics is a necessary foundation
for any reasoning about concurrent C and C++ programs, whether

The model In this paper we establish a mathematically rigor- it be by dynamic analysis, model-checking, static analysis and ab-

ous semantics for C++ concurrency. np.E?CiSE formalised in Is- stract lnterpretatlon, pr_ogram |Og|CS, or lnterac_tl\_/e proof. It |s_also

abelle/HOL [Isa], and is rathezomplete covering essentially all a necessary precondition for work on compositional semantics of

the concurrency-related semantics from the draft standard, with- SUch programs.

out significant idealisation or abstraction. It includes the data-race- . .

freedom (DRF) guarantee of SC behaviour for race-free code, 2. Informal introduction to the model

locks, SC atomics, the various flavours of low-level atomics, and Here we describe C++ concurrency informally. In this section

fences. It covers initialisation but not allocation, and does not ad- \ye o not distinguish between the C++ Final Committee Draft

dress the non-concurrent aspects of C++. Our model builds on thegtandard, which is the work of the Concurrency subcommittee of

informal-mathematics treatment of the DRF guarantee by Boehm \yG21, and our formal model, but in fact there are substantial dif-

and Adve [BAO8]. We have tried to make it asadableas possi-  ferences between them. We highlight some of these (and our ratio-
ble, using only minimal mathematical machinery (mostly just sets, pale for various choices) in Section 5.

relations and first-order logic with transitive closure) and introduc-
ing it with a series of examples. Finally, wherever possible it is a 2.1 Overall structure of the model
faithful representation of the draft standard and of the intentions of ¢ memory model determines the seteskcutionghat are al-

its authors, as far as we understand them. lowed for a given C++ program. This is defined in several steps:

Issues with previous drafts of the standard In developing our

. . e . h 1. We first enumerate the possible control-flow paths through the
semantics, we identified a number of issues in several drafts of the P P g

program, without taking the memory model into account. For



each, we consider the possible setsaofionsperformed on Actions are reads, writes, locks, unlocks, and fences. Each read
that path: the reads, writes, locks, unlocks and fences, togetherand write action has an annotation that decides which ordering re-
with three relations over those actionsequenced-before  lationships it takes part in and consequently which values they may
data-dependengwandadditional-synchronized-with read and write. Regular reads and writes from memorynare
atomic Atomic reads, atomic writes, and fences, havessmory or-
der annotation that enable the programmer to choose how strongly

ﬂ‘:'cerzocgiftizgﬁjgfggg gvggﬂgfsn)creeﬁgcéf:g?g;egﬂs(;frrdoen: they are ordered. Reads, writes, locks and unlocks take pldge at
P), ( ), ( cations each of which has &ind that can be either non-atomic,

over sequentially consistent actions). Together, this enumerates,, , i’ o mutex. The actions that are performed at each location
the candidate executioneach of which comprises a set of

actions together with the six relations mentioned must agree with the kind (although non-atomic initialization writes
9 ) are allowed on atomic locations).
3. For each candidate execution, we calculate sederaved re- The memory actions are written in a concise and regular form
lations (synchronizes-witrappens-beforestc.). made up of the following parts (from left to right): a unique identi-
4. This is used to determine whether each candidate executionfi€r (@, b....) and a colon; then aR (for a read)W (for a write),
; ; RMW (for read-modify-write)L or U (for a lock or unlock), o
(seperately) i€onsistent . e
] . . . (for a fence); a subscript abbreviation of a memory ordes)( a
5. Finally, we check whether any consistent candidate execution |ocation namex, y,. . .); an equals sign and either a single vahdge (

of the program exhibits a data race, an unsequenced race, or aryy two values separated by a forward slash (for the values read and
indeterminate read. If any does, then the program has undefinedyitten by a read-modify-write).

behaviour, otherwise its semantics is the set of all its consistent

2. For each of those possibilities, we enumerate all the possible

executions. action 1=
. . . . . a:Rna x=v non-atomic read
T_here is a Il_s; of all thle relations |§6.é on page 14H In_I:hls a:W,, x=v non-atomic write
section we provide example programs and executions that illustrate 2:Rine x=Vv atomic read

|
the key relations of the model, without giving all the details of the i a W x—=v atomic write
definition. We start with a simple example that introduces some | 2 RMW x=v1/v2 atomic read-modify-write
new source code syntax and our representation of executions. | : me
|
|

a:L x lock
2.2 Program and execution example a:U x unlock
a:Fmo fence

For brevity, the code examples in this document are written in a

mild extension of C++: thread creation gives rise to many memory Memory orders are shown as follows:
actions (for passing function arguments and writing and reading the

thread id) which clutter examples, so here we use a more concise mo ::=

parallel composition, writted{{ ... ||l ... }}}. The main SC  memory_order_seq.cst
thread of the following example uses this parallel composition RLX  memory_order_relaxed
syntax to spawn two new threads: one that writeswice and REL  memory order_release

|

|
another that readsonce. | ACQ memory order_acquire
| CON memory_order_consume
int main() { | A/R memory_order_acq-rel

atomic_int x = 0;

{{{ { x.store(1,mo_relaxed); Actions also contain a thread identifier, but we usually elide it:
x.store(2,mo_relaxed); } in diagrams we usually collect the actions of each thread into a
Il { printf("%d\n",x.load(mo_relaxed)); } }}} column.

return 0; } In the rest of this section we will introduce the relations and

One consistent execution of this code is shown below. The actions d€finitions of the memory model by example. The intention is to
are drawn as the vertices of a graph, and the edges on the graprprowde an intuition about the model rather than to formally define
correspond to relations over the actions. In this execution there 't (the formal definition of the model is i§6).

are four actions spanning three threads (in the three columns).o 3 Relations determined by syntax and control-flow

The diagram shows three kinds of edgeodification-ordemo), O . .
sequenced-befolsb) and (rf). We explain the meaning of these ~ 1h€  sequenced-before additional-synchronized-with and

in the rest of this section (and also that of the other edges of the data-dependencyrelations of a candidate execution are de-

execution, which are suppressed here). termined by the syntactic structure of the source code and a choice
of the particular path of control flow through each thread of the
program.
a:W,, x=0

Sequenced before Sequenced-before relates memory actions ac-
cording to the order they are written in the code, though it is not
b:Wgix x=1 necessarily total for each thread because function and operator ar-
guments in C and C++ are not necessarily ordered. We show the
sb,mo sequenced-before edges of one consistent execution of the follow-
€ Wrix x=2 ing example code below.
This example also illustrates another extension: when working
with memory-model litmus tests, one is usually concerned only
d:Rex x=2 with the possible executions of a test in which reads read some
particular values. Instead of expressing this with constraints on the
..lexamples/t40-mo-asw-sb-rf.c values of variables in the final state (which would often require ad-
ditional locations and memory writes to record them) we annotate

mo

rf



reads with the constraint in-line, e.g. with theeadsvalue(3)

here. As for the parallel construct above, this is simply a conve-
nience for discussing the memory model, not a proposal to extend
C++ itself.

int main() {

atomic_int x = 0;

{{{ { x.store(1,mo_release);
x.store(2,mo_relaxed);
x.store(3,mo_relaxed);
x.store(4,mo_relaxed); }

[l { printf("%d\n",x.load(mo_acquire) .readsvalue(3) );
x.store(5,mo_relaxed); } }}}

return 0; }

atomic_int data = 1; atomic_address p;
p.store(&data, mo_relaxed);

printf ("%d\n", atomic_load (p.load(mo_relaxed)) );
return 0; }

a:W,, data=1
sb

b:WgLx p=data
sb

c:RrLx p=data

sb,dd
a:W,, x=0 b:WgeL x=1 f:Racq x=3 d:Rsc data=1
sb sb ..Jlexamples/t68-simple-dd.c
CZWRLX x=2 g:WRLX x=b5
sb 2.4 Witness relations
d:Wrix x=3 In addition to its actions and thesequenced-before
additional-synchronized-withand data-dependencyrelations,
sb a candidate execution also comprises three more relatifresg,
e:Wrix x=4 and maodification-order which we introduce here. The definition

..lexamples/t53-sh.c

of whether a candidate executiondsnsistentwill depend on all
these together.

Reads-from  When describing how a read reads from a write,

Additional-synchronizes-with  The standard describes several

the Final Committee Draft uses various terminology, including

s_ituations that_ give rise to synchroniz_ation edges_ be_twee_n ac- phrases like “takes the value of” and “observes the value written
tions. The main case (of release/acquire synchronization) is de-by”. We model this with aeads-fromrelation, relating each write

scribed in the definition of theynchronizes-witlelation below,
andadditional-synchronized-wittollects all of the other cases. We

to every read that takes its value from that write. We return to the
earlier example program, and display the reads-from edges of the

do not list all of these cases here. Instead we give one importantcandidate execution:

example: there are synchronization edges from actions in a parent

thread to actions in a thread that it spawns. In a general sense, synint mainO {

chronization edges order one part of a program before another. Th
following diagram of the previous example execution includes the
additional-synchronizes-with edges.

a:W,,x=0
P
asw b:V\?sl\_:A(_ x=1 f:Racq x=3
sb sb
c:Wrx x=2
sb
d:Wgrix x=3
sb

g:WRLX x=5

eIWRLx x=4
../Jexamples/t54-asw.c
Data dependency If the location or value of a memory action

depends on the value of another action we say there is a data-
dependency between the two actions. The relatata-dependency

consists of all of these data-dependent edges and is a subset of

sequenced before. The following program and execution includes a
data-dependency from the (relaxed) read of the addresstafto
the (SC) read of its value:

int main() {

atomic_int x = 0;
{{{ { x.store(1,mo_release);
x.store(2,mo_relaxed);
x.store(3,mo_relaxed);
x.store(4,mo_relaxed); }
[l { printf("%d\n",x.load(mo_acquire) .readsvalue(3) );
x.store(5,mo_relaxed); } }}}
return 0; }

a:W,, x=0

CZWRLX x=2
sb
dZWRLx x=3
sb \
rf \
e:WRrLx x=4 f:Racq x=3
sb
g:WgrLx x=5

..lexamples/t55-rf.c

Note that therf edges relate writes and reads with the same

value, as they must in any consistent execution.



Modification order A candidate execution has, for each atomic
location, a total order of the writes to that location. The union of all
these relations imodification-orderIn our example execution, the
writes in the two threads are inter-related by modification order.

a:W,,x=0
\
me b:WgegL x=1
sb,mo
c:WRLx x=2
sb,mo
d:Wgrx x=3
sb,mo U \
rf
e:WRrLx x=4 f:Racq x=3
\ sbJ
me g:WrLx x=5

../Jexamples/t43-mo.c

Sequentially consistent order A candidate execution has a total
order,sc over all of the atomic actions of sequentially consistent
memory order and all of the lock and unlock actions of the program.
In a variant of the previous example program, with two seq_

cst actions, there is a consistent execution withsamelation as
shown below.

int main() {

atomic_int x 0;

{{{ { x.store(1,mo_seq_cst);
x.store(2,mo_relaxed);
x.store(3,mo_relaxed);
x.store(4,mo_seq_cst); }

[l { printf("%d\n",x.load(mo_relaxed) .readsvalue(3) );
x.store(5,mo_seq_cst); } }}}

return 0; }

a:W,, x=0

\\

asw bzvelz\évx:l

sb

f:RRLX x=3

c:WRix x=2
sb
d:Wgix x=3
sb
e:Wsc x=4

sb

g:Wsc x=b
../lexamples/t56-sc.c

Actions of mo_seq_cst memory order related by modification
order must be related tscorder in the same direction.

2.5 Derived relations

Summarising, a candidate execution comprises its ac-
tions, the location kinds, the relations determined by the

syntax and a choice of control-flow s€quenced-before
additional-synchronized-with and data-dependengy and the
witness relationsr{, modification-orderandsc),

Given that, we define various derived relations. These are com-
pletely determined by the data of a candidate execution; they will
be used in the definition of whether a candidate execution is con-
sistent.

Release Sequence A release actioris an atomic write or fence

that has eithefno_release, mo_acq_rel Or mo_seq_cst memory
order. Each release write hasrelease sequence contiguous

part of the modification order that starts with the release, where
each write in the sequence must be on the same thread as the
release or a read-modify write action. Returning to our previous
(non-mo_seq_cst) code and our previous execution, below we
display the release sequence of the write-release on the first thread,
expressing it with ams edge from the write-release to each element
of its release sequence.

int main() {

atomic_int x 0;

{{{ { x.store(1,mo_release);
x.store(2,mo_relaxed) ;
x.store(3,mo_relaxed);
x.store(4,mo_relaxed); }

[1l { printf("%d\n",x.load(mo_acquire) .readsvalue(3) );
x.store(5,mo_relaxed); } }}}

return 0; }

a:W,, x=0

mo
b:WrgL x=1 < rs

..Jexamples/t42-rs.c

Synchronizes-with  An acquire actioris an atomic read or fence
that has eithefno_acquire, mo_acq_rel or mo_seq_cst memory
order or a fence ofno_consume order. A release actiosynchro-

nizes withan acquire action on another thread if the acquire action
reads from a write in the release sequence of the release. There is
a synchronizes-withs(v) edge between the acquire and release ac-
tions in the execution below because the write that the acquire reads
from is in the release sequence. (There are also synchronizes-with
edges froma to b andf arising from the additional-synchronizes-



with edges from thread creation, but they are not shown in this dia-
gram.)
a:W,, x=0

a:W,, x=0

\ mo b:WggLx=1 <rs

mo

b:WgreLx=1 <rs

mo

g:Wgrix x=b

..Jexamples/t45-cad-dob.c
../examples/t44-sw.c
Inter-thread-happens-before and happens-before The main

Carries-a-dependency-to and Dependency-ordered-before  derived relation of the memory modelligppens-beforean inter-
Dependency-ordered-before is a similar relationship to thread relation that collects together several of the ordering rela-
synchronizes-with but for release/consume pairs. As we shall seetions we have discussed so far. Happens-before is the closest thing
later, the inter-thread ordering that synchronizes-with provides 0 & global time ordering that exists in the memory model, but it is
extends to all actions in the threads it relates, along sequenced-not total or transitive.

before, whereas dependency-ordered-before only extends its Happens-before is defined as the union of a transitive relation
ordering through data dependence. calledinter-thread-happens-befowith sequenced before.

A consume actioris an atomic read that haso_consume Roughly speaking, inter-thread-happens-before is the transitive
memory order. A release action is dependency-ordered-before aclosure of the union of synchronizes-with, dependency-ordered-
consume action if the consume action reads from a write in the re- before and sequenced-before, but without the edges resulting from
lease sequence of the release. Dependency-ordered-befardseexte the composition of dependency-ordered-before and sequenced-
transitively through carries-a-dependency-to, a relation made up of before edges. The following execution, with a release/consume pair
data dependency and the reads-from relation restricted to be threadnd a release/acquire pair, includes the transitive reduction of inter-
local. The following example, whergis a consume rather than  thread-happens-before (showing the whole relation makes the dia-
an acquire, shows an execution with a dependency-ordered-beforegram too busy) (the initialisation efhas also been suppressed for

edge. clarity).
int main() { int main() {
atomic_int x = 0; atomic_int x = O;
{{{ { x.store(1,mo_release); {{{ { printf("%d\n",x.load(mo_consume) .readsvalue(3) );
x.store(2,mo_relaxed); x.store(6,mo_relaxed); }
x.store(3,mo_relaxed); [l { x.store(1,mo_release);
x.store(4,mo_relaxed); } x.store(2,mo_relaxed) ;
[1l { printf("%d\n",x.load(mo_consume) .readsvalue(3) ); x.store(3,mo_relaxed) ;
x.store(5,mo_relaxed); } }}} x.store(4,mo_relaxed); }

[1l { printf("%d\n",x.load(mo_acquire) .readsvalue(3) );
x.store(5,mo_relaxed); } }}}
return 0; }

return 0; }



b:RCON x=3 g:WRLX x=4 \ hZRACQ x=3
sb \\\\sbJ
CZWRLX x=06 iZWRLX x=b

..Jexamples/t46-ithb.c

We show the full happens-before relation of this candidate ex-
ecution below (note that there is hd edge fromd to c, despite
the presence of edges frothto b and b to ¢, as this is a re-
lease/consume pair arddoes not depend ok, whereas there is
from d to i, as this is a release/acquire pair andeed only be
sequenced-aftér).

dOb,hb dZWREL x=1

bZRCON x=3
sb,hb U

CZWRLX x=06

../examples/t47-hb.c

There are two additional restrictions on happens-before in con-
sistent executions. Firstly, actions ofo_seq_cst memory order
related by happens-before must be relatedgdgrder in the same
direction. Secondly, executions with cycles in their happens-before
relation are not consistent.

Visible-side-effect Happens-before decides which writes can be
read by a given read action in a consistent execution. Every write
action that happens before the read with no intervening write is a
visible side effecof the read. Non-atomic actions must read from
one of their visible-side effects, and for an atomic read, its visible
side effects decide the earliest writes in modification order that may
be read. The following execution displays the visible side effects of
the read action, with ase edge.

int main() {

atomic_int x 0;

{{{ { x.store(1,mo_release);
x.store(2,mo_relaxed);
x.store(3,mo_relaxed);
x.store(4,mo_relaxed); }

[l { printf("%d\n",x.load(mo_relaxed) .readsvalue(3) ); } }}}

return 0; }

—
vse
b: |’QEL x=1

sb,hb U
c:WRx x=2
sb,hb U
d:Wgrix x=3
sb,hb U

fZRRLX X=3

e:WRLx x=4

../lexamples/t48-vse.c

Visible-sequence-of-side-effects Atomic reads take their values
from a write in avisible sequence of side effeofghe read. This is

a contiguous part of the modification order that starts with a visible
side effect and ends before the first write that the read happens-
before. In our diagrams of executions, we draw these sequences as
vsses edges from their elements to the read that they correspond
to (the order among the sequence is simply modification order).
The following execution shows a read from a write in a visible-
sequence-of-side-effects.

int main() {

atomic_int x = 0;

{{{ { x.store(1,mo_release);
x.store(2,mo_relaxed);
x.store(3,mo_relaxed);
x.store(4,mo_relaxed); }

[1l { printf("%d\n",x.load(mo_relaxed) .readsvalue(3) );
x.store(5,mo_relaxed); } }}}

return 0; }

a:W,,x=0

Vse,vsses

VSSES

fZRRLX x=3
mo
g:Wrix x=b
..Jlexamples/t49-vsses.c

It can be shown that in a consistent execution there can only be
one visible sequence of side effects for each read.

2.6 Races and indeterminate reads

If any consistent execution of a program exhibitsrgaeterminate
read (ir), anunsequenced radgr) or adata race(dr) then the the



program has undefined behavior will result from attempting to run
it. It is the responsibility of programmers to ensure their programs
do not contain races or indeterminate reads. a:W,, x=2

Indeterminate read A read with no incoming reads-from edge

is of indeterminate value. A program that has a consistent execu- asw,rf

tion with an indeterminate read, like the one below, has undefined

behaviour. The atomic library functiofitomic_load_explicit asw

loads the value of the object specified in its first parameter with the

memory order specified in its second. bW, x=3 Ry, x=2

int main() {
atomic_address p;
{{{ { atomic_int x = 0; sb
p.store(&x,mo_relaxed); }

1l { printf("%d\n",

atomic_load_explicit (
p.load(mo_relaxed) ,mo_relaxed) d:W,, y=0

); ¥ 33}

return 0; } ..lexamples/t4.c

2.7 Memory coherence

a:W,, x=0 c:Rrix p=Yy
The key restriction that the memory model makes is on the values
sb sb . . .
that are read by memory actions. As we stated in the previous
b:Wrix p=x d:Rrix y=0 section, non-atomic reads take the value of one of their visible
) side effects and atomic actions take the value of a write in one
~/examples/t65-ir-hand.exc of their visible sequences of side effects. In addition there are

four coherence restrictionthat apply to the values that are read
Unsequenced race We introduce the notion of annsequenced from a single location. Each restriction is explained below using a
raceto capture the circumstancesjh.9p15 of N3092 that result ~ fragment of an execution that represents forbidden behaviour.
in I(Jjnldefm.Ed behav;ourr]._T'\:vp non-atomic actions on the same threa(?coRR This restriction forbids two reads in a single thread from
and location, one of which Is a write, participate in an unsequenced ,qaring two writes in an order inconsistent with modification

race if neither is sequenced before the other. A program that has 3rder. In the forbidden example execution fragment below, the
consistent execution with an unsequenced race, like the one below,readS in one thread observe writes in the opposite order to their

has undefined behaviour. modification order.
int main() {
int x = 2; bIWRLxX:]. T dIRRLxX:].
int y = 0; ' b
y = (x == (x=3)); me s
return 0; } cWRrixx=2 = e:Rpxx=2
r
2 Wy x=2 ../examples/t61-corr-forbid.exc

CoRW  This coherence restriction requires that a read that is

Whay=0 X
sequenced before a write should not be able to read from a later
write in modification order. The following forbidden execution
fragment exhibits precisely this behaviour:

- /"ax 3
b:Wgx x=2 — C Rrix x=

e.wna y=0 sb

Data race Two actions on different threads but the same loca- d:Wg x x=1
tion, with at least one a write and one non-atomic, participate in a Jexamples/t62-corw-forbid.exc
data raceif neither happens-before the other. A program that has a

consistent execution with a data race, like the one below, has unde-

fined behaviour. CoWR  This coherence axiom requires that a read that follows a

int main() { write in sequenced-before should not be able to read from an earlier

int x = 2;

int y;

{{{ =x=3;

[l y=(x==3);
s

return 0; }



write in modification order. The following forbidden execution
fragment exhibits precisely this behaviour:

bZWRLX x=1

dZRRLX x=1

..Jexamples/t63-cowr-forbid.exc

CoWW  This axiom requires modification order to agree with
happens-before; if two write actions to the same location are related
by happens-before then they are related by modification order in the
same direction. The following forbidden execution illustrates this.
bZWRLX x=2
sb | mo

CZWRLX x=1

..lexamples/t64-coww-forbid.exc

These coherence requirements are not all in the final committee

c andd are the reads of the operands of #eoperator, ané is a
write of the result of=.

The evaluations of the argumentsteareunsequenceph C++
(as are arguments to functions), meaning that they could be in either
order, or even overlapping.

We now present an example with multiple threads. The program
spawns a thread that writes 2 to x and concurrently writes 3 into y
in the original thread.

void foo(int* p) {*p=3;}
int main() {

int x 2;

int y;

thread t1(foo, &x);

y =3

t1.join();

return 0; }

a:W,, x=2

sb asw

»

b:W,, t1=thrdl

4
e:Wp, p=x

s sb,rf

Wy, y=3 rf f:Rna p=x

draft (N3092), but there seemed to be consensus at the Rapperswil

meeting that they should be added. We discuss this (and our other

contributions to the model) if5.

3. Exploring the model by example

In this section we will present some executions of several more
examples in order to illustrate how the relations described above
work together.

Single and multi-threaded executions We begin with the fol-
lowing single-threaded program:

int main() {

int x = 2;
int y = 0;
y = (x == x);

return 0; }

a:W,, x=2
sb

rf o b:Wpy=0 |rf

sb sb

c:R,.x=2 d:R,, x=2

sb sb

eW,,y=1
..lexamples/tl.c

This has only one execution, as shown. There are five actions,
labelled a—e, all by the same thread. These are all non-atomic
memory readsR,.) or writes W,.), with their addressx(or y)

and value (0,1, or 2). Actions andb are the initialisation writes,

sb sb

d:R,, t1=thrdl g:Wpax=3

..Jexamples/t3.c

The thread creation gives rise to additional-synchronized-with
edges from sequenced-before-maximal actions of the parentithrea
before the thread creation to sequenced-before-minimal edges of
the child.

Sequentially consistent atomics avoid a data-race We can alter

the example with a data-race from the previous section to use
an atomic objeck and sequentially consistent atomic operations,
providing the following, in which the concurrent accesstis not
considered a data race, and so the program does not have undefined
behaviour.

int main() {
atomic_int x;
x.store(2);
int y=0;
{{{ x.store(3);
[y = ((x.load()) == 3);
3}

return O0; }



a:WSC x=2
sbJ
b:W,,y=0
¥ N
asw d:Rgc x=2
asw
sb
c:Wse x=3 e:W,,y=0

..Jexamples/t6.c

There is no race because sequentially consistent atomics are to-
tally ordered, and so can be thought of as interleaving with each
other in a global time-line. Their semantics are covered in de-
tail in [BAQO8] and we will describe their precise integration into
happens-before if5.

Release/consume atomicsOn multiprocessors with weak mem-
ory orders, notably Power, release/acquire pairs are cheaper to
implement than sequentially consistent atomics but still signifi-
cantly more expensive than plain stores and loads. For example,
the proposed Power implementation of load-acqui, cmp;

bc; isync, involves anisync [MS10]. However, Power (and also
ARM) does guarantee that certain dependencies in an assembly
program are respected, and in many cases those suffice, makin
the isync sequence unnecessary. As we understand it, this is the
motivation for introducing aead-consumeariant of read-acquire

atomics. On a stronger processor (e.g. a TSO x86 or Sparc), or one’

where those dependencies are not respected, read-consume wou
be implemented just as read-acquire.

Read-consume enables efficient implementations of algorithms
that use pointer reassignment for commits of their data, e.g. read-

a:Wsc data=1
sb
b:WggL p=data
. c:Racq p=data
sb
d:Rsc data=1

../lexamples/t28-datadep-rel-acq.c

a:Wsc data=1

!

b:WggL p=data

c:Rcon p=data
dob

d:Rsc data=1
..Jexamples/t20-simple-rel-con.c

For release/consume, the key fact is that theredata depen-

ency(dd) fromc to d, as shown above. The (dd) edge gives rise
to a carries-a-dependency-tcad) edge, which extends data de-
endency with thread-local reads-from relationships. In turn, this
gjves rise to alependency-ordered-befai@ob) edge, which is the
release/consume analogue of the release/acquire synchronizes-with
edge. This involves release sequences as before (in the example just
the singletonl]).

copy-update [MW]. For example, suppose one thread writes some Thin-air reads

The model defined here allowkin-air reads

data (perhaps spanning multiple words) then writes the address ofthe program below reads the value 1, yet themaisccurrence of
that data to a shared atomic pointer, while the other thread reads thet in the program source.

shared pointer, dereferences it and reads the data.

int main() {

// sender // receiver
data = ... rl =p
p = &data; r2 = *rl; // data

Here there is a dependency at the receiver from the readioothe
read ofdata. This can be expressed using a write-release and an
atomic load ofp annotated Mb_CONSUME

int main() {
int data; atomic_address p;
{{{ { data=1;
p.store(&data, mo_release); }
|1l printf("%d\n", *(p.load(mo_consume)) );
313

return 0; }

As we saw in the previous section, release/acquire pairs intro-
duce synchronized-with edges, and happens-before includes the
transitive closure of synchronized-with and sequenced-before —

int r1, r2;
atomic_int x = 0;
atomic_int y = 0;
{{{ { r1 = x.load(mo_relaxed));

y.store(rl,mo_relaxed); }
[l { r2 = y.load(mo_relaxed)) ;

x.store(r2,mo_relaxed); }
3

return 0; }

a:W,,x=0 c:Rrix x=1 e:Rrix y=1
~ufrf
sb sb sb
b:W,, y=0 d:Wgrix y=1 f:Wrix x=1

../lexamples/t30-Ib-relaxed.c

An execution like this would be surprising, and in fact would not

for a release/acquire version of this example, we would have the happen with typical hardware and compilers. In the Java Memory

edges on the left below, and herchappens before.

Model [MPAO5], much of the complexity of the model arises from

First is an execution of the code above, and second is the the desire to outlaw thin-air reads, which there is essential to pre-
execution of the same code using a read-consume in place of thevent forging of pointers. The C++0x final committee draft attempts
read-acquire. Happens-before is the same for both fragmenis, but to forbid such executions as well, but the restrictions it imposes
is derived differently for consumes. to that end seem to have unfortunate consequences, as we discuss

in Section 5; they are not incorporated into the formal model pre-
sented here.
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4. Classic litmus tests
We now illustrate the varying strength of the different memory or-

ders that actions can take by showing the semantics of some ‘clas- b:Wpa x=1 d:Rcony=1
sic’ examples. In all cases, variants of the examples with sequen- sb sb

tially consistent atomics do not have the weak-memory behaviour.

As in our other diagrams, to avoid clutter we only show selected c:WeeL y=1 e:Rna x=0
edges.

../lexamples/t29-mp-consume.c

Store Buffering (SB) Here two threads write to separate loca-

tions and then each reads from the other location. In Total Store The same holds with relaxed flag operations.

Order (TSO) models both can read from before (w.r.t. coherence)  In a variant in which all writes and reads are release/consumes
the other write in the same execution. In C++0x this behaviour is Or relaxed atomics, eliminating the race, and there are two copies of
allowed if those four actions are relaxed, for release/consume pairsthe reading thread, the two reading threads can see the two writes
and for release/acquire pairs. Assuming that the initialization writes 0f the writing thread in opposite orders (as below) — consistent
to the locations are relaxed or non-atomic, it is still allowed even With what one might see on Power, for example.

if those _fo_qr are_seqL_JentiaIIy cc_)nsistent._ If every_a(_:tion (i_ncluding int main®) {

the two |.n|t|al writes) is seque_r!tlally consistent, this is forbidden by atomic_int x = 0; atomic_int y = 0;

the consistent_sc_order condition. We show the relaxed example {{{ { x.store(1, mo_relaxed);

below: y.store(l, mo_relaxed); }

) ) [l { printf("%d\n", x.load(mo_relaxed).readsvalue(1));
int ma:!.n(). { printf("%d\n", y.load(mo_relaxed).readsvalue(0)); }
atomic_int x = 0; [11 { printf("%d\n", y.load(mo_relaxed).readsvalue(1));

atomic_int y = O;

printf ("%d\n", x.load(mo_relaxed).readsvalue(0)); }
3}

{{{ { y.store(1,mo_relaxed); return 0: }

printf("1:%d\n",x.load(mo_relaxed) .readsvalue(0)); }
Il { x.store(1,mo_relaxed);

printf("2:%d\n", y.load(mo_relaxed).readsvalue(0)); }
3 CZWRLX x=1

return O; SbJ \
¥ rf
dZWRLX y:]. eZRRLx x=1

a:W,,x=0 cWerixy=1 e:WgLx x=1 s

g
sb J sb f:Rrix y=0 g:Rrix y=1
bW, y=6"Y5¢  d:Rgyx x=0 sb sb
hZRRLX x=0
rfvse f:Rrix y=0 ../lexamples/irdw-relaxed.c
~lexamples/t37a-sb-relaxed.c Load Buffering (LB) In this variant of the SB example the

question is whether the two reads can both see the (sequenced-
Message Passing (MP) Here one thread (non-atomically) writes  before) later write of the other thread in the same execution. With
data and then an atomic flag while a second thread waits for the relaxed atomics this is allowed, as below:
flag and then (non-atomically) reads data; the question is whether )
it is guaranteed to see the data written by the first. With a re- antI;l;iIcl(inE .
lease/acquire pair itis. A release/consume pair gives the same guar- _. - "ipt v
antee precisely when there is a dependency between the reads, oth- N
erwise there is a consistent execution in which there is a data race {{{ { print£("1:%d\n",x.load(mo_relaxed) .readsvalue(1));

0;
0;

(here the second thread sees the initial value of x; the candidate ex- y.store(l,mo_relaxed); }
ecution in which the second thread sees the write x=1 is ruled out |l { printf("2:%d\n", y.load(mo_relaxed).readsvalue(1));
as that does not happen-before the read and so is not a visible side x.store(1,mo_relaxed); }
effect). 31}
return O;
int main() { }
int x = 0; atomic_int y;
{{{ { x=1;
y.store(l,mo_release); } a:W,, x=0 c:Rrixx=1 e:Rrxy=1
[l { printf("%d\n", y.load(mo_consume).readsvalue(l)); ~uf rf
printf ("%d\n", x.readsvalue(0)); } }}} sb sbJ ><sbJ
return 0; bZWna yZO d:WRLX y:]. f:WRLX x=1

}
..lexamples/t30-Ib-relaxed.c

but with release/consumes (with dependencies) it is not (as shown

in the forbidden execution below), because inter-thread-happens-
before would be cyclic. It is not allowed for release/acquire

11



and sequentially consistent atomics (which are stronger than re-

different orders. With relaxed, release/acquire, or release/cansum

lease/consumes with dependencies), both because of the cycliatomics, they can.

inter-thread-happens-before and for other reasons.

int main() {

atomic_int x = 0;

atomic_int y = O;

{{{ { printf("%d\n",x.load(mo_consume) .readsvalue(1));
y.store(1,mo_release); }

[l { printf("%d\n", y.load(mo_consume).readsvalue(l));
x.store(1,mo_release); } }}} ;

return 0; }

ithb
. — —
c:Reo X‘_xl\d b?.'Rcof y=1

..Jexamples/t31-lb-consume.c

Write-to-Read Causality (WRC) Here the first (non-
initialisation) thread writes to x; the second reads from that and

then (w.r.t. sequenced-before) writes to y; the third reads from that

int main() {

atomic_int x = 0; atomic_int y = 0;

{{{ x.store(1, mo_release);

[l y.store(1, mo_release);

[l { printf("1%d", x.load(mo_acquire).readsvalue(1));
printf ("%d\n", y.load(mo_acquire).readsvalue(0)); }
printf("2%d", y.load(mo_acquire).readsvalue(1));
printf ("%d\n", x.load(mo_acquire).readsvalue(0)); }

L {
11}

return 0; }

CZWREL x=1 dZWREL y:].
e:RAcQ x=1 gZRACQ y:].
sb sb
f: RACQ y:O hZRACQ x=0

..Jlexamples/t9.c

and then (w.r.t. sequenced-before) reads x. The question is whethe 5.  From standard to formalisation and back

it is guaranteed to see the first thread’s write.

int main() {
atomic_int x
atomic_int y

0;
0;

{{{ x.store(1,mo_relaxed);

Il { printf("1:%d\n",x.load(mo_relaxed) .readsvalue(1));
y.store(1,mo_relaxed); }

[1l { printf("2:%d\n",y.load(mo_relaxed) .readsvalue(1));
printf ("3:%d\n",x.load (mo_relaxed) .readsvalue(0)); }

3

return O;

CZWRLX x=1

d:Rrix x=1
sbJ
eWrx y=1
rf
f:Rrix y=1
sb
g:Rrix x=0

../lexamples/t32-wrc-relaxed.c

With relaxed atomics, this is not guaranteed, as shown above,

while with release/acquires it is, as thgnchronizes-witledges in

the inter-thread-happens-before relation interfere with the required

read-from map.

Independent Reads of Independent Writes (IRIW) Here the
first two (non-initialisation) threads write to different locations; the

We developed the formal model presented in Section 6 by a lengthy
iterative process: building formalisations of various drafts of the
standard, and of Boehm and Adve’s model without low-level atom-
ics [BAO8]; considering the behaviour of examples, both by hand
and with our tool; trying to prove properties of the formalisations;
and discussing issues with members of the Concurrency subcom-
mittee of the C++ Standards Committee (TC1/SC22/WG21). To
give a flavour of this process, and to explain how our formalisation
differs from the final committee draft (N3092) of the standard, we
describe several issues with that draft. These were discussed at the
Rapperswil meeting (we provide the issue numbers from the meet-
ing), and before; in most cases there seems to be consensus on a
proposed fix, and our formal model incorporates it. These issues
also serve to bring out the delicacy of the standard, and the pitfalls
of prose specification, even when carried out with great care.

Acyclicity of happens-before [issues CA 8 and GB 10] N3092
defines happens-before, making plain that it is not necessarily tran-
sitive, but does not state whether it is required to be acyclic (or
whether, perhaps, a program with a cyclic execution is deemed to
have undefined behaviour). The release/consume LB example of
the previous section has a cyclic inter-thread-happens-before, as
shown there, but is otherwise a consistent execution.

ithb
. _ . e _
aW,.x=0 cRco X;Edob?BCO y=1
sb ithb |[sb _><_ sb|| ithb
“ dob >
|I)2Wna y:O dZWREL y:1 fZWREL x=1

../Jexamples/t31-lb-consume.c

After discussion, it seems clear that executions with cyclic inter-
thread-happens-before (or, equivalently, cyclic happens-&efor
should not be considered, so we impose that explicitly.

question is whether the last two threads can see those writes inAdditional happens-before edges [issue CA 9] There are 6

12

places where N3092 adds happens-before relationships explic-
itly (in addition to those from sequenced-before and inter-thread-



happens-before), e.g. between the invocation of a thread construc-
tor and the function that the thread runs. As happens-before is

carefully not transitively closed, such edges would not be transi- a:W,, x=0

tive with (e.g.) sequenced-before. Accordingly, we suggested that

they be added to the synchronized-with relation; for those within \\

the C++ fragment supported by our tool, our operational semantics 4 b:V\?:EY_ x=1 = c:Reonx=1

introduces them into additional-synchronized-with. :
S

‘Subsequent’ in visible sequences of side effects [issue CA
11, not a defect] In the final committee draft, with cyclic inter- d:WrgL x=2
thread-happens-before permitted, the definition of visible sequence
of side effects in 1.10p12 had a pathological case which could
be removed by deleting the word “subsequent” there. With the  Here there is a dependency-ordered-before edge for a write-
acyclicity condition, this makes no semantic difference, though it release/read-consume pair (b),(c), with (c) reading from (b), but
stillimproves the clarity of the definition. the write (b)follows (in modification order) another write (d) that
‘Maximal’ in release sequences [issues CA 12 and GB 9] fol!ows th(_a read in seque_nced-before. The read (c) reads from a
N3092 defines a release sequence as folldwslease sequence write that is ordered after it by sequenced before and dependency-
on an atomic object M is a maximal contiguous sub-sequence of Ordered-before. o _ _ _
side effects in the modification order of M, where the first opera-  |f the COWR restriction is omitted the following example is
tion is a release, and every subsequent operation: (1) is performed Permitted:
by the same thread that performed the release, or (2) is an atomic ;¢ pain¢) {
read-modify-write operation. atomic_int x = 0;

We initially read that as maximal w.r.t. sequence inclusion,  atomic_int y = 0;
which would preclude synchronizing with releases which have  {{{ { x.store(1,mo_relaxed);

..Jexamples/t26-anti-mo-consume-full.c

other releases sequenced-before them. The intended concept, how- printf ("%d\n", y.load(mo_acquire).readsvalue(1));
ever, seems to be that of the maximal release sequemen par- printf("%d\n", x.load(mo_relaxed).readsvalue(2)); }
ticular release operationwe formalise that (and explicit use of Il { x.store(2,mo_relaxed);

‘maximal’ turns out to be unnecessary). y.store(i,mo_release); } }}};
return O0; }

Non-unique visible sequences of side effects and happens-

before ordering [issue CA 18] We suggested altering the word-

ing of the definition of visible sequence of side effedts.{0p13 of a:W,,, x=0

N3092) so that it refers to “a” sequence rather than “the” sequence.

Without our additional coherence axioms multiple sequences were sb
allowed for a single read action, but we have proved that with the b:W,, y=0
axioms the sequence is unique. In CA 18 we suggested adding the \
following note to 1.10p13 to allude to this:
SW SW
“[Note - It can be shown that the visible sequence of side cWay
effects of a value computation is unique given the coherence
requirements below. - end note]” b
Coherence requirements [issues GB 11, GB 12, CA 18, GB
11, CA 19, GB 12, and CA 20] N3092 enforces some coherence of d:Rac
reads and writes to a single location, but during our iterative process
of building our formalized model, we noticed that not all aspects sb

of coherence were required (in particular, CoORW and CoWR were
not enforced), which permitted pathological executions for several
examples. We believe that current typical hardware (including x86, ..lexamples/cowr-mod.c

Power and ARM) satisfies all four axioms without any barriers, and . . .
suggested adding the remaining coherence axioms. Here (g) synchronizes with (d), making (f) happen before (e).

If the additional coherence axioms are not added then some NOW (f) is a visible side effect of (e), and can be read from, even
unintuitive behaviours are allowed. For example, the following though (f) is earlier in modification order than (c). The read (e)

execution is allowed without the CORW coherence requirement: reads from a write that is not the most recent in the union sequenced
before and modification-order.

[SH RRLX x=2

int main() { Another even more unintuitive execution is permitted if
atomic_int x = 0; the CoWR restriction is omitted. Here the read-acquire (c)
{{{ x.store(1, mo_release); synchronizes-with the write-release (d) by reading from the RMW

1 { printf("4d\n", x.load(mo_consume).readsvalue(1)); (a) which isinthe release sequence headed by (d) (as read-modify-
retumx;‘tire(z’ mo_release); } J}}; writes from any thread are allowed by the definition of release-

’ sequence). Counter-intuitively, this can happen despite the presence
of an intervening write (b) in sequenced-before. This execution
is particularly confusing because one might expect the relatively
strongly ordered sequentially consistent atomics to forbid it.
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6. The model as formalised

In this section we present our formalized version of the C++0x
memory model simultaneously in prose and typeset mathematics.
It should be possible to understand the model from the prose alone,
skipping over all the boxed mathematics. However, the mathemati-
cal version is the actual definition (and is the one used in g C
MEM tool).

6.1 Overall structure of the model

A candidate executioX of a C++ program consists of two parts,
Xopsem, Which is data given by the path of control flow and syn-
tactic structure of the program, alflyitness, Which is constrained
only by the memory model. Th& .., part of a candidate execu-
tion X consists of

../lexamples/t36-hidden-rmw.exc

e threads, a set of thread ids

) ) o ® actions, a set of actionsg()
Overlapping executions and thin-air reads The N3092 draft . . . .
standard attempts to forbid thin air reads, wifin atomic store * location-kind a location typing €5)
shall only store a value that has been computed from constants andand four binary relations over its actions:
program input values by a finite sequence of program evaluations,
such that each evaluation observes the values of variables as com- ® Seduenced-befofsb),
puted by the last prior assignment in the sequeitis seems to ¢ additional-synchronized-wittasw),
be overly constraining. For example, two subexpression evaluations data-dependendigd), and
(in separate threads) can overlap (e.g. if they are the arguments of a ’
function call) and can contain multiple actions. With relaxed atom- ® control-dependencfcd) (unused at present).
ics there can be consistent executions in which it is impossible to The Xuwimess part of a candidate executioxi consists of a further
disentangle the two into any sequence, for example as below, where e binary relations over its actions:
the SC-write of x must be between the two reads of x. In our for-

malisation we currently do not impose any thin-air condition. o rf,
int main() { e sG and
atomic_int x = 0; e modification-ordei(mo).
int y;
{{{ Z_store(i); Given a candidate executiol = (Xopsem; Xwitness), We define
Il {y = (x.1load()==x.10ad()); } various derived relation$6.11-6.15):
i3

* release-sequendes)
¢ hypothetical-release-sequenges)

return 0; }

e synchronizes-witfsw)

a:W,,x=0
e carries-a-dependency-{gad)
rf ¢ dependency-ordered-befa@ob)
c:Rsc x=0 ¢ inter-thread-happens-befoféhb)
¢ happens-beforéhb)
e visible-side-effecfvse)
b:Wsc x=1 e visible-sequences-of-side-effe@tsses)
ff, b together with the predicates required to define
e consistent_execution (§6.21)
d:Rsc x=1
and our three sources of undefined behavig@ra2):
sb e unsequenced-rader),
W,y y=0 ¢ data racedlr, and

..lexamples/t27-inter-evaluation.c * indeterminate reads-.

) ) ) ) ) The top-level definition ixpp_memory_model (§6.23), which,

The Final Committee Draft defines the model in terms of actions given an operational semantics and a program, is either null if
and evaluations of expressions. Our model does not keep track ofthe program has undefined behaviour or the set of all consistent
which evaluations give rise to which actions, and instead considers executions if it does not.
only actions. In the Isabelle/HOL source each definition is explicitly param-

eterised on the components of a candidate execution and the re-
quired derived relations, but here we suppress that parameterisation
to reduce clutter. The Isabelle/HOL also contains set-typed versions
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of some of the predicates, for use in code extraction; we suppress6.4 Memory actions: types

those here also.

6.2 Notation

We leta, b, ¢, z, y, z, rs_head, andvsse_head range over actions,
[ range over locations; range over valuesyid range over action
ids, tid range over thread ids, antlem_ord range over memory
orders.

The relations of a candidate execution, esgquenced-before

are mostly binary relations over actions. We wigteZdueneedbetore
b to mean that action is related tob by sequenced-before

The notation used in the mathematical definitions is largely

standard; it is summarised in Fig. 1 for reference.

6.3 Auxiliary definitions

A relation is over a set if both the domain and range of the relation

are subsets of the set.

’ relation_over s rel = domain rel C s Arange rel C s ‘

A relation restricted to a set is the intersection of the relation

with the cartesian product of the set with itself.

’ El—>\5:7“elﬁ(s><s) ‘

A strict preorder is an irreflexive and transitive order.

’ strict_preorder ord = irreflexive ord A trans ord ‘

A relation that is total over a set is
1. arelation over the set, and

2. any two elements of the set either have a directed edge between

them in one direction or the elements must be equal.

total_over s ord =
relation_over s ord A

(Vz € s.Vy € s.mﬂ»yVyﬂmc\/(m:y))

A strict total order over a set is a strict preorder that is a total

order over the set.

strict_total_order_over s ord =
strict_preorder ord A total_over s ord

An elementz is adjacent-less-thapaccording to an order, such
that some predicate holds if

1. the predicate holds an
2.2 2% yand

3. there is no element such thatz 2% Z, z LN y, and for
which the predicate holds.

ord
T H—pred Y =
ord ord

pred:e/\mﬂy/\—\(ﬂz.predz/\x—>z—>y)

An elementz is adjacent-less-thapaccording to an order if
1.2 2% yand

2. there is no elementsuch that: 2% z andz 2% y.

ord
Ty =
ord ord ord
z— yA-(Fz. 2 — z —>

Y)
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The following four type abbreviations are all synonymsdoing,
for use in our extracted checker.

‘ type_abbrev action_id : string ‘

‘ type_abbrev thread_id : string ‘

‘ type_abbrev location : string ‘

type_abbrev val : string ‘

A memory order is one of the six options below (29.3p1).

memory_order_enum =
MO_SEQ.CST
| MO_RELAXED
| MO_RELEASE
| MO_ACQUIRE
| MO_CONSUME
| MO_ACQ_REL

An action is either
1. alock (with an identifier) by a thread at a location (30.4),
2. an unlock (with an identifier) by a thread at a location (30.4),

3. an atomic-load (with an identifier) by a thread, with a particular
order, at a location, of a value (29.6),

4. an atomic-store (with an identifier) by a thread, with a particular
order, at a location, of a value (29.6),

5. an atomic-read-modify-write (with an identifier) by a thread,
with a particular order, at a location, that reads a value and
writes a value (29.6),

6. aload (with an identifier) by a thread, at a location, of a value,

7. a store (with an identifier) by a thread, at a location, of a value
or

8. a fence (with an identifier) by a thread, with a particular order
(29.8).

action =
Lock of action_id thread_id location
| UNLOCK of action_id thread_id location
| ATomIC_LOAD of action_id thread_id memory_order_enum location val
| AToMIC_STORE of action_id thread_id memory_order_enum location val
| AToMIC_LRMW oOf action_id thread_id memory_order_enum location val val
| LoAD of action_id thread_id location val
| STORE of action_id thread_id location val
| FENCE of action_id thread_id memory_order_enum

6.5 Memory actions: routine accessor functions

The action_id_of, thread_id_of, memory_order, location,
value_read andvalue_written functions simply take an action and
return the relevant component of it.

(action_id_of (LOCK aid _ _) = aid) A
(action_id_of (UNLOCK aid _ _) = aid) A
(action_id_of (ATOMIC_LOAD aid _ _ _ _) = aid) A
(action_id_of (ATOMIC_STOREaid _ _ _ _) = aid) A
(action_id_of (ATOMIC_RMW aid _ _ _ _ _ ) = aid) A
(action_id_of (LOAD aid _ _ _) = aid) A
(action_id_of (STORE aid _ _ _) = aid) A
(action_id_of (FENCE aid - _) = aid)




Types We use base typebool and string. We define type abbreviationsction_id, thread_id, location, andval, and define
enumeration typesiemory_order_enum, action, andlocation_kind.

Constructors The definitions of enumeration types introduce constructors, e@.ARQUIRE of type memory_order_enum. Con-
structors can take arguments, which are written without parenthesesx&maple,

LOAD "a" "threadO" "loc10" "vO"

is an action consisting of thedAaD constructor applied to action ith", thread id"thread0", location"loc10", and value'vo".

Options We use option types in several places. For exampleydhe:_read function §7) takes an action and returns either BINE,
if a does not read any value, 00DBE v, if a reads value.

Formulas (or predicates)

T true

F false

-P not P

Pva@Q Por@

PAQ Pand@

P = @ P implies @

P=qQ P equals@

V. P for all z, P holds

dz. P there exists such thatP
Vz € A. P | forallzin A, P holds
Jdz € A. P | there existx in A such thatP
r € A z is an element of sed

Sets

{z. P} | the set of alk: that satisfyP
A U B | the union of setsl andB
A N B | theintersection of setd andB

Relations The relations of a candidate execution, sgguenced-beforare mostly binary relations over actions (or, equivalently, s¢
of pairs of actions). We write, Seduenced-before (or equivalently(a, b) € sequenced-beforéo mean that actiom is related tob by

sequenced-beforéVe writer o s for the composition of relations ands, soa ——- ¢ if and only if there exists somé such that
a 5= bandb 3 c. We writer™ for the transitive closure of relation

Local definitions and case analysisLocal definition ofz to bet? in t2:
let z =1t1 in t2

Conditional:
if P then t1 else t2

Case analysis of, matching against patterpat? ...patn:
caset of pat! — t1 || ... || patn — tn

Patterns can include variables and wildcargsahd compound patterns built by applying constructors, eagE®_aid _ _ is a pattern
that matches bck actions and picks out the action id thereof.

Top-level definitions Auxiliary functions, relations and predicates are usually defined justriing
fargl...argn = RHS

wherearg1 ...argn are the formal parameters pfFunctions can also be defined by pattern matching, by giving a conjwaft@auses,
e.g. as for the definition afction_id_of (§7).

ets

Figure 1. Mathematical Notation
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(thread_id_of (LOCK _ tid _) = tid) A
(thread_id_of (UNLOCK _ tid _) = tid) A
(thread_id_of (ATOMIC_LOAD _ tid _ _ _) = tid) A
(thread_id_of (ATOMIC_STORE_ tid _ _ _) = tid) A
(thread_id_of (ATOMIC_RMW _ tid _ _ _ _) = tid) A
(thread_id_of (LOAD _ tid _ _) = tid) A
(thread_id_of (STORE_ tid _ _) = tid) A
(thread_id_of (FENCE_ tid _) = tid)

(memory_order (ATOMIC_LOAD _ _ mem_ord _ _) =
SOME mem_ord) A

(memory_order (ATOMIC_STORE_ _ mem_ord _ _) =
SOME mem_ord) A

(memory_order (ATOMIC_RMW _ _ mem_ord _ _ _) =
SOME mem_ord) A

(memory_order (FENCE _ _ mem_ord) =
SOME mem_ord) A

(memory_order _ =

NONE)
(location (Lock _ _ [) = SOME [) A
(location (UNLOCK __1l)=SoME ) A
(location (ATOMIC_LOAD _ _ _ 1 _) = SOME [) A
(location (ATOMIC_. STORE_ __ 1 _) = SOME 1) A
(location (ATOMIC_.RMW _ _ _ [ __) = SOME 1) A
(location (LOAD _ _ 1 _) = SOME ) A
(location (SrORE,,l _) = SOME 1) A
(location (FENCE _ _ _) = NONE)
(value_read (ATOMIC_LOAD _ _ _ _ v) = SOME v) A
(value_read (ATOMIC_LRMW _ _ _ _ v _) = SOME v) A
(value_read (LOAD _ _ _ v) = SOME v) A
(value_read _ = NONE)
(value_written (ATOMIC_STORE_ _ _ _ v) = SOME v) A
(value_written (ATOMIC_RMW _ _ _ _ _ v) = SOME v) A
(value_written (STORE_ _ _ v) = SOME v) A
(value_written _ = NONE)

The is_lock, is_unlock, is_atomic_load, is_atomic_store,

is_atomic_rmw, is_load, is_store andis_fence predicates simply
take an action and return true or false depending on whether itis an

action of the indicated kind.

is_lock a =
casea of Lock___—>T| _-—F

is_unlock a =
case a of UNLOCK ___ —T |- —F

is_atomic_load a =
case a Oof ATOMIC_LOAD _ _ _ _ _ —-Tl-—F

is_atomic_store a =

case a of ATOMIC_STORE_ _ ___ —-T|-—F
is_atomic_rmw a =
case a of ATOMIC_RMW ___ __ _ —-T|l-—F
’ is_load a=casea of LOAD____—T|_—F ‘

’ is_store a =casea of STORE____—T| _—F ‘

‘ is_fence a =casea of FENCE___—>T | - —F ‘

6.6 Memory actions: useful collections of actions
A lock-or-unlock actionis a lock action or an unlock action.

‘ is_lock_or_unlock a = is_lock a V is_unlock a ‘

An atomic actionis an atomic load, atomic store or atomic read-
modify-write action.

is_atomic_action a =
is_atomic_load a V is_atomic_store a V is_atomic_rmw a

A load-or-store actions a load action or a store action.

is_load_or_store a = is_load a V is_store a

A read actionis an atomic load, an atomic read-modify-write, or a
non-atomic load.

is_read a =
is_atomic_load a V is_atomic_rmw a V is_load a

A write actionis an atomic store, an atomic read-modify-write, or
a non-atomic store.

is_write a =
is_atomic_store a V is_atomic_rmw a V is_store a

An acquire actionis a read or a fence with memory order
MO_ACQUIRE, MO_ACQ_REL, or MO_SEQ.CST, a fence with
memory order Mb_CONSUME, or a lock (1.10p4).

is_acquire a =
(case memory_order a of
SOME mem_ord —
(mem_ord €
{MO_ACQUIRE, MO_ACQ_REL, MO_SEQ CST} A

(is_read a V is_fence a)) V
(* 29.8:5 states that consume fences are acquire fences. *
((mem_ord = MO_CONSUME) A is_fence a)

|| NONE — is_lock a)

A consume actioris a read with memory order BLCONSUME
(1.10p4).

is_consume a =
is_read a A (memory_order a = SOME MO_CONSUME)

A release actionis a write or a fence with memory order
MO_RELEASE, MO_ACQ_REL, or MO_SEQ.CST, or an unlock
(1.10p4).

is_release a =
(case memory_order a of
SOME mem_ord —
mem_ord € {MO_RELEASE, MO_ACQ_REL, MO_SEQCST} A
(is_write a Vis_fence a)
|| NONE — is_unlock a)

A seg-cst actiois an action with memory order BLSEQ_CST.

‘ is_seq_cst a = (memory_order a = SOME MO_SEQCST)




6.7 Location kinds

Locations are subject to a very weak type system: each location
stores a particular kind of object. The atomic actions can only be
performed on AoMmic locations. The non-atomic reads and writes
can be performed on eitherrAmiC or NON_ATOMIC locations.
Locks and unlocks ammutexactions and can only be performed on
MUTEX locations.

location_kind =
MUTEX
| NON_ATOMIC
| AToMIC

Thelocation kindmap associates a location kind, tagged with
SOME , to each location mentioned in the candidate execution, and
associates NNE to all other locations. The actions of an execution
respect the location kinds if there are only lock and unlock actions

on mutex locations, loads and stores on non-atomic locations and 1.

loads, stores, atomic-loads and atomic-stores on atomic locations.

actions_respect_location_kinds =
Va.
case location a of SOME | —
(case location-kind! of
MUTEX — is_lock_or_unlock a
|| NON_ATOMIC — is_load_or_store a
|| ATOMIC — is_load_or_store a V is_atomic_action a)
|| NONE— T

There is a check that an action is at a location of a given kind.

is_at_location_kind =
case location a of
SoME | — (location-kind! = Ik0)
|| NoNE — F

The is_at_mutex_location, is_at_non_atomic_location and
is_at_atomic_location predicates check that a particular action is
at a location of their respective kinds.

is_at_mutex_location a =
is_at_location_kind a MUTEX

is_at_non_atomic_location a =
is_at_location_kind a NON_ATOMIC

is_at_atomic_location a =
is_at_location_kind a ATOMIC

6.8 Well-formed threads

locations_of actions = {I. Ja. (location a = SOME 1)}

A well formed action is an atomic load, an atomic store, or an
atomic read-modify-write with an apporpriate memory order (as
specified below), or any other action.

well_formed_action a =
case a of
ATOMIC_LOAD _ _ mem_ord _ - — mem_ord €
{MO_RELAXED, MO_ACQUIRE, MO_SEQ CST, MO_CONSUME}
|| ATOMIC_STORE_ _ mem_ord _ _ — mem_ord €
{MO_RELAXED, MO_RELEASE, MO_SEQ CST}
|| ATOMIC_RMW _ _ mem_ord _ _ _ — mem_ord €
{MO_RELAXED, MO_RELEASE, MO_ACQUIRE,
MO_ACQ_REL, MO_SEQ.CST, MO_CONSUME}
[-—T

A set of well formed threads has
an injective action id map,

2. well formed actions,

3. s¢ data-dependencagnd control-dependencselations that are
strict preorders and threadwise over the actions,

4. an additional-synchronized-withelation that is over the ac-
tions,

5. actions that have a thread id of any thread of the execution and
that respect the location kinds and

6. adata-dependenaglation that is a subset séquenced-befare

well_formed_threads =
inj_on action_id_of (actions) A
(Va. well_formed_action a) A
threadwise_relation_over actions sequenced-before
threadwise_relation_over actions data-dependency
threadwise_relation_over actions control-dependency
strict_preorder sequenced-before
strict_preorder data-dependency
strict_preorder control-dependencx
relation_over actions additional-synchronized-with
(Va. thread_id_of a € threads) A
actions_respect_location_kinds A
data-dependencyC sequenced-before

6.9 Well-formed reads-from mapping

A well formed reads from mapping is a relation over the actions
such that

1. ifa LR b anda’ LR b thena anda’ are the same action and

2. ifa 5 bthen

Actions on the same thread are actions that have the same thread (@) a andb must be at the same location,

id.
same_thread a b = (thread_id_of a = thread_id_of b)

A threadwise a relation over a set is a relation over that set that
only relates actions that are in the same thread as one another.

threadwise_relation_over s rel =
relation_over s rel A (V(a,b) € rel. same_thread a b)

Actions on the same location are actions that have the same

location.

same_location a b = (location a = location b)

The locations of a set of actions is the set containing the location
of every member of the action set
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(b) b must read the value thatwrites,
(c) a cannot equab,

(d) if on a mutex location them must be an unlock and a
lock,

(e) if on a non-atomic location them must be a store ankla
load and

(f) if on an atomic location them must be an atomic store or
read-modify-write andd must be an atomic load or read-
modify-write.



well_formed_reads_from_mapping =
relation_over actions (L) A
(Va. Ya'. Vb. aSona L = (a
(¥(a,b) € 5.
same_location a b A
(value_read b = value_written a) A
(a #b)A
(is—at-mutex_location a =
is_unlock a Ais_lock b) A
(is_at_non_atomic_location a =
is_store a Ais_load b) A
(is_at_atomic_location a —>
(is_atomic_store a V is_atomic_rmw a V is_store a)
A (is_atomic_load b V is_atomic_rmw b V is_load b)))

a)) A

6.10 Consistent locks

The set of all lock or unlock actions in a s&t at a location is the
set of actions irus that are either locks or unlocks at that location.

all_lock_or_unlock_actions_at lopt as =
{a € as. is_lock_or_unlock a A (location a = lopt)}

For all locations that the actions act on, if the location is of

lock_order

mutex kind then, with respect to &, relation that is>>
restricted to the lock and unlock actions at the location,

lock_order
-

1. is a strict total order over the lock and unlock actions

at the location (29.3p2),

2. for all lock and unlock actions at the location, if the action is an
unlock, then there exists another action adjacent-less-than it in
Lock-rder, and on the same thread (30.4.1),

3. for all lock and unlock actions at the location, if the action is a

lock_order

lock, then all actions adjacent-less-than itHi——— must be
unlocks (30.4.1).

consistent_locks =
V1l € locations_of actions. (location-kindl = MUTEX) = (
let lock_unlock_actions =
all_lock_or_unlock_actions_at (SOME [)actions in

let lock_order = i>‘lm:k,unloclﬁ:,(J,ctions in

(* 30.4.1:5 - The implementation shall serialize those (looki a
unlock) operations. *)

strict_total_order_over lock_unlock_actions lock_order A

(* 30.4.1:1 A thread owns a mutex from the time it successfully
calls one of the lock functions until it calls unlock.*)
(* 30.4.1:20 Requires: The calling thread shall own the mutex
(*30.4.1:21 Effects: Releases the calling threads owneisfithe
mutex.*)
(Vay € lock_unlock_actions. is_unlock a, =

(Ja; € lock_unlock_actions.

lock_order
ay

ay A same_thread a; ay, Ais_lock a;)) A
(* 30.4.1:7 Effects: Blocks the calling thread until owrteigs of
the mutex can be obtained for the calling thread.*)

(* 30.4.1:8 Postcondition: The calling thread owns the mutgx
(Ya; € lock_unlock_actions. is_lock a; =

(Vaw € lock_unlock_actions.

lock_order
Ay ———

a; = is_unlock ay)))

6.11 Release sequences

In specifying inter-thread synchronization we use the notion of a
release sequencheaded by a release and followed by a sequence
of writes that follow in modification order. Each release sequence
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element must be on the same thread as the head or an atomic-read-
modify-write (1.10p6).

rs_element rs_head a =
same_thread a rs_head V is_atomic_rmw a

release-sequence. . .
[eleaseseqient®is a relation from the release to each of the writes

in the sequence. The relation has edges from a retetsan action
b that is at an atomic location such that eitheaind b are the same
action or

1. b is avalid release sequence element with respect to thechead
modification-order
2.¢ ————— band

3. all intervening elements betweerandb in modification-order
are valid release sequence elements.

release-sequence
T Ny =
Qrel b

is_at_atomic_location b A
is_release are; A (
(b = arel) v

modification-order
— S bA

modification-order
b =

(rs_element ape; b A G
modification-order
c

(Ve. arer
rs_element are c)))

hypothetical-release-sequence release-sequence

is relation equal to———— for the
head if it were a release and its definition simply omits that re-
quirement below (29.8).

hypothetical»release»sequenc% -

is_at_atomic_location b A (
(b=1a)V

(rs_element a b A a
modification-order
(Ve. a c

rs_element a c)))

modification-order
S bA

modification-order

b

=

6.12 Synchronizes-with

synchronizes-with | .
a ——— bif

additional-synchronized-with

1. a b or
2. actionse andb are at the same location and
(a) a is an unlockp is a lock anda = b (1.10p7),

(b) a is a releasep is an acquire,a and b are on different
threads, and reads from an action in the release sequence
of ¢ (1.10p7),

(c) a is a release fence, is an acquire fence, and there exist
atomic writex and atomic reag on the same location such
that a sequenced—beforem, sequenced-beforeb andy reads from
an action in the release sequence: ¢29.8p2),

(d) a is a release fence, is an atomic acquire, and there ex-
ist atomic writez on the same location as such that
sequenced-before . . .
—————— 1z, b reads from an action in the hypotheti-
cal release sequencen{29.8p3),

(e) a is an atomic releasd; is an acquire fence, and there
exist atomic actionr on the same location as such that
sequenced-before . .
z ——————— b, andz reads from an action in the release

sequence ofi (29.8p4).




synchronizes-with
aqQ ——

b=
(* — additional synchronization, from thread create etc) — *

additional-synchronized-with
@ —mm bV

(same_location a b A a € actions ANb € actions A (
(* — mutex synchronization — *)

(is_unlock a Ais_lock b Aa =5 b) v

(* — release/acquire synchronization — *)
(is_release a A is_acquire b A —same_thread a b A

(3(:. o release-sequencec L b))\/

(* — fence synchronization — *)
(is_fence a Ais_release a Ais_fence b A is_acquire b A
(3z. Jy. same_location z y A
is_atomic_action z A is_atomic_action y A is_write z A
o sec|uenced—beforeI A sequenced—beforeb

)V

hypothetical-release-sequence  rf
_— 7 —

(3z. z

(is_fence a Ais_release a A
is_atomic_action b A is_acquire b A
(3z. same_location z b A
is_atomic_action z A is_write x A
sequenced-before
4@ ——
hypothetical-release-sequence  rf
_  —

3z. z b))V
(is_atomic_action a A is_release a A

is_fence b Ais_acquire b A

(3z. same_location a z A is_atomic_action z A

sequenced-before
r————> bA
release-sequence  rf
z

(Fz. a — 1))

6.13 Carries-a-dependency-to

carries-a-dependency-to . . .
ST TopeTY® b is the transitive closure of the union
of data-dependency sequenced-before

—_— —_—

. . . rf
with the intersection of— and
(1.10p8). It is essentially threadwise data dependence.

carries-a-dependency-to
qQ —>

b=

rf sequenced-befor
q 3 U

a((—n

data—dependenc;s + 5

6.14 Dependency-ordered-before

dependency-ordered-before , . . .
epencencyordereT>eR® d if o and d are actions and there exists

a consume action that reads from the release sequence: ¢a

release action) and either 29PNV 5 - andd are the
same action (1.10p9).

dependency-ordered-befored
- 3 d =

a € actions Nd € actions A\
(3b. is_release a Ais_consume b A

(Ele. o release-sequencee l b)/\

(b carries-a—dependency-tod v (b _ d)))
6.15 Inter-thread-happens-before and happens-before

. inter-thread-happens-before . d
To define il we first construct =, the

. synchronizes-with  dependency-ordered-before .

union of \ and the composi-
. synchronizes-with sequenced-before inter-thread-happens-before.
tion of 21T ang =2 2 i s the

transitive closure of the union of> and the composition of
sequenced-beforeandL> (1.10p10).
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inter-thread-happens-before

synchronizes-with
i A——————— U

let r =
dependency-ordered-beforeU
s
synchronizes-with sequenced-beforsj.
o
sequenced-before
(Ly (RO Lyt

(This definition is in a different form to that of N3092, defined
just using transitive closure rather than an inductive definition. That

makes it simpler to work with, and the two are provably equivalent.)

. inter-thread-happens-before. . . . i
A consistent i is irreflexive. It is a transitive

collection of orderings that has been carefully constructed not to
include sequenced before.

consistent_inter_thread_happens_before =
inter-thread-happens-befors

irreflexive (

happens-before sequenced-before
A — —_—

the union of and

(1.10p11).

inter-thread-happens-before

happens-before
—_— =

sequenced-beforeU inter-thread-happens-before

6.16 Consistent SC order

The the set of all sequentially consistent actions includes only
those that have sequentially consistent order or are locks or unlocks
(29.3p2).

all_sc_actions =
{a. (is_seq_cst a Vis_lock a Vis_unlock a)}

A consistent= relation is a strict total order over all sequen-

. . . h -bef dification-ord:
tially consistent actions such thafe———-°% and —or o ore
restricted to all sequentially consistent actions are each subsets of

%, (29.3p2).

consistent_sc_order =

happens-before,
let sc_happens_before = LLppens et

modification-order
ittt

all_sc_actions N
let sc_mod_order = |allsc_actions iN

strict_total_order_over all_sc_actions (=5) A

sc_happens_before sC
sehappens before  — se |
sc_mod_order sC

c =

6.17 Consistent modification order

mOd'f'Ca_"_O"'_order is consistent if (1.10p5) for alla and b,
modiieation-o%er , implies thata and b are at the same location

and for all locations of the actions

. . . . dification-ord . .
1. if the location is atomic>" MO Lo stricted to the actions

at the location is a strict total order over the writes to the
happens-before
_—

location, —— restricted to the writes at the location is
a subset of 2 and the restriction to the writes at

. L. d-bef .
the location of the composition of————"2° *, restricted

sequenced-before . g .
to fences and=3*"**0s 4 subset of modification order

(29.3p6).

2. Otherwiseoeatonorer o iricted to the actions at the location

is empty.
Modification order is a per-location total order of memory writes.



consistent_modification_order = 6.19 Consistent reads-from mapplng

modification-order .
(Va.V¥b. a ————— b = same_location a b) A

. . .
(V1 € locations_of actions. case location-kind! of — is consistent if

ATOMIC — (

let actions_at_l = {a. (location a = SOME [)} in 1.

let writes_at_l = {a_at_l. (is_store a V
is_atomic_store a V is_atomic_rmw a)} in
strict_total_order_over writes_at_l

modification-order
(————lactions_at_1) A

(* happens-before at the writes bifs a subset of mo 2.

forl*)

happens-before modification-order
—>|1um/,ea,n,l/,l g —’ A

(* M o_seQ csTfences impose madification order *)

( sequem:ed-beforeO sequenced-befor?
Rt aitodisiuiifucy Riaicoisnifucy

sc
(=lis_fence) © writes_at_1)

dification-ord
c modification-orc er) 3

h-—
let actions_at_l = {a. (location a = SOME [)} in
modification-order

(——————lactions_at_1) = {}))

6.18 Visible side effects and visible sequences of side effects

visible-side-effect bif (1.10p12)

happens-before
_

1. a
2. ais awrite,

b,

3. bisaread, 6.

4. a andb are at the same location and

5. there is no writec at the same location, not equal to eitleor 7.

happens-before
_—

b, such that ¢ andc happens-beforé.

visible-side-effect b
_—

a happens-before bA
is_write a Ais_read b A same_location a b A
=(Fe. (c# a)AN(c#Db)A
is_write ¢ A same_location ¢ b A
happens-before c happens-before

The tail of avisible sequence of side effeetith respect to a
particular read and one of it8sible-side-effestis a set of actions

.. . . dification-ord
that follow thevisible-side-effedn ———""°""*{ and do not come
happens-before

after the read in————— such that there is no intervening action 10.

modification-order happens-before

in ————— that follows the read i————— (1.10p13).

visible_sequence_of_side_effects_tail vsse_head b =

modification-order
{c. vsse_head ————— = c A

happens-before
(b —2ERENSBEOE Y A
modification-order modification-order
(Va. vsse_head a

= (b a))}

visible-sequences-of-side-effectss a map from a
visible-side-effectand read pair to the pair consisting of the
read and, if the read is at an atomic locatiasiple-side-effect
union the tail of the visible sequence of side effects, or if not, the
empty set.

happens-before
_—

visible_sequences_of_side_effects =
A(vsse_head, b).
(b,if is_at_atomic_location b then
{vsse_head} U
visible_sequence_of_side_effects_tail vsse_head b
else

i
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. Foralla

. Foralla

= 8.

b) 9.

. . rf ..
for all readsh at non-atomic locations; — b for some visible

side effecta if one exists. There is no edge & if b has no
visible-side-effest(1.10p12).

for all read9 at atomic locationsg LR b for somec in a visible
sequence of side effects ofif one exists. There is no edge in

I if b has novisible-sequences-of-side-effe(tsl0p13).

Forallz 5 a andy LR b,if a b and botha andb

are at the same atomic location then eithendy are the same
modification-order

location orr ———— y (1.10p13).

happens-before
_—

h -bef f . . .
JEPPENSER b andc s b, if a is a write at the same

location asb, and it is an atomic location, then eitheand a
. modification-order
are the same location ar ———— ¢ (6.10).

happens-before rf . . .

e bandc = q, if b is a write at the same
modification-order
-

location asz, and it is an atomic location, then
b (6.10).

ifa % bandbisan atomic-read-modify-write them is the
last preceding action in modification order.

ifa L bandbis sequentially consistent thenis either the
last preceding element i&> restricted to the writes at the same
location as the read aris not sequentially consistent (29.3p2).

sequenced-before . . .
For alla, y, and edges ———=2%0Fy if 2 is sequentially

consistent fencej is an atomic action at the same location as a
write a, a is adjacent-less-thanin = anda LR y then either

. dification-ord:
y anda are the same action ar T2 (59 3p3),

sequenced-before rf . . .
For all edges "t andy = b, if a is an atomic

write on the same location ds z is a sequentially consistent
fence and-sc b then eithery and a are the same action or

modfeatovorter , (29.3p4).

sequenced-before sequenced-before

For all edges , b, andz, if a
is an atomic write on the same location as atomic ackionis

. . rf .
a sequentially consistent fenee=> y andz — b then either
modification-order

z anda are the same action ar —— 2 (29.3p5).



consistent_reads_from_mapping =

(Vb. (is_read b A is_at_non_atomic_location b) =
. visible-side-effect
('f (aavse- Ayse ————— b)

visible-side-effect

e

then (3avse. avse b A ayse 5 b)

else~(Ja. a 2 b)) A

(Vb. (is_read b A is_at_atomic_location b) —>
(if (3(b',vsse) € visible-sequences-of-side-effedts’ = b))
then (3(b’,vsse) € visible-sequences-of-side-effects
(b’ =b)A(3c € wvsse. c LA b))
else~(Ja. a 5 b)) A

V(z,a) e L.
V(y,b) e 5.

happens-before
pp_} b A
same_location a b A is_at_atomic_location b

modification-order
= (@=y)Ve y) A

(* new CoWR *)
(V(a b) c happens-before
Ve.
c LR b A

is_write a A same_location a b A is_at_atomic_location b

modification-order
= (¢c=a)Va c) A
(* new CoRW *)

(V(a b) c happens-before
3 _—,
Ve.

rf
c— aA
is_write b A same_location a b A is_at_atomic_location a
modification-order

— c b) A
(Y(a,b) € I, is_atomic_rmw b

modification-order
= a—— S b)A

f
(V(a,b) € L isseqcst b
= —is_seq-cst a V

sc
Q@ = Xc. is_write cAsame_location b ¢ b) A
(* -Fence restrictions- *)

(*29.3:3%

(Va.V(z,b) € Vy.
(is_fence z A is_seq_cst z A is_atomic_action b A
is_write a A same_location a b A

sequenced-before
—_—

SC if
a—z ANy —b)
modification-order
-

= (y=a)Va y) A

(*29.3:4%)
sequenced-before
it ittty

rf
(V(a,z) € V(y, b) € L.
(is_atomic_action a A is_fence z A is_seq_cst z A
is_write a A same_location a b A

z =% b Ais_atomic_action b)

modification-order
= (y=a)Va————y)A
(*29.3:5%)
sequenced-before
(V(a, z) € TR vy, b) € Vz.
(is_atomic_action a A is_fence z A is_seq_cst z A
is_write a A is_fence y A is_seq_cst y A
is_atomic_action b A

sequenced-before
—_—

f
xiy/\zr—ﬂz)

modification-order
= (z=a)Va ———2)

6.20 Consistent control dependency (unused at present)

All data dependency is the transitive closure of the uniof-o&nd

carries-a—dependency-to(1.10p8).
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all_data_dependency
_ =

rf carries-a-dependency-tg +

(—u

trol-dependency . . . . .

Conforeepen®®Yis consistent if the transitive closure of the union
control-dependency. . .

and is irreflexive.

data-dependency

of

consistent_control_dependency =
( control-dependencyU all_data_dependency )+)

irreflexive (

6.21 Consistent executions

A consistent execution satisfies the predicate below which draws
together the different sorts of consistency and well-formedness that
we have defined.

consistent_execution =
well_formed_threads A
well_formed_reads_from_mapping A
consistent_locks A
consistent_inter_thread_happens_before A
consistent_sc_order A
consistent_modification_order A
consistent_reads_from_mapping

6.22 Sources of undefined behaviour

Theindeterminate readef an e%(ecution are the set of read actions
with no write related to it them— (1.9p15).

indeterminate_reads =
{b. is_read b A —=(3a. a LR b)}

The unsequenced racesf an execution are all the pairs of
distinct load or store actions at the same location on the same
thread of which at least one is a write, such that the two actions

are unrelated by (1 gp15).

unsequenced_races = {(a, b).
is_load_or_store a A is_load_or_store b A
(a # b) Asame_location a b A (is_write a V is_write b) A
same_thread a b A

d-bef
—|(a sequence eoreb Vb a)}

The data racesof an execution are all the pairs of distinct
actions at the same location on different threads of which at least
one is a write, it is not the case that both are atomic anf neither
happens before the other (1.10p14).

sequenced-before

data_races = {(a, b).
(a # b) A same_location a b A (is_write a V is_write b) A
—same_thread a b A
—(is_atomic_action a A is_atomic_action b) A
_\(a happens-before bV b happens-before a)}

6.23 C++ memory model

The top-level definition of the memory model takes a program
and an operational semantics as parameters. It tests the set of pre-
executions that pass the operational semantics and memory model
checks for data-races, indeterminate-reads and unsequermesd-ra
returning an empty set of executions if any are found and the set of
pre-executions otherwise.



cpp_memory_model opsem (p : program) = As an example, consider the first program we sawg§ariO.

let pre_executions = {(Xopsem, Xwitness)- There are two possibilities: the reads of x either read the same value

opsem p Xopsem A or different values, and hence the operational semantics gives the

~_ consistent_execution (Xopsem, Xwitness)} in two candidate executions and constraints below:

if 3X € pre_executions.
(indeterminate_reads X # {}) V . B Constraint: a'Wnax=2 | Constraint:
(unsequenced_races X # {}) V a:Wnax=2 2vl 1= 2v2 true

" (’iliata,races X #4{}) b sb

en NONE b:Wna y=0 b:Wna y=0

elseSOME pre_executions

sb sb sb

sb
c:Rna x=?v1 d:Rna x=?v2 c:Rna x=?vl d:Rna x=?v1
7. Tool support for exploring the model Xb,dd ‘/:l‘),dd Xb,dd %b,dd

e:Wna y=0 e:Wnay=1

Given a a relatively complex axiomatic memory model, as we pre-

sented in Section 6.1, it is often hard to immediately see the con- | ater, the memory model will rule out the left execution, since there
sequences of the axioms, or what behaviour they allow for partic- s no way to read anything but 2 at x.

ular programs. Our €PMEM tool takes a program in a fragment The semantics maintains an environment mapping identifiers to
of C++0x and calculates the set of its executions allowed by the |ocations. For loads, the relevant location is found in that, and a
memory model, displaying them graphically. fresh variable?v is generated to represent the value read.

The tool has three main components: an executable symbolic  Other constructs typically combine the actions of their subterms
operational semantics to build th€,ps. parts of the candidate  and also build the relations (sequenced-before, data-dependency,
execytionsX of a program; a search procedure to enumerate the etc.) of X,p.om as appropriate. For example, for the statement,
possible Xitness for each of those; and a checking procedure the execution path splits and two execution candidates will be
to calculate the derived relations and predicates of the model for generated. The one for the true branch has an additional constraint,
each (Xopsem, Xwitness) Pair, to check whether it is consistent  that the value returned by the condition expression is true (in the
and whether it has data races, unsequenced races or indeterminatg/C++ sense , i.e. different fron), and the candidate for the false
reads. branch constrains the value to be false. There are also additional

Of these, the checker is the most subtle, since the only way to sequenced-beforend control-dependencgdges from the actions
intuitively understand it is to understand the model itself (which is in the condition expression to actions in the branch.
what the tool is intended to aid with), and thus bugs are hard to o o ) ) . )
catch. It also has to be adapted often as the model is developed Choosing instantiations of existential quantifiersGiven the
We therefore use Isabelle/HOL code generation [Haf09] to build Xopsem part of a finite candidate execution, th8yitness part is
the checker directly from our Isabelle/HOL axiomatisation, to keep €Xistentially quantified over a finite but potentially large set. In

the checker and our model in exact correspondence and reduce théhe worst case, with reads and writes, all sequentially consis-
possibility for error. tent (atomic), to the same location, and with the same value, there

might be O(m™*Y . m! . (m + n)!) possible choices of arf,
The operational semantics Our overall semantics is stratified: the  modification-ordeandscrelation. In practice, though, litmus tests
memory model is expressed as a predicate on the actions and relagre much simpler: there are typically no more than 2 or 3 writes to
tions of a candidate execution. This means we need an operationakny one location, so we avoid coding up a sophisticated memory-
semantics of an unusual form to generate all such candidates. In anodel-aware search procedure in favour of keeping this part of the
setting with a global SC memory, the values read by loads can be code simple. For the examples shown here, the tool has to check
determined immediately, but here, for example for a program with at most a few thousand alternatives, and takes less(?asec-
a single load, in principle we have to generate a large set of exe- onds. The most complex example we tested (IRIW with all SC)

cutions, each with a load event with one of the possible values. We had 162,000 cases to try, and the overall time taken was about 5
make this executable by building a symbolic semantics in which the minutes.

values in actions can be either concrete values or unification vari- )
ables (shown a&v). Control flow can depend on the values read, Checking code extracted from IsabelleWe use Isabelle/HOL
so the semantics builds a set of these actions (and the associate@0de generation to produce a checker as an OCaml module, which
relations), together with constraints on the values, for each control- ¢an be linked in with the rest of ther@semtool. Our model is
flow path of the program. For each path, the associated constraintStated in higher-order logic with sets and relations. Restricted to
is solved at the end; those with unsatisfiable constraints (indicating finite sets, the predicates and definitions are almost all directly ex-
unreachable execution paths) are discarded. ecutable, V\.Ilt.hln the domain of thg code generation tool (Whlgh im-
The tool is designed to support litmus test examples of the kind Plements finite sets by OCaml lists). For a few cases (e.g impor-
we have seen, not arbitrary C++ code. These do not usually involve tantly transitive closure), we had to write a more efficient function
many C++ features, and the constraints required are propositional@nd an Isabelle/HOL proof of equwaltgnce. The overall checking
formulae over equality and inequality constraints over symbolic time per example is on the order ®6~~ seconds, for examples
and concrete values. It is not usually important in litmus tests to With around 10 actions.
do more arithmetic reasoning; one could imagine using an SMT Finjte model generation with Nitpick/Kodkod Given theXopsem
solver if that were needed, but for the current constraint langaage, part of a candidate execution, the space of possil@ness parts
standard union-find unifier suffices. The input program is processe \yhjch will lead to valid executions can be explored by tools for
by the CIL parser [NMRWO02], extended with support for atomics. mode| generation. We reused the operational semantics above to
We use Gre_tp_hwz [GN(_)O] to generate output. We also allow the USeT produce aXopsem from a program, and then posed problems to
to add explicit constraints on the value read by a memory load in a Nitpick, a finite model generator built into Isabelle [BN210]. Nitpick
C++ source program, to pick out candidate executions of interest; js 5 frontend to Kodkod, a model generator for first order logic
to selectively disable some of the checks of the model; and to de- gxtended with relations and transitive closure based on a state-of-
clutter the output by suppressing actions and edges. the-art SAT solver. Nitpick translates higher-order logic formulae
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to first-order formulae within Kodkod syntax. For small programs, a verification of some particular full compiler, we work solely in
Nitpick can easily find some consistent execution, or report that terms of candidate executions and memory models.

none such exists, in a few seconds. In particular, for the IRIW-SC First, we lift the mapping between instructions to a nondeter-
example mentioned above, Nitpick takes 130 seconds to report noministic translationaction_comp from C++ actions to small x86
execution exists, while other examples take around 5 seconds. Ofevent structures, e.g. relating an atomic read-modify-write action to
course, Nitpick can also validate an executi@nwith both parts the events of the corresponding x86 LOCK’d instruction.

Xopsem aNd Xyitness CcONcretely specified, but this is significantly To define what it means for the mapping to be correct, suppose
slower than running the Isabelle-extracted validator. The bottleneck we have a C++ program with no undefined behaviour and an
here is the translation process, which is quite involved. Xopsem Which is allowed by its operational semantics. We regard

an abstract compileevi_comp as taking such amX,psem and
8. Correctness of a Proposed X86 Implementatlon giving an x86 event structurfyse, respecting theiction_comp
. ) o mapping but with some freedom in the resulting x86 program order.
The C++0x memory model has been designed with compilationto e say the mapping is correct if given such an abstract com-
the various target architectures in mind, and prototype implemen- piler, the existence of a valid x86-TSO execution witness for
tations of the atomic primitives have been proposed. For example, Fxss implies the existence of a consistent C++ execution witness
the following table presents an x86 prototype by Terekhov [Ter08]: Xuwitness fOr the original actionsX,psem. We prove this by lifting
such an x86 execution witness to a C++ consistent execution, as

Operation x86 Implementation illustrated below.

Load non-SC  mov

Load Seqcst  lock xadd(0) OR:mfence, mov Xopsem consistent_execution witness
Store non-SC  mov

Store Seqest  lock xchg OR:mov , mfence wtcompl evt_comp—1 T
Fence non-SC  no-op N

Fence Seqcst  mfence Exgg ——————> Xx86
X X

valid_execution

This is a simple mapping from individual source-level atomic op-

erations to small fragments of assembly code, abstracting from the ~ Below we show anX,psem and Exse that could be related by
vast and unrelated complexities of compilation of a full C++ lan- evt_comp. The dotted lines indicate some of the x86 program or-
guage (argument evaluation order, object layout, control flow, etc.) dering decisions that the compiler must make, but whigh comp
Proposals for the Power [MS10] and other architectures follow the does not constrain.

same structure, although, as they have more complex memory mod- C++0x actions Xx86 events
els than the x86, the assembly code for some of the operations is aWpax=1 dRecq y=1 W x=1 d:Ry=1
more intricate.
Verifying that these prototypes are indeed correct implementa- po
tions of the model is a crucial part of validating the design. Further- po
more, as they represent the atomic-operation parts of efficient com-
pilers (albeit without fence optimisations), they can directly form e:Wscz=1 o PWwi=L eWz=1 /
an important part of a verified C++ compiler, or inform the design P < b:W W,=0 p@;mfeme"'
and verification of a compiler with memory-model-aware optimi- po
sations.
Here, we prove a version of the above prototype x86 imple- SRy=0
mentation [Ter08] correct with respect to our x86-TSO seman- C:RMWgg y=0/1 c.'W —; |locked
tics [SSZN™09, OSS09, SSO10]. Following the prototype, we =

ignore lock and unlock operations, as well as forks and joins, all
of which require significant runtime or operating system support in
addition to the the x86 hardware. We also ignore sequentially con-
sistent fences for the time being, but cover all other fences. We do
consider read-modify-write actions, implementing them with x86
LOCK'd read-modify-writes; and we include non-atomic loads and
stores, which can map to multiple x86 loads and stores, respec-
tively. The prototype mapping is simple, and x86-TSO is reason-
ably well-understood, so this should be seen as a test of the C++
memory model.

In x86-TSO, an operational semantics gives meaning to assem-

In more detail, we use two existentially quantified helper func-
tionslocn_comp andtid_comp to encapsulate the details of a C++
compiler's data layout, its mapping of C++ locations to x86 ad-
dresses, and the mapping of C++ threads to x86 threads.

Given a C++ location and valuéycn_comp produces a finite
mapping from x86 addresses to x86 values. The domain of the
finite map is the set of x86 addresses that corresponds to the C++
location, and the mapping itself indicates how a C++ value is
laid out across the x86 addresses. A well-forneeh_comp has
the following properties: it is injective; the address calculation
- cannot depend on the value; each C++ location has an x86 address;
bly programs by creating axB86 event structuresss (analogous different C++ locations have non-overlapping x86 address sets; and
10 Xopsem) COMPIiSing a set of events, an intra-thrgagram- an atomic C++ location has a single x86 address, although a non-
order relation (analogous to sequenced-before) that orders eventsatomic location can have severalgaddresses e ’for a ngulti-word
according to the program text. cEvents can be reads, writes, or bi 9-
fences, and certain instructions (e.g. CMPXCHG) crdatked 0 Jept). . o . .
sets of events that execute atomically. Correspondingd@nee., Finally, the evt_comp relation specifies valid translations, ap-

there arex86 execution witnesseS.ss which comprise a reads- EE'QSr%r? mh%‘é’ﬁﬁtvs,v'ﬁroiwﬂf'r'é?gr?tesgifﬁn’; Orgllgtzh%gli?nc?g X86
from mapping and a memory order, which is a partial order over 9 . 9

reads and writes that is total on the writes. The remainder of the ;ngéruglOrgrmsot:jr:e(felcjtlir:)rt:ern?;??ebsy é?:ltjlgalféje?]ité%r_]gé%?g the
axiomatisations are very different: x86-TSO has no concept of re- prog P q

lease, acquire, visible side effect, etc.

Abstracting out the rest of the compiler To discuss the correct-
ness of the proposed mapping in isolation, without embarking on
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The detailed definitions, and the proof of the following theorem, Sequentially consistent atomicsThe proposal above includes
are available online [BOS]. two implementations of sequentially consistent atomic reads and
writes; one with the x86 locked instructions, and the other with
fence instructions on both the reads and writes. However, we can
prove that it suffices either to place arfence before every sc read,
or after every sc write, but that it is not necessary to do both.

This optimisation is a direct result of using triangular-race free-
dom (TRF) [Owe10] to construct thee ordering in proving The-
orem 1. Roughly, our TRF theorem characterises when x86-TSO

Theorem 1. Let p be a C++ program that has no undefined
behaviour. Suppose also thatontains no SC fences, forks, joins,
locks, or unlocks. Then the x86 mapping is correct in the sense
above. That s, ifictions, sequenced-before, and location-kind are
members of theX,psem part of a candidate execution resulting
from the operational semantics pfthen the following holds:

Vcomp locn_comp tid_comp Xse. executions are not sequentially consistent; it uses a pattern, called
evt_comp comp locn_comp tid_comp actions a triangular race, involving an x86-level data race combined with a
sequenced-before location-kind write followed, on the same thread, by a read without a fence (or
valid_execution (Uge getions (comp a)) Xxse = locked instruction) in between. If no such pattern exists, then an
IXwitness. consistent_execution (Xopsem, Xwitness) executionX,ss can be linearised such that each read reads from
the most recent preceding write.
Proof outline. X.s¢ includes a reads-from map and a memory  Although the entirety of an execution witne&sss might con-

ordering relation that is total on all memory writes. To build tain triangular races and therefore not be linearisable, by restricting
Xwitness, We lift a C++ reads-from map and modification order attenﬂon to only sc rleads anc:] writes er get %subset of thhe execu(—j
ffoo . tion that is TRF, as long as there is a fence between each sc rea

from these thrfs‘;%mmp (€.g.a = biff 3(es 6 comp a)(e_2 e and write on the same thread. Linearising this subset guarantees

comp b). s —— e2). We create arsc ordering by restricting  the relevant property K witness's Scordering: that ifa and b are

T o et et oL ST 1 et sequentally consistent atomics and. 1, then s immediely

: L precede$ in screstricted to that address.

nique from our previous triangular-race freedom work for x86-

TSO [Owe10]. We then lift that througtomp. The proof now pro- Compiler correctness Although we translate executions instead

ceeds in three steps: of source code, Theorem 1 could be applied to full source-to-
assembly compilers that follow the prototype implementation. The

1) We first show that ifa “2PP2">€ 4 2nd there are x86 events  following diagram presents the overall correctness property.

e; andez such thate; € comp a andes € comp b, thene; w.f. threads consistentexecution
precedeg: in either Xxss's memory order or program order. We p > Xopsem > Awitness
have machine-checked this step in HOL-4 [HOL]. comp”erl fT gT
This property establishes that, in some sense, x86-TSO has a
stronger memory model than C++, and so any behaviour allowed o By Xoso
by the former should be allowed by the latter. However, things are wf. events valid_execution
not quite so straightforward. If, once we usef, we can then applyvi_comp to get the same

event set back, i.e., informallypt_comp(f(E)) = E, then The-
orem 1 ensures that the compiler respects the memory model, and
so we only need to verify that it respects the operational semantics.

2) Check thatXyitness IS @ consistent_execution. Most cases
are machine checked in HOL; some are only pencil-and-paper.

Many rely upon the property from 1. For example, in showing that - ) -
Y rely up property Visibﬁ_side_eﬁect 9 Thus, our result applies to compilers that do not optimise away any

. . oo rf
(at a non-atomic location) it — b thena ————— b, we instructions thakuvt_comyp will produce. These restrictions apply
note that if there were a write to the same location such that {5 the code generation phase; the compiler can perform any valid

happens-before happens-before . L. . .
- ¢ — b, then using the property from 1, source-to-source optimisations before generating x86 code.
there is an x86 write event inomp ¢ that would come between
the events ofcomp a and comp b in Xxse, thus meaning that 9. Related
; : o . work

they would not be inXys¢'s reads-from map, contradicting the ) ) ) )

construction ofXiwmess's reads from map. The starting points for this work were the draft standard itself and
) ) ) the work of Boehm and Adve [BAO8], which introduced the ratio-

3) Insome cases, some of the properties required for 2 might be na|e for the C++0x overall design and gave a model for non-atomic,

false. For example, in showing that™> b implies ¢ 22sdeeled lock, and SC atomic operations, without going into low-level atom-

b, we need to show that happens-before , = on though there is ics or fences in any detail. It was expressed in informal mathemat-

such a relationship at the x86 level, it does not necessarily exist in ICS: @n intermediate point between the prose of the standard and
C++. In general, x86 executions can establish reads-from relationsthﬁ mechakn_lseg definitions cif ourfmodel. TEe mor?t c‘;osel)I/v'reIated
N P, ; ther work is the extensive line of research on the Java Memory
that are prohibited in C++. Similarly, for non-atomic accesses that o .
span multiple x86 addresses, the lifted reads from-map might not Mode! (JMM) [Pug00, MPAOS, CKS07, vAG8, TVD10]. Java im-
be well-formed. poses very dlﬁerent constraints to C++ as th_ere it is essential to
We show that if one of these violations of 2 arises, then the prohibit thin-air reads, to prevent forging of pointers and hence se-

original C++ program has a data race. We find a minimum violation Curity violations.

in X6, again using techniques from our previous work [Owe10]. 1 here is also a body of research on tool support for memory
Next we can remove the violation, resulting in a consiSfEtiness models, notably including (among others) theeMSAT of Tor-

for a prefix of the execution, then we add the bad action, note that it 12k €t @l [TVD10], which uses Kodkod for formalisations of the

creates a data race, and allow the program to complete in any way.gMMa andPNElMOSF'Nz'_ER of fYang et al. [J(IBLSO;]' V|Vh(;d21 is |
The details of this part are by pencil-and-paper proof. ased on Prolog encodings of memory models and included an lta-

O nium specification. Building on our previous experience with the
MEMEVENTS tool for hardware (x86 and Power) memory mod-

1The C++ model is in Isabelle/HOL, but x86-TSO is in HOL-4. Wepart els [SSZN09, 0SS09, SS010, AMSS10], we designed F&-

the proof with a semi-automated translation from Isabelld/HOHOL-4. MEM to eliminate the need for hand-coding of the tool to reflect
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changes in the model, by automatically generating the checker code [MW] P. E. McKenney and J. Walpole. What is RCU, fundamen-

from the Isabelle/HOL definition. We made it practically usable tally? Linux Weekly Newshttp://lwn.net/Articles/

for exploring our non-idealised (and hence rather complex) C++0x 262464/.

model by a variety of user-interface features, letting us explore the [NMRWO02] George C. Necula, Scott McPeak, Shree Prakash Rahdl

executions of a program in various ways. Westley Weimer. Cil: Intermediate language and tools for
Turning to the sequential semantics of C++, Norrish has re- analysis and transformation of ¢ programsPoc. CG 2002.

cently produced an extensive HOL4 model [Nor08], and Za- [Nor08] M. Norrish. A formal semantics for C++. Technical repo

lewski [Zal08] formalised the proposed extension of C++ concepts. NICTA, 2008.
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