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e Case Studies
— VisaSeaurity Modue
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e Summary and Conclusions
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- A tamper-resistant processor which uses
cryptography to control processng of and aacess
to sensitive data

VDU

/O Devs

Network

Seaurity AP
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Those who neeo
Information

to enforce acesspaliciesto sensitive

Example: Granting signing permisgon at a Certificaion Authority

Those who nee

to proted misson criticd sensitive data

Example: Protecting PIN generation keys at banks

Those who nee

to proted data in hastil e environments

Example: Protecting Token Vending Madines (Eledricity, National Lottery etc...)

Those with high crypto throughpu requirements

Example: S9. accderation for webservers
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Plaintext
q

Ciphertext

P} km
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. Informal notation, common in textbooks

Sender Encryption

/

A->B: {X} .{ KS.A, Bl

LA

Concaentation
Redpient
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U>C: { A} wmw.{ B} «m
C>U: { A+B} (v

U>C: GUESS, { ANS} .y
C>U: YES (I f GUESSANSelse NO)

U>C: { X}y o{ K1} . {K2Z  }uwm
CG>U: { X}
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Start with your bank account number

000000 00000522 18

Encrypt with PIN derivation key l

22BD4677F1FF34AC

Chop df the ¢ (B->1)
End 2213 (D - >3)
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- Top-level crypto keys exchanged between banksin
several parts caried by separate curiers, which are
recombined using the exclusive-OR function

- A single operator could fead in the same part twice,
which cancdsout to producean ‘al zeroes test key.
PINs could be extraded in the dea using this key
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. Bank adds a new command to the API to cdculate the

off set between a new generated PIN and the austomer’s
chaosen PIN

- Possessing a bank acourt gives knowledge of one
generated PIN. Any customer PIN could bereveded by
cdculating the off set between it and the known PIN
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- Encrypting communicaion keys for transfer to an
ATMs used exadly the same processas cdculating a
customer PIN

- Customer PINs could be generated by re-labelling an
acount number as a mmmunicaions key, and wsing the
same encryption [rocess
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TMK/PIN o WK 7 CMK
ZCMK I » TMK I o WK I < LP
(RAND) [ ™ TC G (CLEAR) *— g TC I
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- A thief walks into a car park and triesto
sted a ar...

it

- How many keys must he try?
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- Common sense statistics

- Attack multiple keysin parall el

- Ned the same plaintext under eadh key

- Encrypt this plaintext to get a ‘test vedor

- Typicd case: A 2% search for one key
becomes a 2*° seach for 21¢ keys
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. Generate 21° keys
- Encrypt test vectors
- Do 2% seach
Cryptoprocessr’ s Eff ort Seach Machine's Effort
> <

56 t key space
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- Potted In epoxyresin

- Protedive tamper-sensing membrane, chemicaly
Identicd to pdting compound

- Detedors for temperature & X-Rays

- “Tempest” shielding for RF emission

- Low passfilters on power suppy rails

- Multi-stage “latching” boa seguence

=STATE OF THE ART PROTECTION!
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BM's main financial cryptography product
n service since 1970's

- Used by PCs, Mainframes, ATMs ...

- Avallable for NT/2000, OS2, AlX ...

- Large and complex: roughly 150
commands, plus parameter space
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- Fancy name for ‘type
- An encrypted key token lookslikethis:

Exrarveel KE Y ), TYPE
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- Theekey-part holders, eat have KPA, KPC, KPC

. Find key Kis KPAA KPBA KPC

- All must colludeto find K, but any ore key-part
holder can choose difference between desired K
and adual vaue.



. H\ /P SRUW$ WW F N

KEK1 KORI G
KEK2 = KORIG A (old ¢V A new CV)

Normally ...
DKEKleI d_C\/( EKEKlel d_CV(K EY)) =KEY

Attack ...
DKEKzAnew_C\/( Evexihol d_CV(K EY)) =KEY
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E(D(E( KEY )= E(KEY)

A Single Length Key
LA [ A | Doutie L ength Replicate®
X Y Doule Length
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Ancther 4758 Our 4758




voidat tack_typecast (voi d)

{

/I'p ermissions reqd:

/lk ey part conbine

/Id atak ey inmport ,e ncipher

DEFlI NE_RRED

/i nputs
UGHAR keknod] 65] ;
UHAR ext pin key[ 65] ;

UCHAR ext pin keynod[ 65] ;

UHAR opdata key|[ 65] ;

UCHAR t enpdat akey[6 5] ;

/I UCHAR new_cont rol _vect or[ 16];

6 DP SOH & RGH

/I'n ow inportt he nodifi ed external token

Dat a_Key_ | mprt(A_ RETRES ,A _ED,
ext pi nkeymod ,
keknod ,
opdat akey );

if (c heck("Data_Key_Inport ofex ternalt oken", RETRES))

return;
/I opdatakey nowcontains apin key inportedas adatakey

fi Il _null(init_vector);

fi I'l _null (chai ni ng_vecto r);

/ld o some enciphering

Enci pher (A_ RETRES ,A _ED ,

opdat akey ,
UHAR init _vector[8]; I_ LONGE 8),
UHAR chai ni ng_vect or[ 18] ; account _nunber,
UHAR account _numrber [ 8]; //pu tt hea ccountn unberh ere init_vect or,
UCHAR pin[8]; I_LONF 0) ,
NU.L ,
/lr ebuild the extpinkey token tohaveaD ATAcontrolv ector "\ o',

gener at e_dat a_key(t enpdat akey) ;

chai ni ng_vector ,

pin);

bi nd_new_cv_t o_exte rnal_ t oken( ext pi nkeynod, ext pin key, t empdat akey) ;

if (¢ heck("Attack encipheri ngofa ccountn umber"”, RETRES) )

return;
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IBM initially feigned interest in attadks, and ignored
repeaed enquiriesin first six months

We prepared a full implementation d the attack, including
special hardware to prove that it waspractical, not just
theoretical

We warned IBM, then publicisead the attadk on Newsnight
andin FT on 8"/9" November

Reallt: international publicity, 2 xtelevision, 5 xradio,
pressin UK & USA. Reuters gave internet coverage in
most languages/s

Website gets ~400 hts from within ibm.com within 48 hrs,
They give me abetaversion d the patch by December

to be continuedY,
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- 2 milli on South African pre-payment electricity
meters credited not with coins but with magic
numbers boudht from vending macdhines at locd
shops

- Vending madiines use Prism seaurity modue to
proted vending keys from shop owners/burgalars

- Discovering avending key all ows unlimited token
manufadure = free d¢edricity

- Vending keys gored in a hierarchy, with manually
loaded master key at top
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When vending madine first initialised¥

- Three?rusted® seaurity officers arrive with key
- Master key Km isatwo-key triple DES key

- Ead half loaded in threeparts, which are
exclusive-ored together

- Eadh seaurity officer loads one part of ead key
- Ched digitsreturned after eat load

CheckDigits= {0}

Km
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Securi ty Offic er 1
SMIK 86 08 F8E3983E3BDF26

SM!IK 00 916BA78B3F290101

SMIK 87 E9 2F67BFEADF91D9

SM!IK 00 OD7604EBA10ACT7F3

Securi ty Offic er 2(.. . n)
SMWAK 86 FD 29DA10029726DC

SM!AK 00 EDB2812D704CDC34

SMAK 87 48 CCAO75F4B2CB8AS

SM!AK 00 OB52ED2705DDFOE4
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- Chedk digits are given onead half of the master
key, so can attadk ead half separately

- After master key isloaded, anyone can continue to
exclusive-or in new parts to the master key

- Can make alarge set of related keys; discovery of

any ore of these keys lets us work badk to find the
master key
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For = 0000000000000001
to O OO0OO0000001FFFF

{
SMPAK 871  xor (I -1)

SM!AK 00 (result)

storet hepair (I,re sul t)

}

Reallt : 2 x¥2MB filesof ted vectors
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. Used FPGA based hardware search maadiine

- Hardware DES implementation is ~25 times faster
than the best software implementations

- Software attadk with single PC would take severdl
months
- Wetried with 6 PCs (~£45@), took 3%2days

. Alteramakes FPGA Evauation Board with 200K
gate FPGA and all software required for $995
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- $1000 Excdibur kit (Altera 20K 200)

+ But cost ~ $100for just the cip ?

- 16MHz pipeline (half speed at present)

. 224 keys/seoond

+ 40 [t problems = 18 hous

+ 56 Ot DES =135 yeas ($1M =5..50 cays)
- However.. it does 64K keysin parallel
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Ted Vectors
. External
PC Cient RAM
UART
16-Bit | nstruction
<) <)
Microprocessor = Deaoder

DES Rpeline
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- Seaurity API designis hard to get right

- Multi-purpose APIs are the hardest to get right

+ Dangerous feature interactions

+ Badkwards compatibil ity / legacy system suppat is hard

- Theintegrity of cryptographic keysisjust asimportant
as the confidentiality

- Single DESisdead, and Triple DES must be
Implemented with gred care

- Seaurity APl designrequires a combination of protocol
analysis, cryptology and threa modelling. It looks st to
be a tallenging and exciting reseach field in the future
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Papers, Links & Resources
http://www.cl.cam.acuk/~mkb23/reseach.html

Attackson IBM 4758CCA & Hardware Cracker
http://www.cl.cam.ac.uk/~rncl/descrad

Mike.Bond@cl.cam.ac.uk



