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Verified data abstraction. Data abstraction has long been rec-
ognized as a methodology to decompose the verification problem
into data structure implementation and the algorithm that uses the
data structure [3, 8]. Today we are close to being in a position to
incorporate verified data abstraction into programming languages
and systems. We discuss the ingreedients needed to make verified
data abstraction practical: program verification, specification-based
testing, program analysis, programming methodology, as well as
programming language design. We draw our examples from the
systems Hob [5] and Jahob [4, 12] that implement verified data ab-
stractions, as well as our recent work on verifying properties of
Scala programs [2].

Automated reasoning. Decision procedures and their combina-
tion [11] are the basis of automated verification. Of particular im-
portance for programs with references are decision procedures for
reasoning about reachability [11] and about collections of objects
[6, 9]. Developer-friendly annotation languages for proving com-
plex properties [12] allow library designers to develop and verify
efficient data structures whose correctness may rely on complex
invariants.

Program analysis. Program analyses can infer loop invariants
within data structures [10] but can be used to check data structure
usage protocols [7]. Checking usage protocols is important because
it provides a concrete benefit of verified abstractions to data struc-
ture clients. In addition to type-state analysis, we describe a client
analysis for a language with user-defined “deconstruction” (pattern
matching) [2]. For such analysis, it is more natural to use algebraic-
style instead of model-based specifications.

Abstraction of mutable state. For the case of mutable data struc-
tures, we classify the approaches into those that admit performing
internal modifications, and those that pretend not to do such mod-
ifications. Approaches that admit modification can make the veri-
fication of clients difficult because of proof obligations on the in-
visible state. Approaches that pretend not to do modifications often
come with limitations on how the implementation can be written,
and sometimes depend on one-directional nature of references.

Language design. Among the simple language mechanisms that
can eliminate some of the complex encapsulation reasoning we dis-
cuss the role of object-external relations [7], and a more aggressive
use of value types. Going back to functional programming and sys-
tems such as SETL [1], we claim that programming systems should
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have a substantial collection of built-in core abstractions such as
sets, relations, maps, multisets, and lists. This will provide users
with a vocabulary for program specification, and enable the pro-
gramming system to deploy specialized automated reasoning pro-
cedures to perform sophisticated verification and compilation tasks.

Pluggable methodologies. To enable easy client reasoning about
complex user-defined abstractions without subscribing one partic-
ular verification ideology, we suggest a verification system that
has explicit representation of the operational semantics of the lan-
guage and allows proofs of meta-theoretic lemmas. Among the uses
of such system are multiple pluggable confinement methodologies
within one piece of software.
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