Mike Turpin
ARM Ltd.,

110, Fulbourn Rd.,

Cambridge

+44 1223 400459

mike.turpin@arm.com
www.arm.com
02 February 2004
ARM strongly supports the proposed EPSRC project:


"Formal Specification and Verification of ARM-based Systems"

We have assisted with the drafting of this proposal and are supportive of the challenging goals of the research. This project will extend the use of formal methods to address gaps in verification, particularly for secure applications running on mobile devices.

ARM has applied formal verification techniques to several CPU cores, most recently the ARM1136JF-S. The unique benefit of formal verification is that it is the only methodology that can guarantee correctness. Other verification methodologies are bug hunting in nature and require extensive coverage analysis to determine completeness. These other methodologies are typically non-exhaustive.

ARM currently applies a wide range of formal verification techniques:-
  - Equivalence Checking

  - Proofs of Automatically Extracted RTL Properties

  - Property Checking (Model Checking)

  - Semi-Formal Bug Hunting

All of these techniques are currently supported by commercial EDA tools. However, manual review is still required to determine that a range of properties is complete for example. Theorem proving is a formal technique that could address some of these gaps in verification, but is not currently available commercially.

ARM supports the work of the Cambridge Computer Laboratory in this field, with the objective of being an early beneficiary of advances in formal verification and its application to Microprocessor design.
We have a history of collaboration with the Cambridge Automated Reasoning Group, and the Leeds University Formal Methods Group, and their work on an earlier EPSRC funded project, "Formal Specification and Verification of ARM6".  This work successfully demonstrated that formal specification and reasoning is viable for an industrial class microprocessor such as the ARM6. Previous work had only demonstrated smaller example (or “toy”) microprocessors. 
Several ARM engineers have experience of theorem proving and understand its potential benefits. Mike Turpin and Alan Hunter once worked for Abstract Hardware Limited, a company that developed a theorem prover (LAMBDA). Daniel Schostak and Dominic Pajak joined ARM subsequent to completing the “Formal Verification and Specification of ARM6” project in 2002. 
ARM is particularly interested in the application of formal verification to prove correctness of secure applications for mobile devices. This would be particularly relevant to the recently announced Trustzone™ architecture extensions. We hope to collaborate with Professor Gordon and Dr Fox to define a case study that can accurately evaluate the benefits of theorem proving for security applications. ARM’s principal contribution will be in providing real-world engineering knowledge through reviews and case-studies.
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