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Security Group origins

» Originated in 1970s: Roger Needham, David Wheeler

» Early landmark work on password security, OS security,
Needham—Schroeder protocol, CAP computer

» 1990s: protocols, BAN logic, cryptography, information
hiding, compromising emanations, tamper resistance

» 2000s: banking systems, security economics, hardware
security, positioning-system security, embedded systems,
anonymity systems, OS security for mobile devices, hybrid
capability systems, digital forensics, social-network security



Security group today

Ross Anderson,
Markus Kuhn,

Frank Stajano,
Robert Watson

12 postdocs
10 PhD students

Courses in Part IB,
Part I, MPhil
Hardware-tamper and
signal-security lab

Collaborations with
NetOS, Comp-Arch,
Theory, DTG
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The University of Cambridge is home 1o some of the worid'sleading
computer , with

Computer Security Research at Cambridge

Active security and privacy research areas

the feld idge’s earl

of large primes (Wheeler 1949), one-way

+ APl and

(Needham 1962), the capabily-system security model (Wikes,
ieedham, Walker 1970-177), the Needham-Schroeder Protocol
(1978), and the Burrows-Abadi-Needham logic (1989). We continue to.

techniques
+ Authentication and biometric identiication systems
- Banking and payment system security

+ Censorship resistance

essor and operating system securly, anonymity research, hardware
securty, and malware analysis. We also perform foundational cross-
disciplinary work in secury economics, cybercrime measurement,

.

domestic and international policy.

Ross Anderson  Markus Kuhn Frank Stajano ~ Robert Watson

their
projects available for PhD students include:
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+ eCrime dat

Tarper Lab: hardars rvaree nginearing, ide-charel and fau
injection attacks

magnetic eavesdropping research
+ Pico: password-free online authentication device

« Android application development and Device Analyzer data
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PhD in Computer Science

‘The PD in Computer Science mentors students in award-winning

research and methodology. Research students in the security group
urrent

research students, and their lopics, include:
~ Sheharbano Khattak: Measuring censorship, censorship
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Securty Group, 2014

« llias Marinos: Program analysis and transform for Security (Watson)

haroware security (Kuhn)
- Kumar Sharad: Mobile payments, privacy (Murdoch)

Dol Tramas: able sty onpioqapmy Hoss sregt,socue
updatos (Barasiod)

" Dovgtng u- 86 cccurty nderson
+ Bjoern Zeob: Operating-system security, network stacks (Moore!
n)

Recently completed security-related PhDs include:

extracting secrels from electronic devices (Kuhn)
+ Shallendra Fuloria: Robust securiy for the electrcity network

K Hyoungsis Complexneturkansyssfor secur and o0t
communications (Ander:

+ Vi i oo: bocomplaton as search (Anersa

« Andrew Lewis: Reconstructing compressed pholo and video date.
(Kuhn)

+ doan Martna: Verfeatonof seurty protool based on mulicase
communication (Paul
- Sonn Miler Dsiouled viualonvionmont salaity and secury

+ Robert Watson: New approaches to operating system security
extensiiliy (Anderson)



Prof Ross Anderson

Current main research interests:

» Economics and psychology of security
> measuring cybercrime
> the psychology of deception

» Payment systems

» failures of EMV (chip-and-pin) systems
» mobile device security

» Security protocols

» Security and policy
» surveillance and privacy
> risk and liability



Prof Ross Anderson — PhD students

» Rubin Xu: Android security and malware analysis (current)
» Dongting Yu: BGP security (current)

» Joseph Bonneau: Guessing human-chosen secrets

» Shailendra Fuloria: Robust security for the electricty network
> Wei Ming Khoo: Decompilation as search

» Hyoungshick Kim: Complex network analysis for secure and
robust communications

» Shishir Nagaraja: Robust covert network topologies

> Tyler Moore: Cooperative attack and defense in distributed
networks

» Andy Ozment: Vulnerability discovery and software security



Dr Markus Kuhn

Current main research interests:

» Signal-processing aspects of security
» compromising emanations
» side channels, covert channels
» forensic signal analysis
» audio/video coding systems
(recompression, recovery)

» Hardware security

> tamper resistance
» programmable logic security
» physical uncloneable functions

» Physical-layer communication security
» distance-bounding protocols
> positioning-system and sat-nav security

» jamming and spoofing resistance
» RFID

» Web security, NoXML/NoSQL databases, . ..



Dr Markus Kuhn — PhD students

» Christian O'Connell: Model-based assessment of
compromising emanations (ongoing)

» Omar Choudary: Efficient multivariate statistical techniques
for extracting secrets from electronic devices

» Andrew Lewis: Reconstructing compressed audio and video
data

» Saar Drimer: Security for volatile FPGAs
» Gerhard Hancke: Security of proximity identification systems

» Steven Murdoch: Covert channel vulnerabilities in anonymity
systems

» Piotr Zielinski: Minimizing latency of agreement protocols



Dr Frank Stajano

Mission: making the digital society
fair and secure for regular humans

Pico: no more passwords!
» European Research Council starter grant

» 5 RAs, 6 project students so far
» Will you join for a PhD?
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Other research interests: privacy, human factors, ubicomp

» Deterrence of deception (with Ross Anderson et al)
» Resurrecting Duckling (own PhD)



Dr Frank Stajano — PhD students

» Jonathan Anderson: Privacy engineering for social networks

» Ford-Long Wong: Protocols and technologies for security in
pervasive computing

> Alastair Beresford: Location privacy



Dr Robert N.M. Watson

OS security; capability systems;
application compartmentalization;
software tracing, analysis, transformation;
hardware-software interface;
high-performance networking / storage

Funding from DARPA, Google, EU, EPSRC,
others; studentships available

Also involved in NetOS, Computer Architecture, Theory groups.



Dr Robert N.M. Watson (cont’d)

» MAC Framework: OS access-control extensibility used in
FreeBSD, Apple iOS, Apple Mac OS X, Juniper Junos

» Capsicum: Practical capabilities for UNIX

» CHERI: Capability hardware enhanced RISC instructions

» SOAAP: Security-oriented analysis of application programs
» TESLA: Temporally enhanced system logic assertions

» OS network-stack and storage-stack tracing and optimisation



Dr Robert Watson — PhD students

» lllias Marinos: Program analysis and transform for security
(ongoing)

» Bjoern Zeep: Operating-system security / setwork stacks
(ongoing)



Dr Richard Clayton

post-doctoral researcher

Current main research interests:

» Cybercrime
> spam
» phishing

» ISP policies and practices

> Internet resiliency




Current research areas
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Banking and payment system security
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http://www.cl.cam.ac.uk/research/security/

http://www.lightbluetouchpaper.org/
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