Curriculum Vitae — Markus Kuhn

EDUCATION AND QUALIFICATIONS
1990 Abitur
1996 Diplom-Informatiker, University of Erlangen, Germany

1997 Master of Science, Computer Sciences, Purdue University, Indiana
2002 PhD, University of Cambridge, UK

ACADEMIC EXPERIENCE
since 2001  University Lecturer, Computer Laboratory, University of Cambridge, UK
since 2001  Fellow of Wolfson College, Cambridge

INDUSTRIAL AND COMMERCIAL EXPERIENCE

Consulting projects:

1994-96 News Datacom Ltd. (now NDS Ltd.)
1997 Dallas Semiconductor
1998 Matsushita Electronics Corp.
2000-01 SuSE GmbH
2006-08 GBS mbH
2006 Bundeskriminalamt
2007 IP-Vision AB
2007 Sdu Uitgevers
2007 Acute Technology

PRIZES, AWARDS AND SCHOLARSHIPS

1986 First prize at the Bundeswettbewerb Informatik
(German National Student Computer Science Contest)

1987 same again
1989 First prize at the International Olympiad on Informatics, Bulgaria
1990-97 Scholarship by the Studienstiftung des deutschen Volkes

1994  Siemens Internationaler Studentenkreis
(industrial support programme for the five best students each year)

1996 Fulbright Scholarship for 1-year study abroad in the US
1996 USENIX Best Paper Award
1997-2000 Marie Curie Research Training Grant
1999 USENIX Best Student Paper Award
2002 IEEE Computer Society Outstanding Paper Award



PROFESSIONAL MEMBERSHIP
since 1987 Member of Gesellschaft fiir Informatik

since 1991 Member of Association for Computing Machinery
since 2001 Member of IEEE

PROGRAMME COMMITTEE MEMBERSHIP

1999 USENIX Workshop on Smartcard Technology
2000 IEEE Symposium on Security and Privacy
2000 USENIX Security Symposium
2002 ISOC Network and Distributed Systems Security Symposium
2004 IEEE Symposium on Security and Privacy
2004 ACM Conference on Computer and Communications Security
2005 ACM Symposium on Applied Computing — Security Track
2006 European Symposium on Research in Computer Security
2007 ESAS
2007 CHES
2008 ACM WiSec
2008 GI Sicherheit
2008 CHES

PUBLICATIONS

Selected journal papers (refereed)

(1]

(2]

Markus G. Kuhn: Cipher Instruction Search Attack on the Bus-Encryption Security Micro-
controller DS5002FP. IEEE Transactions on Computers, Vol. 47, No. 10, October 1998,
pp. 1153-1157,ISSN 0018-9340.

Fabien A.P. Petitcolas, Ross J. Anderson, Markus G. Kuhn: Information Hiding — A Survey,
Proceedings of the IEEE, Vol. 87, No. 7, July 1999, pp. 1062-1078, ISSN 0018-9219.

Selected conference and workshop contributions (refereed)

(3]

[4]

[5]

(6]

Markus G. Kuhn, Markus Prosch: Vorschlag fiir ein Dateiformat fiir die Verarbeitung, die
Archivierung und den Austausch von Biosignal-Daten, in: R.G. Miiller, J. Erb: Medizinische
Physik 1993, 24. Wissenschaftliche Tagung der Deutschen Gesellschaft fiir Medizinische
Physik e.V., Tagungsband, S. 116f, Erlangen, Oktober 1993.

Ross J. Anderson, Markus G. Kuhn: Tamper Resistance — a Cautionary Note, The Second
USENIX Workshop on Electronic Commerce Proceedings, Oakland, California, November
18-21, 1996, pp. 1-11, ISBN 1-880446-83-9.

Ross J. Anderson, Markus G. Kuhn: Low Cost Attacks on Tamper Resistant Devices, in
M. Lomas et al. (ed.): Security Protocols, Sth International Workshop, Paris, France, April
7-9, 1997, Proceedings, LNCS 1361, Springer-Verlag, pp. 125-136, ISBN 3-540-64040-1.

Markus G. Kuhn, Ross J. Anderson: Soft Tempest: Hidden Data Transmission Using Elec-
tromagnetic Emanations, in David Aucsmith (Ed.): Information Hiding, Second Interna-
tional Workshop, IH’98, Portland, Oregon, USA, April 15-17, 1998, Proceedings, LNCS
15285, Springer-Verlag, pp. 124-142, ISBN 3-540-65386-4.

2



[7]

(8]

(9]

[10]

[11]

[12]

[13]

[14]

[15]

[16]

[17]

(18]

Fabien A.P. Petitcolas, Ross J. Anderson, Markus G. Kuhn: Attacks on copyright marking
systems, in David Aucsmith (Ed.): Information Hiding, Second International Workshop,
IH’98, Portland, Oregon, USA, April 15-17, 1998, Proceedings, LNCS 1525, Springer-
Verlag, pp. 219-239, ISBN 3-540-65386-4.

Oliver Kémmerling, Markus G. Kuhn: Design Principles for Tamper-Resistant Smartcard
Processors, Proceedings of the USENIX Workshop on Smartcard Technology (Smartcard
’99), Chicago, Illinois, USA, May 10-11, 1999, USENIX Association, pp. 9-20, ISBN 1-
880446-34-0.

Andrew D. McDonald, Markus G. Kuhn: StegFS: A Steganographic File System for Linux,
in Andreas Pfitzmann (Ed.): Information Hiding, Third International Workshop, TH’99,
Dresden, Germany, Sep. 29-Oct. 1, 1999, Proceedings, LNCS 1768, Springer-Verlag, pp.
463-477,1SBN 3-540-67182-X.

Markus G. Kuhn: Probabilistic Counting of Large Digital Signature Collections, Proceed-
ings of the 9th USENIX Security Symposium, Denver, Colorado, USA, August 14-17,
2000, USENIX Association, pp. 73-83, ISBN 1-880446-18-9.

Richard Clayton, George Danezis, Markus G. Kuhn: Real World Patterns of Failure in
Anonymity Systems, in Ira S. Moskowitz (ed.): Information Hiding, 4th International
Workshop, IHW 2001, Pittsburgh, USA, April 25-17, 2001, Proceedings, LNCS 2137,
Springer-Verlag, pp. 230-245, ISBN 3-540-42733-3.

Markus G. Kuhn: Optical Time-Domain Eavesdropping Risks of CRT Displays, Proceed-
ings 2002 IEEE Symposium on Security and Privacy, Berkeley, California, 12-15 May
2002, IEEE Computer Society, pp. 3—18, ISBN 0-7695-1543-6.

Markus G. Kuhn: An Asymmetric Security Mechanism for Navigation Signals, Proceedings
of the 6th Information Hiding Workshop, 23-25 May 2004, Toronto, Springer-Verlag,
LNCS 3200, pp. 239-252.

Markus G. Kuhn: Electromagnetic Eavesdropping Risks of Flat-Panel Displays, Proceed-
ings of the 4th Workshop on Privacy Enhancing Technologies, 26-28 May 2004, Toronto,
Springer-Verlag, LNCS 3424, pp. 88-105.

Markus G. Kuhn: Security Limits for Compromising Emanations, in J.R. Rao, B. Sundar
(Eds.): Workshop on Cryptographic Hardware and Embedded Systems (CHES 2005), 29
August-1 September 2005, Edinburgh, Scotland, Springer-Verlag, LNCS 3659, pp. 265-
279.

Gerhard P. Hancke, Markus G. Kuhn: An RFID Distance Bounding Protocol. Proceedings
IEEE SecureComm 2005, 5-9 September 2005, Athens, Greece, pp. 67-73, ISBN 0-7695-
2369-2.

Jolyon Clulow, Gerhard P. Hancke, Markus G. Kuhn, Tyler Moore: So Near and Yet So Far:
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Sundaram, Markus G. Kuhn: Network protection for denial of service attacks. US Patent
US6725378, 2004-04-20.

Markus Giinther Kuhn: Positioning system. UK Patent GB2413448, 2007-03-07.
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dia Verband (dmmv) e.V. and Verband Privater Rundfunk & Telekommunikation (VPRT)
e.V., 2002-03-13.

Popular journal and trade press articles

[36]

[37]

[38]

Talks
[39]

[40]

[41]

[42]

[43]

[44]

[45]

Markus Kuhn: Am Anschlag : V.34: der neue Modemstandard fiir 28 000 Bit/s, iX 2/1995,
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