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ABSTRACT

We describe the EpiMap project, in which mobile phones and se
sors record the proximity of other devices, to gather infation
on human interactions within the rural communities of depéig
countries. Collected information will be used to developioved
mathematical models of the spread of infectious diseases, a&s
measles, tuberculosis and pneumococcal diseases. Mupefiil

be complemented by the use of surveys to aid in the undeistand
of living conditions in these villages. EpiMap is an extemsbf
the FluPhone project, which we carried out in 2010. FluPtomte
lected data on human interaction, by using mobile phonescird
information such as locality and user symptoms. Delay &oltop-
portunistic networks such as the Haggle framework [5] wesedu
as a basis for communication. We introduce the EpiMap vi&on
a system of opportunistic networks combined with satetiten-
munication, designed to face the challenges posed by wea&rpo
and communications infrastructure in the rural regions efett
oping countries in Asia, Africa and South America. We aim to
use a delay-tolerant small satellite for data transfer betwdevel-
oping countries and Europe and North America. Data coltecte
through EpiMap can be used to help design more efficient maeci
tion strategies and equitable control programmes.

Categories and Subject Descriptors

1.6 [Computing Methodology]: Simulation and Modeling; C.24
[Computer Systems]: Computer Communication Networks

General Terms
Measurement, Experimentation, Algorithms

Keywords
Contact Networks,Epidemiology, Small Satellite

1. INTRODUCTION

Many of Africa’s significant diseases such as measles, tuler
sis, meningococcal and pneumococcal disease, respirsyony-

Permission to make digital or hard copies of all or part o thvork for
personal or classroom use is granted without fee providaticbpies are
not made or distributed for profit or commercial advantage that copies
bear this notice and the full citation on the first page. Toyootherwise, to
republish, to post on servers or to redistribute to listgyuies prior specific
permission and/or a fee.

ACWR 11 December 18-21 2011, Amritapuri, Kollam, Kerala, India.
Copyright 2011 ACM 978-1-4503-1011-6/11/1 ...$10.00.

Jon Crowcroft
University of Cambridge
Cambridge, United Kingdom
jon.crowcroft@cl.cam.ac.uk

tial virus, and influenza are spread directly via person tsqe
contact. These diseases are vaccine preventable and tsbeén
a significant investment in improving vaccine coverage anib#

duction of new vaccines in some of the poorest countriesdifgn
for vaccination programmes is limited and many countries fif-

ficult decisions to refine the effective vaccination straegvithin

the limited budget.

Modelling the spread of infectious disease mathematidadly
been a useful tool for helping to design efficient immunisatro-
grammes. Despite this, there is a lack of such studies. lit#fr
few transmission models of vaccine preventable diseasestieen
developed. Thus, it is desirable to develop models for $ipedis-
ease by making available social contact data, thereby eaging
others to develop their own models. For example, having aeinod
prepared in advance based on up-to-date data on contaetrzatt
and measles transmission data will greatly aid the effigiesign
of measles control and eradication efforts. The lack of amghs
model with which to evaluate the polio endgame has cert&iafg-
pered and delayed any progress of controlling the spread.

To achieve this goal, both developing an advanced mathemati
cal modelling and more importantly reliable and informatsocial
contact data are essential. Mathematical models are ongliable
as the assumptions and parameters upon which they are ®ailt.
cial mixing patterns are central determinants of transimis®r in-
fections which demand close contact between individualseal-
ity, very little is known about contemporary social contpatterns,
especially in the third-world countries. Quantifying theckl net-
work structures through which close-contact diseases [aead
will greatly aid our understanding of their epidemiologydamelp
build better models. Such models can be used to predict thseo
of an outbreak, help design efficient control programmed,haatp
us to understand and control the emergence and spread df nove
pathogens.

Contact diaries have traditionally been used to record sfoh
mation. The contact diary is developed through self-répgiar an
interview-led processes. Participants in a number of studiere
asked to keep a detailed record of the number and chardicte 0§
their encounters over a period of time. The diary based agpro
has its limitations. It becomes a burden when repeated oaeym
days or weeks; consequently it is usually applied as a sidayje
snapshot of individuals’ contact patterns.

Recently, the use of sensor devices to collect social coimze-
mation has emerged as an alternative. All use variationsrefess
proximity sensors. These have primarily made use of eithee-B
tooth enabled mobile phones, or RFID/Bluetooth sensorsither
instance low power radio transmissions are sent and reteine
a regular basis, detecting similar devices within rangei¢slly
5-10 metres for Bluetooth, whereas RFID sensors are more tun



able). These methods have the advantage of being mininmaty i
sive, just requiring participants to carry or wear the deviver a
period of time. Records of encounters can typically be starme

the device, and uploaded periodically to a server or bag@st

Currently these methods have primarily been used in smales
studies in enclosed settings (such as schools, hospitdisarier-

ences). However, they offer the possibility of capturing fme

structure and dynamics of social networks at differentiapand

temporal scales.

We have previously demonstrated the FluPhone Projectq[LO][
which aims to bring together epidemiologists, sociolagisind
computer scientists, with the goal of developing novel amb#
vative methods with which to measure and understand soaial e
counters based in Cambridge, UK. Such information helpsnsci
tists and medical researchers to understand how closeatant
fections, such as swine flu, spread between different pedie
FluPhone project was mainly targeted for tackling flu-likeng-
toms, which was a threat in our society a couple of years age. H
man proximity information is collected using phones withué&l
tooth communication from the general population to buildéi
dependent contact networks. The project also includedreuali
disease’ experiment, where a specific model of disease &adpr
through the proximity based communication upon encoumgenf
two devices. The spread of different stages of the diseas¢hea
mapped across the locality of the study, and fed back to tbe us

The FluPhone is built over the Haggle framework [5], in which
we introduced Pocket Switched Networks (PSNs), a type of De-
lay Tolerant Network (DTN), exploring proximity based comm
nication. PSNs provide communication in highly stressetirggs
with intermittent connectivity, variable delays and highoe rates
in decentralised and distributed environments over a mdki of
devices that are dynamically networked. A partitioned roekw
can deal with disconnected operation using a store-arvdaforap-
proach to communication. In PSNs people carry devices iim the
pockets, which communicate directly with other deviceshimit
their range or with infrastructure. Because device mabiitre-
flected by the user’s movement, we have worked on understgndi
the social structure among the people who carry the devites.
many ways, the concept of PSNs is analogous to how infectious
diseases spread. One key aspect of this is working out th&ensm
of social encounters and links in a chain of contacts betvaifen
ferent people (similar to the idea of how many steps we aregyawa
from a particular person). One way to measure this is to tecor
how often different people (who may not know each other) come
into close proximity with each other, as part of their everytives.
PSNs share many issues with epidemiological studies.

In this paper, we introduce a vision of the EpiMap projecteven
we extend the FluPhone project to be able to deploy large-sca
social contact data collection in developing nations. Wanpb
include not only phones but other sensing devices such aB RFI
tags and to exploit various communication methods. For @@m
the use of satellite communication will have a great po&tniti
overcoming the limitations of sparse power and commurooati
networks in the targeted regions. In parallel to data ctobecby
EpiMap, we propose to conduct surveys for validating models
rived by EpiMap on the spread of respiratory infections. i@ a
briefly demonstrate what we can be modelled using the cefilect
social contact data. It is our intention to develop a rangmath-
ematical models based on contact patterns, which can betased
help guide vaccine policy development over the coming dedad
Africa and other developing countries.

2. FLUPHONE PROJECT
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Figure 1: FluPhone Study Web Interface

The FluPhone project studies how often different peopleo(mlay

not know each other) come close to one another, as part ofethei
eryday lives. To do this, we asked volunteers to install dlgrece

of software on their mobile phones and to carry their phonigls w
them during their normal day-to-day activities. The sofsvaill

look for other nearby phones periodically using Bluetoammu-
nication, record this information and send it back to thesaesh
team via a cellular phone data service or other means. Tius in
mation gives us a much better understanding of how oftenlpeop
congregate into small groups or crowds, such as when commut-
ing or through work or leisure activities. Also, by knowindnieh
phones come close to one another, we will be able to work aut ho
far apart people actually are, and how fast diseases couthdp
within communities. We also asked participants to informofis
any influenza-like symptoms they may experience during tilngys
period, so that we can match the spread of flu to the underkong
cial network of encounters made. Participants were ablegeh

to the study website and see an estimate of how many people the
have encountered. Further details can be found in FluPhodyg s
web depicted in Figure 1 (see also [10][11]).

The FluPhone application can be downloaded from the web fol-
lowing a registration and authentication process. Datteciibn
can operate over three different methods such as periottiadipg
via the web, real-time collection via 3G, and post-studyemion
from the devices.

The FluPhone Study is being carried out in Cambridge, United
Kingdom, and was advertised via the channels of the Uniyeo$i
Cambridge and various online social media such as Facebgok [
and Twitter [21]. Targeted participants include universitembers,
their families, colleagues, friends, and people who workivar
in Cambridge. Participants must be over 12 years old (unflsr 1
require parental/carer consent), have the use of a conpatibile
phone, and permission from the owner and bill-payer of thengh
to participate. The registration process requires theartref each
participant.

In our previous work, we have developed a range of ways for
detecting and recording spatial proximity [5]. These idgwsmall
custom built battery-powered sensor devices (i.e. Intatéyland
mobile phones. In each case, the software has been devdloped
record contacts with other devices. Each device is unigiaelsti-
fiable, so a network of contacts, which includes informagabout
which devices interact, can be built. Furthermore, the tthumeaof
interactions are logged (both the duration of a single &dton and
the cumulative duration of all interactions over the studyiqd) to
enable weights to be assigned to links in this contact nétwiine
technology has proved robust with reliable data collecsibimitial
level. However, for tackling reliable network modellingr fepi-
demiology requires further massive and precise experiahelata
from the general population. The FluPhone project aims el su
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Figure2: FluPhone: Encountering Statistics, Symptom Type and Time Entry Screens, and Brief Diagnostics

massive scale data collection and, to our knowledge, is thieatt-
tempt of using mobile phones for this purpose.

2.1 FluPhone Software

FluPhone provides software that runs on the users’ mobib@gh
which the users carry with them during their normal day-ay-d
activities. FluPhone adopts a simple client-server des@rsist-
ing of a mobile phone application in the phone and a receiver a
PHP (Hypertext Preprocessor) script on a web server. Thelenob
phone application is written in Java (J2ME), and collectsgBboth
device proximity data, Global Positioning System (GPSydo@-
tion data, and data on self-reported flu symptoms througlecins
terface. The collected data is sent via GPRS/3G to the sefher
user can also upload the data over a web interface. An overvie
of the system architecture is shown in Figure 3. Figure 2 show
a screen capture of the application. Communication betwieen
application and the server is based on the secure Interottqots
and standard public-key infrastructure. Through the sefagin to
his/her account, the participant can look at their histdraaivi-
ties.

The collected information provides us with a much better un-
derstanding of how often people congregate into small grarp
crowds, such as when commuting or through work or leisurig-act
ities. Also, by knowing which phones come into close proxyni
we will be able to work out how far apart people actually ared a
how fast diseases could spread within communities. Without-
plex analysis a simple history of encounters can be used &sune
activity, environment, cyclic behaviour, and so forth. Téheperi-
ment result shows an average person encountered over 1BQ@un
devices over a ten day period.

3. VIRTUAL DISEASE EXPERIMENT

There is also a function called ‘virtual disease’, which relecepi-
demics on participants’ phones, giving a real-time pictof¢he

social network between participants from the perspectiviafec-

tious disease. The virtual disease application is impléetkas an

SQL Server

Figure 3: Overview of FluPhone System

Android application built to run on devices that support hiaggle
architecture [5]. The application broadcasts informatibout vir-
tual diseases. It is currently infected to all devices inggnand
receiving devices are infected by these virtual diseasesdban
a simple probability calculation. The application logs iattom-
ing diseases and stores information regarding how they are p
cessed. It also regularly scans for Bluetooth and GPS based |
tion data. In Virtual Disease experiment, the spreadingsdabes
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Figure 4: Virtual Disease showing Infection Map
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is simulated with a simple SEIR model (S:Susceptable, EoEeg,
I:Infectious, and R:Recovered). In this model, each deidc#igi-
nally susceptible to a disease. Once itis infected by analindce,

it becomes exposed for a specified time. Whilst it is expoaett-
vice has the disease but cannot yet infect other devicese @eac
exposed duration has run out, the device becomes infediouws
specific time. Whilst it is infectious, the device can infetiter de-
vices. Each disease has an associated infection prolakfiich
indicates the likelihood that another device will be inétt Once
the infectious duration has run out, the device has recdvieoen

the disease and cannot be reinfected. The application stimvs
state of the infection of each disease including who/whess@d
the virtual disease. The screenshot of the heatmap of Vidisa
ease statistics is shown in Figure 4. The locations of thectidus
nodes are depicted in the map shown in the left side of Figure 4
which can be zoomed in showing more details in the area in the
right side of Figure 4. We deployed three different diseasefol-
lows, where beta=transmission probability, alpha=intiobaime,

and IP=infection period.

e SARS: fast (beta=0.8; alpha=24 hours; IP=30 hours)
e FLU: normal (beta=0.4, alpha=48; IP=60 hours)
e COLD: slow (beta=0.2, alpha=72 hours; IP=120 hours)



4. DISEASE SPREAD SIMULATION

In our previous work, we have worked on uncovering community
structures, centrality node, weighted networks and sdn ffirb]
[24] in the context of PSNs. In [23] and [12], we looked inttein
contact time, meeting time, and epidemic spread pattemshis
section we briefly demonstrate multi-modal spread modeaeted
from the contact networks. In this analysis, we defined sipgnn
trees on various time points and aggregated them using ‘idin
agonalisation’ (JD), which is a technique to estimate arrage
eigenspace of a set of matrices. Using JD on matrices of §mann
trees of a network is especially useful in the case of realeymn-
tact networks in which a single underlying static graph doets
exist. The average eigenspace may be used to construct la grap
which represents the average spanning tree of the netwarkep-
resentation of the most common propagation paths. We themn-ex
ine the distribution of deviations from the average and fivat this
distribution in real-world contact networks is multi-madgdus in-
dicating several modes in the underlying network. Theseanade
identified and are found to correspond to particular time=e [S]
for further detail of the analysis.

This technique was applied to a contact network trace with 36
students in Cambridge, and revealed five spread modes pones
ing to different times of day. Figure 5 depicts one of the nspde
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Figure5: Average Graph in Mode 5

where a highly structured network corresponding to the dagrw
the groups are well defined lyass year (i.e. year 1 and year 2).
There is an obvious bridge formed by nodes 3 and 20. Using the
average graph as an indicator, this implies that a diseasadpat

this time from nodes 3 and 20 should have the fastest infectite.

To test the infection rate, an SEIR model is constructed, set
ting the probability of infection to 0.5; infection time Rsion
distributed with mean time of 800 minutes. A disease is sprea
through the contact network starting at time index 250. Timeik-
tion is repeated 30 times for each node and the results baopsd
to give estimates of the mean number of people suscepttedt
that have not received the disease) at titn&,(¢). Figure 6 shows
the results of these simulations and as can be seen the nafber
susceptible people falls most rapidly for infections sdrat nodes
3 and 20, as expected.

5. FLUPHONE TO EPIMAP

The use of mobile phones and sensors for quantitative measur
ment of societal mixing patterns to underpin mathematicatlm
els of the spread of close-contact diseases has distinantaes
over other methods of collecting contact data (such asediand

® Node 3
Node 20

Other nodes

o

560 lD‘DD 1500
Figure 6: Mean number of nodes susceptible to disease after
time ¢ (Root infection starts at time 250. Inset focuses on the

start of theinfection)

interviews). Such devices can be programmed to gather mproxi
ity data automatically, allowing detailed longitudinaligies to be
conducted with no possibilities of re-call bias, no basidue to
problems of literacy or understanding, and minimal disapto
the participants in the survey. They therefore offer an walfeled
opportunity to collect information on social contact pattethat
would allow a step-change in our understanding of the patef
disease spread. Despite the emergence of such techndiegyse

of mobile phones for this purpose has not been explored ® thi
setting before.

The environments in developing countries vary and we wil de
velop an application (named EpiMap) for various types ofickw:
mobile phones with or without GPS functionality, sensorrbsa
and RFID tags. Thus, we need to consider a hybrid model of data
collection, allowing operation in the absence of reliabkcticity
supply, lack of Internet access, and so forth. We will useeBiath
communication and RFID based communication for detectig d
vices within radio proximity, along with sensing (e.g. mment,
light, humidity). Various sensors are embedded in phondsdan
vices, and can be used to capture changes in surroundingxtont
information in order to infer the behaviour and patternshef de-
vice carriers. Accelerometers are especially useful fisrghrpose.
The EpiMap phones and devices can be carried by the studgipart
pants and by health workers. The EpiMap application wilbdiésa-
ture additional functions such as a display of nearby mqtfitmnes,

a history of encounters and can also support logging capafut
events, activities of participants, and any useful obsemna of the
environment. Battery life is an important issue, and thdiegafon

will be carefully designed to minimise I/O and CPU usage. The
study will be carried out initially in a rural African commity,

and we will therefore combine the use of spare batteries angip
charging efficiency for the duration of study.

We will also augment the electronically-collected sociah-c
tact data with several weeks of self-reported surveys. Batd-
ysis will compare the different social contact and survejlgoand
mathematical modelling will validate the mixing patteresarded
against known age-based zero-conversion rates for comespir r
ratory infectious diseases in the population.

The information collected by EpiMap will be kept within the-d
vice until the end of the study or uplifted via automated daiéec-
tion, which could be deployed using delay tolerant netwanksr
Bluetooth communication or with WiFi base stations. Théemied
data will comprise a time series of encountering pairs ofngiso
within physical proximity. A time-dependent graph of cootiaty



among phones can be constructed, detailing the duratiorirand
qguency of interactions made between participants. Thikfarin
the basis of analysis with other tools. Apart from buildingcan-
tact map, various types of contextual information can benckd
by EpiMap such as movement and light, which will be analysed t
gether with the diary and interview survey tools, where ¢ho®ls
will record the number of unique individuals encounteredkhgt
participant during a day, as well as some contextual inftiona
(whether at home, work, health facility, congregation,cathmar-
ket, socialising). The data collected by survey-based ousthwill
include some information on individuals not participatimgthe
study, so at the individual level, the phone-collected ealianter-
sect with the diary and interviews information. Direct caripon
between tools will consider participant-participant ematers only,
and will focus on accuracy of recording, reciprocity, dioaf and
frequency of encounters thought to occur between a paatitsp
contacts. This comparison will enable correction factbssage
and sex, to be estimated for future phone-only studies.

The dynamic network of connections between participants wi
be used to investigate the topology of the social networdtyiting:

1) duration-weighted pairs: time spent in close-proxinstg pow-
erful determinant of infection risk and these can be comsidlas a
weighted link between individuals with location and contagso-
ciations; 2) number of encounters per person: to determivettver
some individuals are responsible for a disproportionataber of
contacts 3) social distances: betweenness and centradifgumes
describe how far apart individuals are in a network, andnsfiso
impact disease dynamics; 4) community structure: ideintfyndi-
viduals that form bridging links between otherwise distigoups
offers efficient targeted interventions. We expect all &fsth mea-
sures and the network to change rapidly over time, and we will
consider the implications for disease transmission in tbdetiing
stage. Added value comes from the creation of a well-defiyed d
namic network of real human interactions, pertinent to iraspry
infectious diseases, which will be a valuable contributiorthe
development of a new generation of analytical methods aret me
sures that cope explicitly with dynamic networks. While lgais

of the survey data can inform greatly on the potential foedse
transmission, using mathematical models of disease tiaagm
enables all the features to be incorporated at once to camtid
implications of contact patterns and network structurerangmis-
sion, prevalence and possible intervention regimes. Walalation

of the survey tools will be provided by using the models towsim
late the spread of respiratory infections, and compareghebased
prevalence generated by the models to age-based incidett@a
gitudinal household prevalence of pneumococcal diseasaga
information for the region. In the initial step, we aim to t®p
EpiMap in the scale of 100-300 participants. We hope to abtai
donations of devices from mobile phone and sensor vendars to
crease the scale of our study.

After the initial prototype stage, we will widen the study d@o
range of settings, including urban and rural sites acrofereint
parts of the developing world. The application could be edézl to
web-based data collection. We will also expand the tempeira
dow over which data are collected, to capture seasonareiifées
in contact patterns and assess how these may affect thedspirea
disease. We will develop mathematical models based on ttexge
data, which will help us gain valuable insight into the spread
control of diseases. Examples of diseases to be modelledtzee
culosis, pneumococcal disease, meningococcal diseasesleaage
and disease associated with Hemophilus influenza.

6. DATA COLLECTION AND COMMUNI-
CATION

Building an effective and reliable human proximity detentsys-
tem raises various issues. Particularly, optimal expioiteof tech-
nologies available across the hardware and software issace
Current detection mechanisms in the FluPhone using WiFésscc
points or Bluetooth expect high failure, communicationtpcol
limitation and complex statistics. Without in-depth urgtanding
of the data collection mechanism, modelling networks wadl he
reliable. For example, the symmetry of edge detection ieexly
low according to our experiments using Bluetooth. Missidges
from device detection leads to inaccurate clustering aoefit cal-
culation. This noise hampers our ability to infer deep kremlige
from this data. We need to understand at least the scale sfngis
edges. However, such important information is entirelysinig in
current research efforts.

6.1 Proximity Detection

Bluetooth is a low-power open standard for Personal Area Net
works (PANs) and has gained its popularity due to its emghasi
on short-range, low-power and easy integration into devidehe
platform used in the experiment in the Haggle project [5]hie t
Intel Mote ISN100-BA (known as the ‘iMote’). The iMote runs
TinyOS and is equipped with an ARM7TDMI processor operating
at 12MHz, with 64kB of SRAM, 512kB of flash storage, and a
multi-colored LED, and a Bluetooth 1.1 radio. The specifaa
lists the radio range to be 30 meters.

It is a complex task to collect accurate connectivity tracsiag
Bluetooth communication, as the device discovery protocay
limit detection of all the devices nearby. Bluetooth usepecal
physical channel for devices to discover each other. A debi
comes discoverable by entering the inquiry substate wheaaire-
spond to inquiry requests. The inquiry scan substate is toséis-
cover other devices. The discovering device iterates (itbpsugh
all possible inquiry scan physical channel frequenciespeeudo-
random fashion. For each frequency, it sends an inquiryastcand
listens for responses. Therefore, a Bluetooth device dasuan
for other devices and be discoverable at the same time. ditret
inquiry can only happen in.28 second intervals. An interval of
4 x 1.28 = 5.12 seconds gives a more than 90% chance of finding
a device. However, there is no data available when there any m
devices and many human bodies around. The Bluetooth sthndar
recommends being in the inquiry scan substate for 10.24nslsco
in order to collect all responses in an error-free enviromm@&he
power consumption of Bluetooth also limits the scanningrivl,
if devices have limited recharging capability. The iMotenec-
tivity traces in Haggle use a scanning interval of approxatya2
minutes, while the Reality Mining project uses 5 minutes.

Bluetooth for proximity detection is widely available antbaof
people carry a Bluetooth enabled mobile phone with themsTitu
is possible to detect a certain amount of peoplesS phonésutit
handing a special device to each of them, which makes Bltletoo
appealing for experiments involving a large quantity ofgleoThe
range of Bluetooth varies between 10m and 100m, depending on
the device class. In mobile phones, the range is usually M.
have observed the devices can be detected in 20m rangesfither
no obstacles, while if there is any obstacles such as a thadkitw
limits to 5m range.

We plan to extend to include audio recording when two devices
are in proximity range so that the type of interaction camifierred.
Note that the audio is used for determining the patterns @me of
interaction and it does not examine the content of audio.@®oa
work, Wyatt et al [22] have shown effective analysis of pciva



sensitive Audio.

It is increasingly popular to use radio frequency identtfa
(RFID) for identification and security application. RFIRirsmits
the identity (in the form of a unique serial number) of an abje
or person wirelessly, using radio waves. It's grouped uritler
broad category of automatic identification technologies:IORis
in use all around us. If you have ever chipped your pet withzan |
tag, used EZPass through a toll booth, or paid for gas usieg®p
Pass, you've used RFID. Unlike ubiquitous UPC bar-coderteich
ogy, RFID technology does not require contact or line of sfgh

performed? In general, experimental data collection madre
be repeated many times with different configurations andbitiha/
be desirable to move data from the developing country to eviver
can work on the data. There may not be any infrastructurenfor t
Internet or electricity in rural area. The condition is diént from
remote sensing. In remote sensing, the small sensor boardeca
left for a long time and later on those sensors would be daltec
In the TIER (Technology and Infrastructure in Emerging Re-
gions) project [20], the concept of the Village Base Sta{MBTS)
is proposed, where the users in the village receive variensces

communication. RFID data can be read through the human body, ranging from distributed caches and uploading user-gésetzon-

clothing and non-metallic materials. RFID requires threepo-
nents are depicted; an antenna, a transceiver (with décaaet
a transponder (RFID tag) electronically programmed witlque
information. The antenna emits radio signals to activaadly and
to read and write data to it. then the reader emits radio wewves

tent as data services [13]. VBTS provides an outdoor PC with
a software radio that implements a low-power low-capaci§M5
base station including power supply via solar/wind.

There may not be GSM access capability in rural area, and we
attempt to integrate satellite communication using DelalerBnt

ranges of anywhere from one inch to 100 feet or more, depgndin Networks (DTNs) [8]. DTN research started with Vint Cerf and

upon its power output and the radio frequency used. When #d RF
tag passes through the electromagnetic zone, it detectsdber’s
activation signal. The reader decodes the data encodeé tagls
integrated circuit (silicon chip) and the data is passec#host
computer for processing.

RFID quickly gained attention because of its ability to kac
moving objects. As the technology is refined, it will be moez-p
vasive nd invasive. A typical RFID tag consists of a micrgchi
attached to a radio antenna mounted on a substrate. Northally
chip can store as much as 2 kilobytes of data.

The SocioPatterns project [19][18] use active RFID deviees
bedded in unobtrusive wearable badges. Detailed infoomain
how this technology is used to monitor social interactiond &
identify contact patterns. Individuals are asked to weardévices

the Interplanetary Internet initiative [4], which propdsa new
architecture that could work over both terrestrial andripltne-
tary links. This architecture could enable applicationshsas the
remote operation of scientific experiments on other plarmis-
trolled using TCP/IP from Earth.

In contrast, in the Haggle Project [5] we exploited a Pocket-
Switched Networks (PSNs) variant of DTN, where people carry
devices in their pockets, which communicate directly witheo
devices within their range or with infrastructure. As peppiove
around, they can exchange messages with nearby devicesngar
a message until it is close to another device. We will builglarid
DTN using the satellite based communication and PSNs. A&ll th
collected data will be gathered up to a node that can comratenic
with the CubeSat by PSNs and the CubeSat communication node

on their chests, so that badges can exchange radio packgts on exchange the data when the satellite communication isalail

when the individuals wearing them face each other at closgera

Aspirations of use of microsats and smallsats for remotsisgn

(about 1 to 1.5 m). This range was chosen as a proxy of a close-applications have been increasing in developing counti@sall

range encounter during which a communicable disease iofect
can be transmitted, for example, either by cough or sneezdi; o
rectly by hands contact. The infrastructure parametertuaed so
that the proximity of two individuals wearing the RFID badgmn

startups in the United Kingdom and now South Africa have riake
the lead in providing end-to-end, innovative solutionsdountries
with limited economies. CubeSat type platforms are comsitiéo
be well suited for building an early space technology cagatcbw

be assessed with a probability in excess of 99% over an aiterv Earth Orbits small satellites, positioned on inclined poldit will
of 20 seconds. The problem of RFID tag is that the reader is re- also be used.

quired, which is normally expensive and the tag normallysdoat
have enough storage to keep the data for long time. Thusjdreq
transferring the logged data to the reader device is negessa
None of technique for the proximity detection is perfectrently
and we will plan a hybrid system to tailor to the environmant i
developing countries.
Existing trace data typically lacks geographical inforimat We

Uploading collected data and receiving instruction do equire
the same level of end-to-end steady connection as email ice Vo
over IP (VolP) do. High-delay connectivity is acceptabldasas
the data collection can be performed within required timeliwe
vision that DTN could be one solution to bring communication
the developing countries. For data collection in EpiMaje, BTN
concept is ideal. The important point here is that CubeSatisie

are experimenting GPS equipped mobile phones, small cemput to implement a DTN protocol. Figure 7 shows a system overview

ers, and embedded Linux boards to design tracking and $ateln
mechanisms in an efficient and inexpensive way. Softwartaitta
tects proximate devices for the phone will be developed dase
our previous work, extending to GPS tracking and capturing i
age/sound as necessary to record contexts in the envirésnidre
proximity networks represent pair relationships, proxynbased
modularity, and social interactions, while online basddriactions
such as email, instant messaging, and social network ssr{gcg.
Facebook, LinkedIn, Orkut) represent another type of $aciar-
actions. We collect data from online social networks to begduer
network analysis, including correlation between two typiesocial
networks.

6.2 Satellite Communication
What about moving data to the location where data analysibea

where CubeSat moves around the earth and connects to the node
when the CubeSat is reachable by the node. The black-padtern
and green(gray) nodes are in a rural area, where a blackrpedt
node is able to access a CubeSat, while a green(gray) no@alyan
connect locally. The black-patterned nodes can uploaditiad
data to the CubeSat and transfer them to the red(dark) nod&s i
rope/USA. The red(dark) nodes will form an overlay to shatad
Krupiarz et al [14] proposed using small SmallSats and DTN fo
Communication in Developing Countries. As the technologg h
been progressing, CubeSat will be increasingly becominmuilpo

in the near future and CubeSat with DTN will be beneficial far t
communication for the applications of ‘disaster warnirigglun-
teer aid worker consultation’ and ‘reporting’, ‘search aedcue’,
‘disaster control information’, ‘weather forecasts andieation’,
and remote sensing data upload/download [3].



demic [1], a little work has been done in this area. Many other
network characteristics (e.g. population size, geogrgbHoca-
tion) can be uncovered. Clustering will be an importantdaco
drive the epidemic, and looking into causal contact pastefrthe
epidemics will give additional insight. The patterns ofrgctions
between individuals are key to understanding how infestidis-
eases spread. Only considering one-dimensional paiiaesiips
may not be sufficient and consideration of the strength agalae-

ity of connections will be necessary.

. Cubesat In EpiMap, we set several goals of data analysis below:
Sate”ite e Estimate social contact parameters relevant to the spifead o
receiver close-contact infectious diseases in a number of contaxts i
node a number of different African countries including deterein
® w/ Internet tion of age-related contact patterns, and comparison legtwe
@ "l settings (e.g. East versus West Africa, urban versus rotal a
w/ satellite wet versus dry season).
‘ Local node

e Estimate patterns of contact with domestic animals and link
with patterns of contact between humans

e Elucidate risk behaviours by linking epidemiological and s

Figure7: Use of CubeSat for Data Collection from Africa cial contact data

] ) ] ‘ e Develop and parameterise mathematical models of a range
SPICE project [17] is planned to build an overlay called ‘Gpa of infections based on observed social contact data
Data Routers’ (SDR) [16], where space-data generated hygéesi

or multiple missions can be shared among Space Agencies, Aca
demic Institutes and Research Centres in a natural, flexdbtmire

and automated manners. A communication overlay modell#d wi
be developed according to a thematic context of missionguiGt
Segment topological distribution, Agency policies and Kgaiion
restrictions and requirements. A DTN-enabled device thadrpo-
rates the Space Agency administrative instructions andipsifor
data dissemination and resource utilization and integrtie DTN

e Provide a quantitative description of human-human and
human-animal contact patterns within Africa for a wide
range of researchers and scientific purposes.

Regression analyses will be used to assess factors umdgrlyi
contact patterns, including age, gender, household sidecam-
position, region, country, season etc, based on previalediyed
methods. The model can be used to help explain differencamin
\ 19 ! . tact patterns observed between different settings or fardifit sea-
protocol stack with application, network and link layer frols is sons and generalise the results to other settings. Age anexto
essential. , _ specific contact matrices will be generated, using preVjodevel-

Potentially we would extend the SDR overlay by integrating ,neq methods. These information will be used to estimatbasie
CubeSat. In an overlay, some nodes may not have access 10 th¢gproduction number with knowledge of the population str
CubeSat but locally it can transmit the data to the node that h 4o from the dominant eigenvalue of the next generationaipe
access to the CubeSat. This enables the developing cautuirif- Bootstrap confidence intervals for the reproduction nurmiibe
load the collected data also receive information/resubiradlysis generated by re-sampling from the empirical contact date. rél-
from the data processing unit in Europe/USA. The challeriges  5ijve change in the reproduction number in different sgétirand
realising such a commqnlcatlon platform |nq|ude storingaTeyte for diseases spread through different routes (e.g. aiebwemsus
of data, rule based routing, and load balancing. physical contact) will be calculated as will the effect oéisen on
the reproduction number.

7. DATA ANALYSISSTRATEGY Data on contact with animals will be combined with data on-con
Human oroximity networks display extremely dvnamic tomslo tacts amongst humans to derive a series of animal-humasmhum
P Y > dispiay y ay o contact matrices by age group and other key variables. Twiise

on a spatial and temporal dimensions. We refer to such nksnas b d to devel h ical dels desianed h

‘time-dependent networks’. Generalisation of the measergs of e used fo develop mathematical models designed to assess t
i : i ; emergence of novel pathogens into the human population @mnd h

complex networks is a recent active research topic. Howeved- ; P ) 8 .

. . - - they may spread during the critical first steps. Confident\als
elling dynamic temporal and spatial series of sub-netwdgekg.

trees or motif) in time-dependent networks in a discretenfis a for relevant contact patterns will be derived by bootstiaggrom
future challenge P empirical distributions. In addition, the data on travetimontact

Several researchers have worked on predictive models for ep patterns within and between localities will be used to patamise

demics such as an influenza pandemic [6]. Such models requireSp"’malIy_eXplICIt models.
precise information about mobility, interaction, and bebeal as-

sumption of the population. However, interactions betwiegti- 8. ETHICAL/PRIVACY/ANONYMITY ISSUES

viduals are assumed to follow existing contact models, dbatot We are well aware of ethical and privacy issues for the ctabc

take into the changeable behaviour of human movement. We aimdata, and the data will never be used to identify individudlbe

to build a model incorporating spatial and temporal infaiorafor collected data will be anonymised before analysis. Sotwievel-

improving the predictions. oped for sensor devices and mobile phones may involve asllab
Apart from confirming previously known results, such as theat ration between ad hoc groups of members. When new encounters

gree distributions with high variance of occurrence of higlyree occur, there are complex issues in knowing what entitiesust.t
individuals can be associated with an accelerated courthe @&fpi- Based on predefined trust, recommendations, risk evatuatial



experience from past interactions, an entity may derive tast
metrics to use as the basis for authorisation policies foes&con-
trol.

There will be various concerns about privacy, surveillaand
freedom of action. For example, while providing locatiofoima-
tion can clearly be a one-way system where the location gioyi
tools do not track the receivers, once a device receivesn#ton
its location is potentially available to others. We will éxip vari-
ous methodologies to protect the participants’ privacy piM&ap.

(4]

(5]
(6]

9. SUMMARY AND FUTURE WORKS

We describe our vision of the EpiMap project, where mobile
phones and sensors record proximity to other devices. Thjeqt
will gather information on human interactions in rural coomi
ties of developing countries in Asia, Africa and South Aroari
The EpiMap project evolved from the FluPhone project in Wwhic
we deployed data collection of human contact, flu-like syom
and virtual disease spread using various phones. In Epillep,
lay Tolerant Networking takes an important role to colleatadand
transmit them from developing countries to Europe. We éonis
to use CubeSat to move data in a delay tolerant manner ardi buil
an overlay network to share the data among the institutMfithin
the developing countries, we will build a system for hybriet-n
working of opportunistic and infrastructure-based neksoiMain
challenges are the computer networks and power supply ai rur
villages of developing countries. The collected inforroatwill
be used to develop improved mathematical models for theadpre
of infectious diseases, such as measles, TB and pneumobdigca
eases. The modelling is complemented by surveys to understa
the characteristics of living conditions in such rural ages. The
outcome of EpiMap can be used to help design more efficient vac
cination strategies and equitable control programmes.

In EpiMap, our study will be extended towards understanding [15]
human behaviour. Individuals may change their behaviousdo-
eral reasons: by being ill themselves, by caring for othdrs are
ill, or by changing their normal habits in the belief it willimimise
their risk of infection. A recent study suggests that pulblans-
port usage may decline in the event of an influenza pandendic an [16]
that people may stay at home rather than go to work and risk in-
fection. If such precautionary behaviours were to be adbpyea
large number of individuals, the economic implications \@ooe
profound.

[7]
(8]

(9]

[10]

[11]
[12]

[13]

[14]

[17]
(18]
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