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Part 1: Previousresear ch and track record

This proposal seeks funding for a PhD student to carry out research into an Event Brokering System on messaging middle-
warein adistributed mobile environment. Below, the background of the Opera group in the University of Cambridge Com-
puter Laboratory and the proposed PhD student (Eiko Y oneki) are described. Part 1 references (1-8) areincluded with Part 2.

Jean Bacon, Opera Group, CL

Jean Bacon is a Reader in Distributed Systems at the University of Cambridge Computer Laboratory. She co-leads the Opera
research group where the focus is on the design and deployment of open, large-scale, widely distributed systems.

Two major thrusts are in the areas of asynchronous middleware, originating with the Cambridge Event Architecture (CEA),
and an open access control architecture for secure interworking services (OASIS). An overview of thework isgivenin [1, 2].

A recent grant in the area of this proposal is Global Computing Using Events, EPSRC GR/M22413. Our publish, register,
notify paradigm was incorporated into standard CORBA, using CORBA-IDL to specify events. Subsequently, we added event
storage to the architecture and used ODL for event typing and OQL for querying event stores. The softwareis available from
our web site, http://www.cl.cam.ac.uk/Research/SRG/opera/projects /index.html. Its application in a pervasive computing
environment is demonstrated in [3].

Thefocusin CEA and its extensions was to augment object-oriented middleware (then prevalent), which is based on syn-
chronous method invocation, with asynchronous event-based communication. Even so, all communicating parties have to be
mutually aware and simultaneously active which is appropriate for alocalised pervasive computing environment or afedera-
tion of such environments. We went on to develop Hermes [4] in which we have investigated the use of XML and an event-
broker system for wide-area, scalable event transmission, while retaining CEA's notion of event type, type hierarchy and
super-type subscriptions. Using typed events and type hierarchies helps in federating event systems; we use gateway event
services to negotiate contracts for cross-domain event registration and notification [6]. A scalable routing algorithm using an
overlay routing network avoids global broadcasts by creating rendezvous nodes. Fault-tolerance mechanisms that can cope
with different kinds of failuresin the middleware are integrated with the routing algorithm resulting in a scalable and robust
system. A list of our publicationsin the area of event-based systems can be found at
http://www.cl.cam.ac.uk/Research/SRG/operal/projects/ This proposal isto provide support for mobile senders and receivers.

In addition to grant-focused research, Jean Bacon has supervised graduate students at the Computer Laboratory in distrib-
uted systems since 1985, leading to 19 PhD awards and a further seven in their first to fourth years. She has examined 19
other internal and 12 external, international PhDs in related topics. Employment of her recent graduate students includes
Citrix Research UK, AT& T Research UK, University Lecturersin Cambridge, Singapore and Egypt, Telcordia US, Cisco US,
Fore UK, FutureTV Cambridge, Microsoft Research Cambridge.

Jean Bacon was Editor-in-Chief of IEEE Concurrency during 1999 and 2000. From mid 2000, she was EIC of the IEEE
Computer Society's first online magazine, Distributed Systems Online, http://computer.org/dsonline. She was recently elected
to the IEEE-CS Board of Governors for 2002-2004. Recent conference participation includes:

* ACM SIGOPS European Workshop Programme Chair 1998

 ACM Symposium on Operating Systems Principles (SOSP), Program Committee 1999

» |EEE International Conference on Distributed Computing Systems, ICDCS, PC 1998 Vice chair middleware 2004
* IFIPPACM Middleware PC 1998, 2000, 2001, 2003

» POS9 PC 2000,

» Data Engineering PC 2001

 ACM SACMAT PC 2002, 2003

»  Proposer and organizer of ICDCS workshop on event-based systems (DEBS02), Vienna, July 2002

» VLDB-TES02 Technologies for E-Services, PC 2002

»  Percom (Pervasive Computing) PC 2003

Eiko Yoneki (please see appended work experience details)

Eiko has extensive experience as a software engineer. Through her work with IBM she had several opportunities to collabo-
rate closely with researchers at IBM Almaden Research, IBM Zurich Research, IBM Heidelberg Network Laboratory and
IBM Y orktown Heights Research (see enclosed Work Experience). All of these projects were shipped as strategic IBM prod-
ucts. She has experience in software engineering with extensive work in networking and communications, client/server soft-
ware, object-oriented programming and product development. She is an experienced software developer and is fluent in most
mainstream object oriented and structured programming languages as well as in network protocols (OSI, TCP/IP, NETBIOS,
HTTP, etc.), frameworks, and APIs.



In the WebExpress project (1996-8), she worked on a pioneering project (Java API) that includes a notification mecha-
nism between a C++ server and a Java Client over different address spaces and structured event subscriptions for event traffic
control. An IBM networking division technical award was given for this achievement. Since 1996, she has been working
intensively on Java-based Internet middleware over mobile/wirel ess and network computer environments with optimization of
protocol streams, security, and asynchronous messaging models.

She recelved a postgraduate Diploma in Computer Science from the University of Cambridge in 2002. Her dissertation “A
MobileGateway with a Publish/Subscribe Paradigm over a Wireless Network”, is a middleware system for mobile applica-
tions with messaging as a basis. Her system Pronto [7] uses the Java Message Service (IMS) [34] with extensions and pro-
vides a solution for mobile application-specific problems such as resource congraints, network characteristics, and data opti-
misation. The publish-subscribe paradigm was integrated into the mobile environment and an intelligent gateway was intro-
duced as a message hub to transmit information using store-and-forward messaging. The dissertation obtained an award and
two papers [7,8] have been accepted for publication

This proposal is for support for Eiko to carry out PhD research in the Opera group, under Jean Bacon's supervision, on
current challenges in event-based distributed systems including mobile/wireless environments. Her previous experience, both
inindustrial research and through her Cambridge Diploma dissertation work, makes her ideally suited to this endeavour.

Part 2: Proposed research
2.1 Introduction and Background

Client-end computing devices are becoming increasingly mobile and are based on different communication models. Large
scale distributed systems should offer 1oad sharing and load reduction for good performance. These key issues are more com-
plex for mobile/wirel ess-based applications and web-based services. Characteristics of mobile environments and wirel ess
networks and corrsponding requirements on middleware are as follows:

»  Mobile devices have small ROM/RAM footprints and low CPU and power usage. Remote processing and resource shar-
ing should be offered by the middlieware.

»  Wirdess networks are increasingly packet-oriented. With a bearer such as GPRS (General Packet Radio Service) or
UMTS (Universal Mobile Telecommunications System) users typically pay only for the time they communicate data. Re-
ducing data size for transmission is important.

»  Because of low bandwidth, high latency, and frequent disconnections, a middleware should provide an interface to appli-
cations that allows maintenance of communication during disconnected operation.

» A data source can be interpreted in different formats and semantics depending on the specifications of mobile devices
and wireless networks. Semantic transcoding technology [29] provides better efficiency in data flow.

» Therearevarious bearers such as 2G, 2.5G, 3G, Bluetooth, and |IEEE 802.11, and many devices are non-programmable.
A middleware needs to offer an interface with a communication abstraction and a gateway/proxy for the clients' devices.

»  An ad-hoc network, afeature of some mobile/wireless networks, is a dynamically re-configurable wireless network with-
out a fixed infrastructure that does not require the intervention of a centralised access point.

The architecture of a distributed system at this level needs careful consideration, and it is essential to provide core functional-
ity for such a system as a semantics-based middleware; that is, resources must be tailored to the required services and appli-
cations to give seamless access and unrestricted mobility.

Evolution of communication for loosely coupled, mobile components

Asdiscussed in Part 1, closely coupled (synchronous) communication, as provided in object oriented middieware (OOM)
such as Java RMI and CORBA, is not appropriate for loosely coupled, and/or mobile, senders and receivers. OOM-providers
added (asynchronous) message passing extensions but static dependencies remained and none supported wide-area, large-
scale interworking where participants might be anonymous, might detach or move. The minimum requirement for theseis
Message Oriented Middleware (MOM), underlying event-based systems, so that heterogeneous, distributed, and dynamically
changing components of large information systems can interoperate. Thisis acknowledged in the business domain through
the provision of Sun’s JIMS API [26] as a common interface for Java applicationsto IBM’'s MQSeries [25], Microsoft Mes-
sage Queue (MSMQ), TIBCO's TIB/Rendezvous [39], Softwired’siBus[37], and BEA’s WebL ogic [41].

In the research domain, in addition to Hermes [4] described in Part 1, the Siena project [10,11,12] created a distributed event
service. The three main components, event sources, event sinks, and event brokers can be interconnected in an arbitrary to-
pology. Gryphon [24] is a distributed topic-based and content-based message brokering system that uses an information flow
approach to model its behaviour. The Grid Event Service [14] is designed for a large, decentralized network of services. It
groups event brokersinto a hierarchical cluster topology and supports reliable delivery of events by using persistence features.
Narada [30] is based on the Grid Event Service and implements the IMS API. None of these systems support mobile sources
and sinks with substantial consideration of the mobile computing specific environment.

Peer -to-Peer (P2P), a new paradigm



A complementary type of distributed system, based on the peer-to-peer network, emerged independently of the enterprise
domain. The peer-to-peer style interaction model facilitates sophisticated resource sharing environments between peers over
the edges of the Internet. Peer interactions involve advertising resources, search and subsequent discovery of resources, re-
guest for access to these resources, responses to these requests, and exchange of messages between peers. Scribe [42] from
Microsoft is a topic-centric publish/subscribe messaging system based on the peer-to-peer platform Pastry [33]. Pastry utilizes
routing mechanisms to achieve great scalability. Scribe depends on Pastry to route messages to the destinations. Siena
[10,11,12], Gryphon [24], Hermes [4] and Narada [30] are also built over peer-to-peer network.

Some initiatives were recently made towards building libraries or frameworks for deploying peer-to-peer applications. Sun
Microsystems JXTA [38] isalibrary specification for peer-to-peer computing, defining three layers: a core layer, a service
layer, and an application layer. The application layer wraps all the applications that are developed by JXTA programmers.
The service layer contains services simplifying the development task for the programmer. The IXTA community currently
implements various services such as protocols for service discovery and many-to-many communication. The core IXTA layer
consists of protocols ensuring basic communication between peers, message routing or peer group creation. We intend to start
from JXTA, extending it to support mobility.

With the emergence of peer-to-peer infrastructures, new forms of decoupled interactions are needed. It is challenging to
devise a smple abstraction that can directly fit these architectures and potentially be supported by future Internet-wide oper-
ating systems. Creating a grid of event brokers is an interesting key technique to provide reliability and scalability in an
event-based distributed system. Event brokers could form a group to provide scalability at the cluster level; which may then
be linked together for geographic scaling through link bundles that provide redundant connections between groups.

Integration of event-based systems and mobile computing isimmature

In the enterprise domain, messaging is becoming the dominant style of communication among components, because it sup-
ports decoupled interactions. However, intranets with centralised administration are still predominant. Recent extensions to
mobile computing are done by adding an edge server to manage mobile devices, as in Softwired iBugMobile [37].
iBugMobile is designed as an extension of J2EE application servers. It includes a messaging middleware client library com-
patible with the IMS standard as well as a middleware gateway used to connect mobile applications to J2EE application serv-
ers. It supports mobile communication-specific protocols such as GPRS, UMTS, and CDPD. This approach is not fully scal-
able to more dynamically extended business over the Internet via web services or mobile computing.

In the research domain, peer-to-peer network based messaging has been evolving. Because of the power of the pub-
lish/subscribe paradigm, this will be the way to establish communication platform over wide area networks. However, support
for mobile computing is not yet sufficient. Most research is focusing on integrating ad-hoc networks into peer-to-peer net-
works, but this will not support mobile computing in its full generality. IBM released the WebSphere Event Broker with MQ
Everyplace for the integration of event-based systems with mobile applications. These decentralised event-based systems are
still immature and fragmented; integrating a mobile environment requires architecting event-based systems on both wired
and mobile networks from a unified viewpoint [16,17, 28]. Thus, there is a strong need for research on how we can abstract
messaging in hybrid mixed environments.

Pronto (by Eiko Yoneki [7]) addresses design issues for a messaging system in mobile environments and provides a light-
weight MOM client, a gateway as a message hub with store-and-forward messaging, and Serverless, MOM-based |P multi-
cast over IMS environments. Pronto offered a similar concept to an event broker over a JIMS environment addressing data
optimization through semantic transcoding and cascading gateways. The proposed research builds on this start and will
create an event-based distributed system Ecco over a peer-to-peer network using a multi event broker model. Other event-
based systems will be integrated within a unified interface and, in particular, we will adapt Ecco to mobile computing
environments and web services. Our aims are as follows; how we will meet them is described in Section 2.2.

» Todesign an event-based system providing publish-subscribe functionality and implementation based on IXTA

* Todesign and implement algorithms for dynamic, event-broker grid formation with context-awareness and infrastructure
for constrained mobile computing environments

* Todesign and implement service discovery over an event broker system

» Tointegrate other event-based systems (e.g., Java Message Service -IMS)

* Todesign and implement a gateway for non-programmabl e mobile devices and provide optimised data flow

*  Toprovide a security framework

» Toprovide an engine for processing composite events for an active information framework (see the detail for2.2.3)

»  Toevauate the performance of the system

2.2 M ethodology and wor k programme

An overview of the project is given in the enclosed workplan which comprises six main phases. First, components of a JXTA-
based system will be designed and integrated in workunits 1 and 2. Creating an event broker grid (Unit 2.1) is a key factor
in providing reliability and scalability in an event-based distributed system. The grid consists of event brokering agents
(called also broker agent or agent), and a broker agent performs routing, receiving events, and sending events. Broker agents
can form a group to provide scalability at the cluster level; a group of agents can then be linked together in a flexible, fault-
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tolerant, efficient, high-performance fashion in a publish-subscribe model. Dynamic grid formation is essential, including
context-awareness and an infrastructure such as hierarchy and grouping for better performance. The proposed system is for
wide area networks and requires service discovery, various communication schemes, fault tolerance, and security (wor kunits
3 and 4).

The event broker approach is attractive for the integration of generic event-based systems with mobile computing and
web services, because it allows heterogeneous messaging systems to be combined under a unified interface (workunit 3). In
particular, constrained mobile devices can take advantage of resource sharing from middleware systems. Non-programmable
devices will be integrated with event broker systems by means of a gateway (unit 3.2).

Another important goal in this research is to adapt an Event Condition Action (ECA) Rule Engine (workunit 5) for
running components that are required to perform active rule computations within broker agents. Combining ECA-rules,
complex event composition, and detection with event-based systems should provide a sound active information framework for
workflow construction. We also aim at establishing a unified semantics-based APl across event broker implementations in-
cluding messaging across brokers.

Ecco uses JXTA as a base, which provides a general peer-to-peer platform (wor kunit 2). Ecco constructs an event bro-
ker agent system on top of JXTA and the distributed event-based interaction, which provides the abstraction to hide the
mechanism of a low-level IXTA peer-to-peer library, enables preservation of the decoupled flavour of peer-to-peer applica-
tions. IXTA offers a solid peer-to-peer platform supporting routing and security, a membership service, a discovery service, a
local cache, and pipes for communication endpoints for peers. Although JXTA is not a mature peer-to-peer platform, and
several performance issues have been raised, it is the most promising starting point. We expect this research to contribute to
the evolution of IXTA. Alternatively, Ecco could construct a native mode of event broker agent grid with Pastry. An overview
of an event broker agent system is shown in Figure 1. Broker agents are linked together to form a grid of event broker sys-
tems. Connectors provide a proxy to communicate with different event-based systems such as a IMS based messaging system.
Gateway connectors provide an edge point to those mobile devices that are not capable of communicating directly with the
event broker agent system. Broker agents triggered by event condition action may spawn mobile agents, which perform tem-
poral broker agent functions at the specified location. Mobile agents are autonomous code entities that can stop, move them-
selves to another agent-enabled host on the network, and continue execution, deciding where to go and what to do aong the

way.
=
JXTA P2P
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Figure 1. Overview of Ecco - an Event Broker Agent System
Ecco consists of the following two main components Publish-Subscribe API ,_,
(Workunit _']_) Discovery Reliability ISecurity IQoS ITranspon
Event Brokering Agent _
. . . Baglet 4— P ECAEngine
»  Event Broker Agent (detailed in section 2.2.1) D
consists of Discovery, Reiability, Security, QoS, XTA
Communication Transport, and Publish-Subscribe Top
services as sub-components. P

 ECA RuleEngine (detailed in section 2.2.2) is

. Fi 2. E C t
embedded in Event Broker Agent. gure cco Lomponents

The base of Ecco is a peer-to-peer grid comprising resources such as relatively static clients, high-end resources and a dy-
namic collection of multiple peer-to-peer systems. For a hybrid environment, services can be hosted on such a peer-to-peer
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grid with peer groups managed locally and arranged into a global system supporting core servers. Access to services can then
be mediated either by the agent or aternatively by direct peer-to-peer interaction between machines. The distributed broker
approach scales best globally, but is less suitable for managing the rich structure of the transient service characteristics of
complex tasks.

2.2.1 The Event Broker Agent using JXTA pub/sub (workunit 2)

In the Event Broker Agent a transient component named baglet (see Figure 2) is used for the subscription and distribution of
events. A baglet is responsible for receiving an event, either asynchronously or synchronously, performing any ECA rule
defined for the event, and generating new events that are published back to the agent. A baglet is activated (by the agent) to
handle one particular event, after which it terminates. A connector is a specific type of baglet that has dightly different run-
time semantics. The connector is permanently active in the agent where it is deployed and is used to interface with IMS,
JXTA groups, and the gateway to the specific network environment. Design issues on the functions of an event-broker agent
arelisted below:

Topology and Dynamic Grid Formation (unit 2.1): A peer-to-peer topology is fully decentralized, with no central serversor

routers involved. It alows many network nodes, because connections and workload are shared among peers. The disadvan-

tage is high latency, because messages have usually to traverse multiple peers. In addition, slow peers on the route degrade
performance. The peer-to-peer cluster topology is a more recent approach. The network is divided into clusters that have
knowledge of the peers. Clustering helps to lower unnecessary traffic but still lacks efficient group communication mecha-

nisms. A heterogeneous and dynamic service for peer-to-peer networks when the grid is created or changed is especially im-

portant for the integration of a mobile computing environment.

» Adding infrastructure to the topology Adding a hierarchy facilitates route aggregation to decrease network load, which is
imposed by traditional broadcast-style techniques. Another possibility would be a virtual overlay network for each topic
group, or specific device groups, independently of the existing peer-to-peer network, allowing a more efficient set up of
the topology. In addition, the topology could also be adjusted dynamically to respond to changes and optimise delivery.
Only the bandwidth of involved peers is consumed since the virtual network includes only peers interested in atopic. In-
troduction of hierarchy and grouping should also provide performance benefits, since they reduce broadcasts significantly.

» Location and Context-awareness - allows peer-to-peer applications to exploit information on the underlying network
context for better performance and better group organisation [18,35]. Information such as location, availahility of re-
source, battery power, servicesin reach, and relative distances can be used to improve the routing structure of the peer-to-
peer network, thus reducing the routing overhead.

Routing Algorithm and Subscription Language (unit 2.2): Topic-based addressing is an abstraction of numeric network
addressing schemes. With content-based subscription as used in Siena [10], Gryphon [24], and Elvin [36], delivery depends
only on message content, and applications can therefore select different combinations of messages without changing the ad-
dressing structure. Content-based subscription extends the capability of event notification with more expressive subscription
filters compared to topic-based subscription. The most advanced and expressive form of subscription language is content-
based with pattern matching; such alanguage isimportant for event notification.

Common topic-based systems arrange topicsin hierarchies, but a topic cannot have several super topics. Type-based subscrip-
tion, introduced in [4, 19, 20, 21], provides a natural way of doing thisif the language offers multiple sub-typing, thus avoid-
ing any explicit message classification through topics. This works well with typed languages, but it is complex to deploy this
degree of serialisation of objects. Also, mobile applications may not have the concept of objects or typing. It istherefore better
to provide an abstraction of an addressing scheme based on the current name-based addressing. Supporting hierarchy and
wildcards in the topic allow subscribers flexibility in subscriptions. The combination of hierarchical topics and high speed
content filtering provides the flexibility necessary to allow applications to evolve beyond their initial design. In Pronto [7],
besides topic-based routing, a filtering function that selects messages based on their content is supported. The content filter
language is based on the WHERE syntax of SQL92 over XML messages. Content-based publish/subscribe is essential for
better (filtered) data flow in mobile computing. An event broker agent serves the event service to satisfy the information
needs of all connected event consumers by topic and content-based routing of notifications. Embedding routing decisions at
each agent, depending on the content, can be expensive but offers several advantages. The combination of topic and content-
base routing is best for mobile computing.

Communication Transport (unit 2.3): Wireless data networks have more constrained communication environments than
wired networks, due to mobile computing. Thus, communication has to be extremely efficient. [13,22,27]. In general, a mes-
saging system deployed on a public network cannot depend on homogeneous router technology, and it should not rely on
LAN or IP multicast technologies. Instead, universally adopted standards such as TCP/IP or HTTP should be used for al
communication. However, multicast can provide an efficient way of sending data to many destinations, and recent devel op-
ments such as Pragmatic General Multicast (PGM) [23,31] brought a new dimension to multicast [9]. If a suitable network
communication is available, it should be used to get the best performance for data transmission. On the other hand, messag-



ing systems require broader functionality for various QoS parameters like message priority and expiration time. These pa-
rameters directly influence the message distribution process. Messages with high priorities are forwarded earlier than concur-
rent messages with low priority. Handling QoS parameters has to be in the overlay network layer to be efficient. Thus, there
should be a dynamic configuration function of communication [15]. Ecco will provide different communication protocols
between client and agent and between agents in a well-hidden manner. IXTA offers Pipes for communication endpoints for
peers, and by using the IXTA Pipes service framework several protocols can be implemented such as Application layer multi-
cast, Reliable multicast over IP multicast, PGM, TCP/IP, SSL, HTTP (HTTPS), RMI and SOAP.

Remote processing and M obile Agents (unit 2.4): In an event broker agent, we plan to use mobile agent technology to acti-
vate event reaction objects, so that mobile devices can take advantage of resources from the event broker agent grid to execute
processes remotely and automatically obtain results from the devices. Mobile agents are autonomous, intelligent programs
that travel to the target agent and apply corrective actions. Agents act as key components within an event broker agent grid,
and combining ECA and mobile agent technology offers an effective computational framework for comtemporary business
practices.

2.2.2 Federation (workunit 3) and large-system extensions (workunit 4)

JM S Integration (unit 3.1): A bridge function to IMS is designed as a connector. A JMS connecter isinstantiated for a JMS
connection, and list of sessionswill be managed. Integrating IMS will transparently replace asingle server or alimited server
JMS systems with alarge scale distributed solution which has failure resiliency, dynamic load balancing and scaling.

JXTA Integration (unit 3.1): We plan to implement a bridge function to JXTA by a proxy node sitting between Ecco and a
JXTA group. JXTA interactions that would be routed by Ecco are fed through the proxy node, which also serves as a rendez-
vous peer. JMS clients can also interact with JXTA peers.

Gateway Integration (unit 3.2): In Pronto, we have introduced Gateway to obtain good performance in messaging over a
mobile/wireless network. Gateway is a message hub to transmit information with store-and-forward messaging that provides
powerful optimisation and data transformation. SmartCaching is an intelligent cache function with Pull, Subscribe, and
Snapshot services. Gateway provides a disconnect operation by using a cache. Figure 3 shows the gateway connector as a

bridge between Ecco and Pronto to integrate them.
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Web services Integration (unit 3.3): A web serviceisacomputer program running on either alocal or remote machine with
a set of well-defined interfaces (ports) specified in XML (WSDL). Web services communicate using messages. Support for
JMS and JXTA in Ecco will ensure that the web services run seamlessly within the same API to either classic 3-tier (client-
middleware-server) or peer-to-peer environments.

M essage I nter operability (unit 3.1-3.3): The above integration of different event-based systems requires message tranda-
tion, because it is unlikely that there will be a single event service standard. Establishing a common message format for
events and messages will be important in gaining interoperability on the grid.

Service Discovery (Naming) (workunit 4, unit 4.1): In distributed peer-to-peer networks, service discovery is complex as
hosts frequently join and leave the overlay network. In mobile systems service discovery may become even more complex
especially in ad-hoc or mixed systems. Current widely used peer-to-peer networks rely on central directory servers or massive
message flooding, clearly not a scalable solution. In such a system, a service is an entity that can be used by a program or
another service. Ecco will combine that functional concept and will create a unique service discovery framework using JXTA.
In Ecco, Agent Locator takes care of service discovery, and clients do not need to keep track of Agent Locators. The Agent
Locator has properties and constraints based on which it decides on the agent that a client will connect to.

Security (unit 4.2): A messaging system deployed over public networks must provide security and privacy features to a de-
gree not mandated over private secured networks. These features must include client authentication, access controls, and



encryption/integrity of messages. Because of decentralized environments with frequent disconnection, it is hard to provide
robust authentication. Grid Security can be deployed on Kerberog/PKI through JXTA security services, but the following
aspects require consideration:

» Message leve: support encryption and cryptography for integrity of messages

» Authentication/authorization: tunnelling from clients allows public agents to be reached from within intranets.

» End-to-end encryption: allows content-based routing without excessive cost for cryptographic operations.

Reliability and Fault-tolerance (unit 4.3): The architecture of event-based systems should be tolerant to error and network
fallout. It should provide an application programmer with the ability to acknowledge and identify such conditions and pursue
alternative means to continue.

2.2.3 The ECA Rule Engine (workunit 5)

The new requirements for event-based systems, high availability auditing, and tracking requirements from enterprise applica-
tion integration, have shown the increasing importance of databases in event-based computing, especialy in large-scale ap-
plication integration [32]. The need to track changing business information reflected in databases has driven the devel opment
of active database technology and continuous query management. The Semantic Web [40] offers a research perspective for
automating business processes. Rule mark-up languages [34] allow modular business rules to be expressed as stand-alone
units in a declarative way. Also, publishing and exchanging them between different systems and tools will play an important
role for facilitating business-to-customer (B2C) and business-to-business (B2B) interactions over the web. Reaction rules
allow the specification of the reactive and communicative behaviour of a system or agent (in other contexts these are called
event-condition-action (ECA) rules or triggers).

In event-based distributed systems, composite events represent complex patterns of activity from distributed sources. Al-
though composite events have been a useful modelling tool in active database research and telecommunications network
monitoring, little progress has been made in using them in large-scale, general-purpose distributed systems. This new re-
quirement will require further work on event composition; ongoing Opera group work in this areais described in [5] and the
approach remains to be evaluated.

The Event Condition Action (ECA) paradigm underpins the way in which large distributed systems are constructed and we
propose to create an ECA Rule Engine in Ecco. ECA triples can be combined to express rules based on event detection, the
application of conditions, and the execution of actions. That is, when something occurs, and an ECA rule can determine what
occurred, an appropriate action is triggered. An ECA Rule Engineis a set of interfaces and semantics that describe the com-
ponents required to build ECA rules; it supports the definition, execution and deployment of ECA rules that are applied to
events. Its goal is to run the components that are required to perform active rule computations expressed through the ECA
rule paradigm. Scalable multi-threaded rule sessions for monitoring complex event sequences will reside in the Event Broker
Agent. This is consistent with the Semantic Web approach, since the events are most likely to be exchanged among all cli-
ents, and the decision logic should be described in a unified way..

In workunit 6 the system will be integrated and tested and evaluation will be carried out. Our methodology is to test the ear-
lier workunits as they develop (see the milestones in the workplan), and this latter stage is to evaluate the integration of the
already tested system components.

2.3 Beneficiaries

This research aims to create a comprehensive software platform for extending Internet-based applications to a wide range of
network-edge (pervasive) devices that can enable end-to-end solutions across multiple market segments. Device and server-
side software can help device manufacturers, application developers, and platform integrators to streamline the production
and rollout of small-footprint applications that will generate new businesses, and differentiate their products with innovative
service packages. As an example, it could be used for pervasive computing, thus providing personalised, instantaneous access
to information (stock quotes, news, email, calendar-alerts, etc.), in real-time and in areliable manner.

Integrating an Event Condition Action (ECA) engine with event broker systems is the way to construct large distributed sys-
tems where events are the common currency. Events reflect the movement and flow of information around a system. At the
highest level, the business events describe the processes that define a business and how it works. At the lowest level, they
reflect the internal processes within a system and how the individual parts interact with each other.

2.4 Dissemination and exploitation

The Opera group pioneered event-based systems in the mid 1990s as the paradigm for pervasive and mobile computing. We
will continue to participate as organisers and programme committee members of workshops and conferences in the area. We
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will publish our work (Eiko has had two papers on her Diploma dissertation accepted for an ICDCS workshop and Middle-
ware 2003). As milestones are met we will make the software available for download by other researchers.

2.5 Resources

We request support for travel and subsistence to present our work (for example at Middleware, ICDCS, ACM SIG Mohbile,
DEBS) and to maintain contact with other groups working in the area, for example TU Darmstadt (Rebeca) and IBM TJW
(Gryphon). Opera group members spent three month periods with both of these groups in 2002. Also we request support for
ten percent of a Computer Officer, to support the extensive experimental work, and eguipment for implementing Ecco includ-
ing trials with small mobile devices and a substantial smulation to evaluate the large-scale system.

Summary

In the enterprise domain, messaging is becoming the dominant communication mechanism, through its support for de-
coupled interactions. However, intranets with centralised administration are still predominant. Some attempts have been
made to integrate mobility but these have been ad hoc; no-one is providing a solution that fully integrates mobile computing
and traditional messaging.

In the research domain, P2P based messaging, with the publish/subscribe paradigm, has emerged as the most promising
approach to communication over wide area networks. But it has not yet integrated mobility. The alternative research focus for
mobile computing, Ad-Hoc networking, does not fully address wide-area, large-scale solutions.

There is therefore a need for research on how a P2P substrate can be built on to provide unified support for mobile sources
and sinks for large-scale, widely distributed environments. Ecco addresses this need.
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