Pseudonymity is the
best that you can do

David Evan
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Devices have persistent
or transient identities

® Bluetooth devices: MAC address

® RFID tag: serial number, etc.




Device identities are
essential

® packet addresses
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Anonymity =
unlinkability

® no multi-packet communications protocols
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device identities are




Which needs to know
what!?
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Pseudonymity is
inevitable

® |ots of system components need

® complex protocols

. - : e o _— : " Wi ¥ R
» . : b 4
3 ) - ' < ".\_ - ~ . . . v »
9 v




Sample application
requirements

® attribute multiple interactions to the same
device

® session length—a few hours? a week?
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Achieving privacy

® responsibility should rest with the
application more than with the
infrastructure
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What labelling
accomplishes

® gives privacy context to data

® provides anchors for policy
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Things to think about

® essential application requirements

® Oyster allows pseudonymous travel
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