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Purpose
This test kit allows vendors to demonstrate compatibility of their computer systems and or devices with Citrix XenServer(. The components used in the configuration should be those which customers would be expected to use and that the vendor will support. Upon successful completion of the self-test program, the vendor will be considered for inclusion in the XenServer Hardware Compatibility List (HCL). Results are also eligible for validation purposes with the Citrix-Ready program. 
Instructions

This baseline test kit program is divided into sections that demonstrate that essential Citrix XenServer functionality is maintained after the vendor’s solutions are co-installed. These include Citrix XenServer Installation, Citrix XenServer Console Operation, Virtual Machine installation and management for both MS Windows and Linux clients including VM tools installation, VM operation and VM re-location.

While these sections are identified as mandatory tests, there is opportunity for the vendor to introduce additional tests that demonstrate additional areas of functionality applicable to the vendor. These additional tests are optional and are at the complete discretion of the vendor. 
All test results should be reported in the Verification Results Form. Each test case execution must be documented by the vendor as passed, failed or “other”. Possible reasons for “other” include: not tested with justification, doesn’t apply (e.g. the vendor doesn’t support Linux OS), etc. For each test, the vendor is asked to provide details that will help Citrix understand the circumstances under which the test was done and the results achieved, e.g., specific settings, software versions used, etc. The report will remain confidential and is intended only for mutual use by the vendor and Citrix. Citrix will not share, publish, or otherwise distribute test reports to any other party without prior written consent from the vendor.

Citrix Ready Procedural Support
For information on Citrix Ready within the Citrix Global Alliance Partners Program, please contact: 
 

Customer Care in the Americas: customercare@citrix.com or 1-800-4-CITRIX
Partner Operations in Europe, Asia, and Pacific: pops@eu.citrix.com or 0044-1908-357851
 

Or, you can email the Citrix Global Alliance Partner Program directly at CitrixReady@citrix.com.
If you require assistance with a Citrix Ready Test Plan, please send an email to CitrixReady@citrix.com. Be as specific as possible so that Citrix can better assist you.  

Introduction

This document provides test case scenarios and plans for self-testing server vendor product compatibility with XenServer 6.0.  It is always assumed that the vendor has successfully installed XenServer using the XenServer installation guide available for download with the XenServer software at www.mycitrix.com.  You will need your secure login and password issued by Citrix with your Citrix Ready membership.  

Following the successful implementation of XenServer, the vendor should install their product(s) and execute the following series of tests to ensure that there are no discernable disadvantages or changes in performance.  If any such event occurs, it should be noted as such in the test results. 
Citrix reserves the right to decline acceptance of any verification results submitted on that basis. 

Testing Environment

The XenServer Host System Requirements: 

The XenServer host is a 64-bit x86 server-class machine devoted to hosting multiple VMs. This machine runs a stripped-down Linux operating system with a Xen-enabled kernel which controls the interaction between the virtualized devices seen by VMs and the physical hardware. The following are the system requirements for the tests: 

CPUs: 
One or more 64-bit x86 CPU(s), 1.5 GHz minimum, 2 GHz or faster multi-core CPU recommended. To support VMs running Windows, an Intel VT or AMD-V 64-bit x86-based system with one or more CPU(s) is required.

RAM: 

2 GB minimum, 4 GB or more recommended

Disk space:
Locally attached storage (PATA, SATA, SCSI, SAS) with 16 GB of disk space minimum, 60Gb or more disk space is recommended. 

General disk space requirements for VMs:

· Product installation creates two 4GB partitions for the XenServer Host Control Domain; remaining space is available for VMs

· Templates for most Linux and Windows Server 2000/2003/XP VMs generally require 8GB storage at a minimum. Templates for Windows Server 2008/Vista generally require 24GB at a minimum. 
XenCenter Requirements:

The remote XenCenter application for managing the XenServer Host can be installed and run on any Windows Server 2003, 2008, Windows XP, Windows Vista, or Windows 7 workstation. The following are the system requirements for XenCenter:

Operating system: 
Windows XP, Windows Server 2003, 2008, Windows Vista, or Windows 7
.NET framework: 
Version 3.5
CPU Speed: 

750 MHz minimum, 1 GHz or faster recommended

RAM: 


1 GB minimum, 2 GB or more recommended

Disk space: 

100 MB minimum

Network interface card:
100Mb or faster NIC
VM guest support:

All Windows VMs are created via installing the operating system from either the Microsoft installation media in the XenServer Host physical CD/DVD-ROM drive or a network-accessible ISO image to the appropriate VM template. For a list of supported Windows versions and Linux distributions that are supported, refer to the XenServer Virtual Machine Installation Guide.

Test Scenarios

1. XenServer Host Installation

	
	Mandatory

	
	Test ID 
	XC.CD.1

	
	Description
	Refer to the section titled “Installing XenServer and XenCenter” of the XenServer Installation Guide for specific installation instructions. 

The purpose of this test is to verify that the vendor is able to successfully install XenServer on the candidate target computer system. 
Any XenServer network, from the simplest to the most complex deployment, is made up of one or more XenServer Hosts, each running some number of VMs, and one or more workstations running XenCenter to administer the XenServer Hosts. Installers for both the XenServer Host and XenCenter are on the installation media. The installation media also includes the Readme First, which provides descriptions of and links to helpful resources, including product documentation for XenServer and XenServer components. 
This test will validate that the XenServer installer environment can successfully be read and executed from a local CD/DVD drive. 

	
	Pass/Fail Criteria
	1. Using the XenServer admin guide steps, install and ensure that no errors are presented during the install. 
· Refer to the XenServer installation guide for hardware requirements.

2. The server should boot into the XenServer installer without error. 
3. The disk selections screen should find all the local storage devices.




2. XenCenter Installation
	
	Mandatory

	
	Test ID 
	XS.XC.1   

	
	Description
	Refer to the section titled “Installing XenServer and XenCenter” of the XenServer Installation Guide for specific installation instructions. 

XenCenter is a Windows client application. XenCenter must be installed on a remote machine that can connect to the XenServer Host through the network; it cannot run on the same machine as the XenServer Host. It can be installed and run on Windows 2000/2003/2008/XP/Vista/7 computers. The .NET framework version 3.5 or above must be installed as well.
This test will validate that XenCenter was successfully installed and operates normally in an environment where the vendor’s product(s) are co-installed and operating together.  

	
	Pass/Fail Criteria
	When complete, there will be a Citrix XenCenter group on the All Programs list. Verify that XenCenter is able to launch successfully.


3. Local Console Operation

	
	Mandatory

	
	Test ID 
	XS.XC.2     

	
	Description
	This test will validate that local console operations run normally in an environment where the vendor’s product(s) is co-installed and operating together.  



	
	Pass/Fail Criteria
	Verify that compatible drivers for required video and keyboard hardware successfully installed and that video and keyboard functions of the XenServer console are operating normally.


4. Virtual Machine Installation - Windows
	
	Mandatory

	
	Test ID 
	XS.WIN.1   

	
	Description
	Refer to the section titled “Creating Windows VMs” in the XenServer Virtual Machine Installation Guide for instructions on how to create and install a Windows virtual machine.   
This test will validate that a Windows Server 2008 (or similar) VM was successfully created and appropriately interacts with your computer system.


	
	Pass/Fail Criteria
	1. The creation and installation of the Windows VM should complete without failures or generating error messages. 

2. All aspects of VM operation should appear normal, including access to the network.


5. Install Windows Paravirtualized Drivers
	
	Mandatory

	
	Test ID 
	XS.WIN.2       

	
	Description
	Refer to the section titled “XenServer Tools” under “Advanced Notes for Virtual Machines” in the XenServer Virtual Machine Installation Guide for instructions on how to install Windows Paravirtualized drivers.  These drivers replace the emulated devices and provide high-speed transport between Windows and the XenServer product family software.

This test will validate that Windows Paravirtualized drivers were successfully installed.  

	
	Pass/Fail Criteria
	1. The installation should complete without generating error messages. In XenCenter, the General tab for the Windows VM guest will show that the Virtualization is Optimized. Alternatively, it will say “XenServer Tools not installed” in red if the drivers are not detected.


6. Virtual Machine Operation – Windows     Start up and Shutdown
	
	Mandatory

	
	Test ID 
	XS.WIN.3

	
	Description
	Refer to the help guide in XenCenter for details on how to successfully start-up and shut down a VM. This test will validate that the basic Window VM startup and shutdown operations run successfully.   



	
	Pass/Fail Criteria
	All operations should complete without generating error messages or VM crash. Indicate if any failures occur.


7. Virtual Machine Operation – Windows     Suspend and Resume
	
	Mandatory

	
	Test ID 
	XS.WIN.4

	
	Description
	Refer to the help guide in XenCenter for details on how to successfully suspend and resume a VM This test will validate that the basic Window VM suspend and resume operations run successfully.   



	
	Pass/Fail Criteria
	All operations should complete without generating error messages or VM crash. Indicate if any failures occur.


8. Virtual Machine Operation – Windows     VM Relocation
	
	Mandatory

	
	Test ID 
	XS.WIN.5

	
	Description
	Refer to the help guide in XenCenter for details on how to successfully use the XenServer VM relocation feature called XenMotion. 

This test requires that a second XenServer with shared storage be created. Storage can be NFS, iSCSI or FC.  This test will validate that the XenMotion tool successfully relocates a designated VM to the second XenServer host. The VM should be loaded with typical memory and I/O workloads.



	
	Pass/Fail Criteria
	All relocations should complete without generating error messages or VM crashes. Indicate if any failures occur. 


9. Virtual Machine Installation – Linux 

	
	Mandatory

	
	Test ID 
	XS.LIN.1

	
	Description
	Refer to the section titled “Creating Linux VMs” in the XenServer Virtual Machine Installation Guide for instructions on how to create and install a Linux virtual machine.   
The purpose of this test is to validate that the vendor is able to successfully create and operate client VMs using a Linux OS. It is essential that the vendor specify in the results which OS version(s) were utilized
This test will validate that a Linux client VM was successfully created and a supported Linux distribution was installed successfully. 

 

	
	Pass/Fail Criteria
	Installation should complete without failures or generating error messages. Indicate if any failures occur.


10. Linux  VM Operation – Start up and Shutdown 
	
	Mandatory

	
	Test ID 
	XS.LIN.2

	
	Description
	Refer to the help guide in XenCenter for details on how to successfully start-up and shut down a VM. 

This test will validate that the basic Linux VM startup and shutdown operations run successfully.   



	
	Pass/Fail Criteria
	All operations should complete without error or VM crash. Indicate if any failures occur.



11. Linux  VM Operation – Suspend and Resume 
	
	Mandatory

	
	Test ID 
	XS.LIN.3

	
	Description
	Refer to the help guide in XenCenter for details on how to successfully suspend and resume a VM. 
This test will validate that the basic Linux VM suspend and resume operations run successfully.   



	
	Pass/Fail Criteria
	All operations should complete without error or VM crash. Indicate if any failures occur.



12. Virtual Machine Operation – Linux     VM Relocation
	
	Mandatory

	
	Test ID 
	XS.LIN.4

	
	Description
	Refer to the help guide in XenCenter for details on how to successfully use the XenServer VM relocation feature called XenMotion. 

This test requires that a second XenServer with shared storage be created. Storage can be NFS, iSCSI or FC.  This test will validate that the XenMotion tool successfully relocates a designated VM to the second XenServer host. The VM should be loaded with typical memory and I/O workloads.



	
	Pass/Fail Criteria
	All relocations should complete without generating error messages or VM crashes. Indicate if any failures occur. 


13. XenServer Network/NIC Tests
	
	Mandatory

	
	Test ID 
	XS.NIC.1

	
	Description
	Download and install iPerf on both a Windows VM, a Linux VM, and a control host external to the XenServer and run the following set of tests between each VM and the control host:

· TCP bi-directional test with a duration of 300 seconds

Example VM: iperf.exe -c 192.168.1.1 -d -t 300

Example Control Host: iperf.exe -s

· UDP test with a duration of 300 seconds

Example VM iPerf Client: iperf.exe -c 192.168.1.1 -u -t 300 -b <bandwidth>
Replace <bandwidth> with “100M”  for a 1 Gb/s network

Example Control Host iPerf Server: iperf.exe -s -u

· Repeat the UDP test while using the VM as the iPerf server and the Control Host as the iPerf client
· Run the same tests while utilizing a NIC bond

The following tests must also be completed to verify NIC connectivity:

· Verify that it is possible to connect by RDP to the Windows VM over both an external network and an external bonded network.
· Create an internal XenServer private network and add two or more VMs to the network.  You will need to manually configure IP addresses for these VMs unless a machine running DHCP was added to the private internal network.  Verify connectivity between these VMs through the use of iPerf.
More info on XenServer networking can be found in the XenCenter Help under Managing Servers/Configuring networking/.
It is very important that the XenServer Tools are installed on each VM and that the full test suite is run on each VM.  Please include all iPerf logs and a server status report from immediately after completion of this testing.


	
	Pass/Fail Criteria
	The TCP tests are completed without any errors and have a combined line speed of at least 10% of the available bandwidth.  The UDP tests are completed with less than a 5% loss rate.  Connecting by RDP to the Windows VM is usable with acceptable latency and internal XenServer communication via an internal network is successful.  Communication through a NIC bond does not display any reduced functionality.



14. Checkpoint and Rollback
	
	Mandatory

	
	Test ID 
	XS.CHK.1

	
	Description
	Refer to the help guide in XenCenter for details on how to create VM snapshots.

This test will verify that a snapshot can be successfully created on a virtual machine.  Once the snapshot is created, create a test file and note the location where it was created.  Roll back to the snapshot created and check the location of the previously created file to ensure it is not present.


	
	Pass/Fail Criteria
	Both the Snapshot and rollback to the Snapshot should complete without error messages or VM crashes.  Indicate if any failures occur.   


15. XenServer Re-boot 

	
	Mandatory

	
	Test ID 
	XS.REB.1

	
	Description
	The purpose of this test is to validate basic XenServer re-boot functionality. It is expected that once XenServer is re-booted, all normal functionality will resume, including that of client VMs.


	
	Pass/Fail Criteria
	Reboot must be clean and all XenServer and guest VMs must resume normal operations following the re-boot without failure or VM crash. Indicate if any failures occur.



16. Generate Bugtool Report

	
	Mandatory

	
	Test ID 
	Bugtool

	
	Description
	Run xen-bugtool --yestoall at the local console.

The purpose of this test is to produce a set of log files for inclusion in the XenServer test kit submission.


	
	Pass/Fail Criteria
	The above command must complete without any errors.


17. Optional Citrix Tests  

	
	Live Migration across heterogeneous CPU pool

	
	Test ID 
	XS.CPU.1

	
	Description
	The purpose of this test is to verify the ability to do a live migration between servers with disparate CPUs, thus leveraging the capabilities inherent with Intel’s FlexMigration and/or AMD Extended Migration. These features allow a CPU to be configured to appear as providing different functionality than it actually does, enabling pools of hosts with disparate CPUs to safely support live migrations. This is described as CPU masking. 
This test requires that a second XenServer and shared storage be created. For the purpose of this test, the second server must have a CPU that is of the same manufacturer but supports a different set of features. Once the hosts are joined in a pool the XenMotion tool must successfully relocate a designated VM between the hosts a minimum of 10x. The VM should be loaded with typical memory and I/O workloads.

Refer to the help guide in XenCenter for details on how to use XenMotion. 

Please use the script: “compare-cpu”, included with this test kit to perform the necessary CPU compatibility tests. 

When submitting results the output of the “xe host-cpu-info” command must be collected from the tested CPUs after joining them in a pool. Sample output from a host with an Intel E5502 CPU:

# xe host-cpu-info

cpu_count                : 4

                   vendor: GenuineIntel

                    speed: 1866.734

                modelname: Intel(R) Xeon(R) CPU           E5502  @ 1.87GHz

                   family: 6

                    model: 26

                 stepping: 5

                    flags: fpu de tsc msr pae mce cx8 apic sep mtrr mca cmov pat clflush acpi mmx fxsr sse sse2 ss ht nx constant_tsc pni vmx est ssse3 sse4_1 sse4_2 popcnt

                 features: 009ce3bd-bfebfbff-00000001-28100800

    features_after_reboot: 009ce3bd-bfebfbff-00000001-28100800

        physical_features: 009ce3bd-bfebfbff-00000001-28100800

                 maskable: full



	
	Pass/Fail Criteria
	Success is determined when a second server with a disparate CPU is able to join the pool as aided by CPU masking and is able to successfully complete live migrations. Migrations should complete without generating error messages or VM crashes. The workload must also be shown to operate on the migrated VM without obvious faults or errors. Indicate if any failures occur.


The vendor should copy/paste the example table below to document any additional or unique tests run that will demonstrate additional functionality created when the vendor’s product is co-installed and operating along that of XenServer.
18. Optional Vendor Tests  

	
	Optional test run by the vendor

	
	Test ID 
	

	
	Description
	The vendor should describe the purpose of the test and the relevance to both their product(s) and XenServer here. 


	
	Pass/Fail Criteria
	The vendor should indicate the specific performance measurements that would indicate a success or failure of the test here. 



At the completion of these tests, please indicate the results in the validation form that accompanies this test kit, along with the implementation logs from XenCenter, and email them to xenserver.hcl@citrix.com.
Appendix A: Tester’s Notes on Test Results
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