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SR-IOV Test Results Form
	Citrix Product Tested
	Citrix XenServer 6.0


	Vendor Company Name
	     

	Address
	     

	

	Vendor Contact Name
	     

	Title
	     

	Tel.
	     

	email
	     


Date:      
Please provide the following details about the NIC that was tested:
1. Mfr:  
2. Firmware version (if applicable) 
3. # of ports per board/card: 
4. Driver(s) version(s) required (if any XenServer driver disks are required, please provide a link to these, otherwise indicate driver version and specify that it is already present in XenServer): 
5. PCI ID of the component being certified (obtained by running lspci –n) including sub-IDs if those are applicable, (see http://pciids.sourceforge.net/pci.ids): 
6. Any alternative names for the component (particularly relevant if this component is OEM’d under a different model number)       

7. URL(s) for further product information/support (if available):        

Additional information:
[image: image2.png]
Vendor product description and value-add proposition (if applicable): 

t

· This verification is intended to demonstrate that either Citrix or the vendor has successfully demonstrated that their product(s) identified are generally-compatible with that of Citrix. It is not intended to demonstrate interoperability beyond that described or of Citrix’s certification of the vendor’s product(s) in any way. 
· It is assumed that the vendor is able to first successfully install and test the Citrix product(s), then apply their products and solutions and repeat the tests. When doing so, the vendor verifies that there are no discernable disadvantages or change in performance in one or either of the products being tested and if any such event occurs, it will be noted as such in the test results. Citrix reserves the right to decline acceptance of any verification results submitted on that basis. 
· This verification form must be submitted via one of the following ways:

1. Accompanying your Citrix Ready membership application

2. Via email to xenserver.hcl@citrix.com 
The contents of this tool are subject to change without notice.

Copyright © 2011 Citrix Systems, Inc.  All rights reserved.  This tool allows you to test your products for compatibility with Citrix products.  Actual compatibility results may vary.  The tool is not designed to test for all compatibility scenarios.  Should you use the tool, you must not misrepresent the nature of the results to third parties. TO THE EXTENT PERMITTED BY APPLICABLE LAW, CITRIX MAKES AND YOU RECEIVE NO WARRANTIES OR CONDITIONS, EXPRESS, IMPLIED, STATUTORY OR OTHERWISE, AND CITRIX SPECIFICALLY DISCLAIMS WITH RESPECT TO THE TOOL ANY CONDITIONS OF QUALITY, AVAILABILITY, RELIABILITY, BUGS OR ERRORS, AND ANY IMPLIED WARRANTIES, INCLUDING, WITHOUT LIMITATION, ANY WARRANTY OF MERCHANTABILITY OR FITNESS FOR A PARTICULAR PURPOSE. YOU ASSUME THE RESPONSIBILITY FOR ANY INVESTMENTS MADE OR COSTS INCURRED TO ACHIEVE YOUR INTENDED RESULTS. TO THE EXTENT PERMITTED BY APPLICABLE LAW, CITRIX SHALL NOT BE LIABLE FOR ANY DIRECT, INDIRECT, SPECIAL, CONSEQUENTIAL, INCIDENTAL, PUNITIVE OR OTHER DAMAGES (INCLUDING, WITHOUT LIMITATION, DAMAGES FOR LOSS OF INCOME, LOSS OF OPPORTUNITY, LOST PROFITS OR ANY OTHER DAMAGES), HOWEVER CAUSED AND ON ANY THEORY OF LIABILITY, AND WHETHER OR NOT FOR NEGLIGENCE OR OTHERWISE, AND WHETHER OR NOT CITRIX HAS BEEN ADVISED OF THE POSSIBILITY OF SUCH DAMAGES.

SR-IOV Installation & Configuration 

http://support.citrix.com/article/CTX126624
Note: It may be required to enable SR-IOV within the server bios before proceeding.

Procedure 

Please skip to step 3 if you are testing on XenServer 6.0 or later

1. Enable iommu on the host

Edit /boot/extlinux.conf and add iommu=1 to the xen command line options.  It should resemble the following line.
append /boot/xen.gz dom0_mem=752M lowmem_emergency_pool=1M crashkernel=64M@32M console= vga=mode-0x0311 iommu=1 --- …
Regenerate the bootloader by executing the following within the XenServer host console: extlinux /boot

2. Reboot the host.

3. Assign a Virtual Function (VF) to a virtual machine.

Get a list of the VFs in the system by executing the lspci command in the XenServer console.  You should see many (such as 120) devices like this if using an Intel 82599 10 GB Ethernet Controller:

07:10.0 Ethernet controller: Intel Corporation 82559 Ethernet Controller Virtual Function (rev 01)

Assign one of these VFs to the target machine by executing the following command: xe vm-param-set other-config:pci=0/0000:07:10.0 uuid=uuid_of_the_VM
Substitute 07:10.0 in the example above with the pci bus address of the VF you want to assign.  The VF will not show up as a network in XenCenter but only as a new device now available to the VM.
4. Boot the virtual machine and install the correct VF driver in it.  Once the driver is installed, verify that all networks are removed from the VM within XenCenter and that the VM has network connectivity by means of the SR-IOV VF pass-thru.

5. Proceed with the following set of tests designed to ensure general network connectivity and to test available bandwidth.

	
	

	
	Test ID 
	SR-IOV

	
	Description
	Download and install iPerf on both a Windows VM, a Linux VM, and a control host external to the XenServer and run the following set of tests between each  VM and the control host:

· TCP bi-directional test with a duration of 300 seconds

Example VM: iperf.exe -c 192.168.1.1 -d -t 300

Example Control Host: iperf.exe -s

· UDP test with a duration of 300 seconds

Example VM iPerf Client: iperf.exe -c 192.168.1.1 -u -t 300 -b <bandwidth>

Replace <bandwidth> with “100M”  for a 1 Gb/s network

Example Control Host iPerf Server: iperf.exe -s -u

· Repeat the UDP test while using each VM as the iPerf server and the Control Host as the iPerf client

The following tests must also be completed to verify NIC connectivity:

· Verify that it is possible to connect by RDP to the Windows VM
It is very important that the XenServer Tools are installed on each VM and that the full test suite is run on each VM.  Please include all iPerf logs and a server status report from immediately after completion of this testing.


	
	Pass/Fail Criteria
	The TCP and UDP tests are completed without any errors and with acceptable latency and packet loss.  Connecting by RDP to the Windows VM is usable without any noticeable performance degradation.



	TestID: 
	Configuration and Functionality Test

	SR-IOV
	

	 
	 
	 
	 
	 
	 
	 
	 

	Results
	Pass
	 
	Fail
	 
	Other
	 

	Notes & Clarifications:
	 

	
	


	TestID: 
	Generate Bugtool Report
	

	Bugtool
	
	

	 
	 
	 
	 
	 
	 
	 
	 
	

	Results
	Attached
	
	
	 
	
	 
	

	Notes & Clarifications:
	Log in to the local console and run “xen-bugtool –-yestoall” to generate the report. Attach the report to this Form.
	

	
	
	


Vendor-specific performance test(s): 

The vendor should run an additional test(s) to verify that SR-IOV performance, when SR-IOV functionality is enabled with XenServer, meets their expectations. Please be sure to document the following:

1. Test configuration

2. Test plan description and methodology including load test (if applicable) and performance measurement tools used

3. Performance success criteria

4. Results

	TestID: 
	Test name



	Test #
	

	 
	 
	 
	 
	 
	 
	 
	 

	Results
	Pass
	 
	Fail
	 
	Other
	 

	Notes & Clarifications:
	 



	
	


Notes, Issues, and Recommendations:  
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