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If the technical description of cyberspace is a federation of independent cooperating machines, then Internet Standards are the treaties that govern their interaction.  Internet standards, in the context of the largest and most influential of the standards bodies, the Internet Engineering Task Force [1], focus on protocol interoperability.  Unquestionably, “bits on the wire” conformity to standards is the invisible glue that binds the Internet together.  

The process of standards setting in the IETF is analogous to the partisanship, political maneuvering, and eventual compromise stages of treaty establishment between nations.  Ratification of an Internet standard, though, is informal; it begins with a specification, followed by point-to-point, cross-vendor protocol testing, followed by another specification, and finally culminates in broad commercial deployment.  It is at this point that de jure standards progress to de facto standards and when the most important stipulation of the treaty, “version control”, kicks in.  Version control is the implicit agreement between implementers that all future versions of a protocol will be developed within the framework of the standards process.  This contract protects both vendors and users of the Internet by mandating the scope and timing of destabilizing changes.  The dark side of version control, of course, is that it bars any individual innovation and gives the standards “owner” a highly valued competitive asset.  

This paper looks at the IETF “Transport Layer Security standard” as a case study in the unconventional economics of Internet standards setting.  

In the earliest days of what became the browser wars, Netscape Communications Corporation developed a de facto standard protocol for secure channel establishment over HTTP called “Secure Sockets Layer” (SSL.)  Because it seamlessly encrypted a communication path between clients and servers, SSL became the primary enabler of electronic commerce on the net.  It’s important to note that SSL decisively derailed the combined efforts of Netscape, Microsoft, IBM, Visa and Mastercard to establish their own secure electronic commerce standard, “SET.”  There are several contributors to this phenomenon:  SSL is straightforward security technology, Netscape was the market leader, the specification was to be unencumbered for implementation as an Internet standard, and the world couldn’t wait to get Internet commerce working.  

From the market structure of high technology industries as analyzed by Varian [2], one would have logically expected Netscape, the unchallenged owner of the SSL franchise, to emerge as the “standards leader” and retain its control over the evolution of SSL, even within the framework of the standards process.  History shows, however, that Netscape relinquished its sovereignty over SSL immediately after it became an IETF standard [3] with two important side effects.  First, Netscape’s lack of economic incentive to evolve SSL froze the protocol specification in 1996.  Second, Netscape’s abandonment of SSL has created an unprecedented opportunity for a new actor to drive this essential standard.  

Premise One:  SSL isn’t complete.  Its creators just got tired.  

Technically, SSL relies on public key cryptography-based certificates for entity authentication.  In normal operations, a client browser contacts a server and requests a secure channel initiation.  The server accepts the session, establishes security parameters like ciphers and compression, and then sends its certificate to its client.  The client then proceeds to authenticate the server by the standard mechanism of establishing a cryptographic “chain of trust” to the server’s root public key which has been propitiously baked into the browser.  The protocol specifies a parallel authentication sequence for the client to submit his authentication certificate to the server, acceptance of which insures highly-reliable, secure, mutual authentication.  The most attractive characteristic of this “handshake” protocol is its user interface: there isn’t any.  It just works. 

Unfortunately, the enormous infrastructure cost of issuing a certificate to every Internet client combined with the political wrangling of who should be allowed to issue client certificates rendered SSL mutual authentication commercially infeasible.  Instead, electronic commerce sites that rely on SSL for encrypted information exchanges like credit card data drop back to username, password (“basic authentication”) mechanisms for client identification and authentication.  Basic authentication systems, while easy to implement, provide terrible security and burden the user with remembering site-specific id-password combinations.  Ease of use, though, is marketable independent of the technology that delivers it.  

Premise 2:  Dead dinosaurs- like SSL - get eaten.  
In response to “password sprawl” on the web, Microsoft introduced a service it called  “Passport” that could offer one stop authentication.   Under the covers, a secure server issues clients tokens good for a specified time at participating websites.  

The outcry over privacy and data protection concerns, along with the emergence of a competing industry consortium called the “Liberty Alliance” is widely credited with compelling Microsoft to announce its intent to “federate” Passport across a network of loosely coupled authentication services.  This could have always been the plan, but joining two autonomous security domains, while feasible, is a non-trivial technical feat.  Maybe just picking up the unfinished business of client authentication in SSL is a better alternative than trying to carve a distributed system out of a collection of centralized ones? 

Premise 3:  SSL remains an overlooked technical opportunity  

There is no reason, aside from historic, that SSL could not evolve to include another, new form of authentication -- client. A branded, permanent token scheme might be an interesting alternative to the temporary tokens issued by centralized authentication systems.  The underlying concept here tracks the issuance and eventual acceptance of credit cards; autonomous competitors license a brand and contractually commit to a set of operating regulations.  Consumers choose their own token issuer(s) while websites accept the brand.  New game, old playbook.  The technical detail of how it all could work is actually the easy part.  

Premise 4:  Low cost barriers to entry invite innovation and threaten existing technology investments
The truly remarkable aspect of this potential strategy, though, is that SSL as a standard is up for grabs.  In microeconomic terms, the ecosystem of Internet standards-setting makes the cost of mounting this kind of technical market challenge practically zero.  

Continuing with the earlier analogy, if standard protocols are the treaties of the Internet, its own flavor of TAO is its official religion.  The TAO of the IETF [4] (RFC 3160) advises would-be standards authors that: 

“Every IETF standard is published as an RFC (a "Request For Comments," but everyone just calls them RFCs), and every RFC starts out as an Internet Draft (often called an "I-D"). The basic steps for getting something published as an IETF standard are: 

1. Publish the document as an Internet Draft 

2. Receive comments on the draft 

3. Edit your draft based on the comments 

4. Repeat steps 1 through 3 a few times 

5. Ask an Area Director to take the draft to the IESG (if it's an individual submission). If the draft is an official Working Group product, the WG chair asks the AD to take it to the IESG. 

6. Make any changes deemed necessary by the IESG (this might include giving up on becoming a standard) 

7. Wait for the document to be published by the RFC Editor”

While this formula admittedly underestimates the angst of the process, it does underline the low-cost-barriers-to-entry nature of Internet standards setting.  Members of the IETF are individuals, not companies, and any one of them can submit an Internet Draft.  Proposed standards eventually must have three independent, interoperable implementations to progress to RFC.  This level of engineering commitment, though, usually guarantees some level of industry acceptance; in other words, broad-based deployment – and subsequent control -- is the reward for getting to a standard.  Moreover, market penetration time for new, more efficient software technologies can often be measured in months.  

We can conclude, then, that a low-budget resurgence of interest in extending SSL --- resulting in a new Internet standard -- could threaten the huge investment being made in de-centralizing centralized authentication systems by vendors, website operators, and even consumers.  Or maybe it can’t, but it’s only a possibility in the quirky ecosystem of Internet standards.  In any case, the microeconomics of Internet standards setting deserves more attention from the research community.  
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