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When designing new architectural security mechanisms, a key question is whether they actually provide the
intended security, but this has historically been very hard to assess. One cannot gain much confidence by
testing, as such mechanisms should provide protection in the presence of arbitrary unknown code. Previously,
one also could not gain confidence by mechanised proof, as the scale of production instruction-set architecture
(ISA) designs, many tens or hundreds of thousands of lines of specification, made that prohibitive.

We focus in this paper especially on the secure encapsulation of software components, as supported
by CHERI architectures in general and by the Arm Morello prototype architecture and hardware design
in particular. Secure encapsulation is an essential security mechanism, for fault isolation and to constrain
untrusted third-party code. It has previously often been implemented using virtual memory, but that does not
scale to large numbers of compartments. Morello provides capability-based mechanisms that do scale, within
a single address space.

We prove a strong secure encapsulation property for an example of encapsulated code running on Morello,
that holds in the presence of arbitrary untrusted code, above a full-scale sequential model of the Morello ISA.
To do so, we build on, extend, and unify three orthogonal lines of previous work: the Cerise proof of such an
encapsulation property for a highly idealised capability machine, expressed using a logical relation in Iris;
the Islaris approach for reasoning about known code in production-scale ISAs; and the T-CHERI security
properties of arbitrary Morello code, previously proved only for executions up to domain crossing.

This demonstrates how one can prove such strong properties of security mechanisms for full-scale industry
architectures.
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1 Introduction

Encapsulation of software components is widely used as a security mechanism in systems, both as a
fault isolation technique and as a boundary to contain the behaviour of untrusted third-party code.
There are examples at many scales: from virtual machines sharing hardware in cloud computing,
through operating system processes, to the in-process sandboxing used in web browsers to contain
Javascript, or to protect against errors in image decoding libraries.

The CHERI architecture [18, 19] provides new hardware features to build more secure systems,
which can be retrofitted to existing instruction set architectures: capabilities which are unforgeable,
with fine-grained permissions to access a resource within specified limits. Arm’s experimental
Morello architecture has extended the Armv8.2-A architecture with CHERI features, and has been
incorporated into the Morello prototype hardware implementation, based on the high-performance
Neoverse-N1 processor [10]; Microsoft have developed CHERIOT, a microcontroller-scale architec-
ture and hardware implementation of CHERI [1], and RISC-V International are currently standard-
ising CHERI RISC-V.

One main use of CHERI capabilities is to provide spatial memory safety, e.g. by recompiling
existing C or C++ as CHERI C or CHERI C++, to implement language-level pointers with capa-
bilities, with accesses limited by compressed object bounds stored in the capability’s metadata.
This typically requires very minor changes to the source code. CHERI capabilities can also be
used for many other purposes, including per-pointer read/write/execute permissions, temporal
safety using GC-like memory sweeping for revocation [5], control-flow integrity, and, the focus of
this paper, providing fine-grained compartmentalisation between mutually untrusting components.
This can be within a single address space, obviating the typical cost of compartmentalisation
implemented by managing address translation with a memory management unit (MMU), which
does not scale well to large numbers of compartments and incurs a high performance cost when
context-switching. For example, Narayan et al. [15] study fine-grain isolation for Firefox and partly
motivate their software-based fault isolation scheme by noting that cross-process function calls
are up to 300 times slower than an ordinary function call. CHERI’s hardware-supported capability
mechanism promises much better performance, although evaluating the performance of realistic
CHERI compartmentalisation implementations in detail is ongoing work. One current prototype of
CHERI compartmentalisation [6] places each shared library in a compartment, and each call to a
library function becomes a cross-domain call. This way, the memory that a library can access can
be restricted by the capabilities given to it by callers and at initialisation (by the dynamic linker).

A key question for any new architectural security feature is how one can know that the underlying
ideas and the detailed instruction-set architecture (ISA) design actually guarantee the intended
properties. This is particularly important because, if the ISA specification is flawed, then every
conforming hardware implementation will be exploitable, and because late discovery of such flaws
may require impractically large changes or workarounds in hardware and software.

In the small-scale setting of an academic cut-down and simplified architecture, previous work
demonstrated that one can establish strong compartmentalisation properties by mechanised proof.
The Cerise logic of Georges et al. [7] takes this classic approach, extracting some key ideas of
capability architectures into an idealised setting where proof techniques can be developed. They
developed a logical relation characterising which capabilities a compartment running known code
can safely share with a compartment running unknown, untrusted code, while maintaining an
internal invariant — a deep property that in some sense captures the essence of that compartmental-
isation scheme. This is mechanised in the Iris separation logic framework [13]. Such a setting is also
an excellent environment to study theoretical properties of proposed architecture extensions [8].
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However, whether corresponding properties can be shown to hold of a full-scale ISA definition,
such as that of Morello, is a very different question. The problem is the scale and intricacy of such
ISAs. The Cerise ISA semantics fits on one page [7, Fig. 6], but the Morello ISA definition is around
62 000 lines of specification, which can be translated into 210 000 lines of Isabelle [3], and it includes
a host of subtle aspects, including a sophisticated capability encoding scheme, multiple mechanisms
for compartmentalisation, and, for example, additional metadata in virtual addresses, not used
when calculating the physical address to access, that includes a bit selecting which instruction
set variant a code pointer uses. Errors anywhere within this could obviate the intended security
guarantees, yet mechanised reasoning about it is an intimidating prospect. Bauereiss et al. [3]
successfully demonstrated that some mechanised reasoning is feasible on this scale. They proved
in Isabelle key security properties of all instructions in the Morello ISA (which we refer to as the
T-CHERI properties and build upon in this paper, §7.1), and on top of that a monotonicity property
of the entire (sequential) ISA definition, that arbitrary code cannot extend its available capabilities,
up to any domain transition where it calls another compartment or the operating system. This is a
key sanity property of the entire production-scale ISA, but it is also in a sense a shallow property:
it says nothing about the behaviour after such a domain transition, and hence nothing about any
compartmentalisation scheme as a whole.

For known code, Islaris by Sammler et al. [17] provides a practical approach for reasoning about
specific instructions with respect to production-scale ISAs, using Isla [2] to symbolically evaluate
the full-scale instruction semantics, under SMT assumptions on the opcode and register values,
and embedding the resulting symbolic traces in Iris. For known code, this symbolic evaluation can
substantially simplify the semantics, e.g. by removing cases for other exception levels or unaligned
accesses — but it was done only for Arm-A and RISC-V, not for capability architectures such as
Morello, with their additional complications.

Contributions. The main contribution of the current paper is to show how one can combine and
scale up ideas from the three above directions, to show a deep compartmentalisation property of
the entire Morello (sequential) ISA definition, and thereby to demonstrate that such proofs are
viable for industrial ISA designs of other security extensions in the future.

This is a two-sided problem. First, does the ISA provide us with strong enough properties with
respect to arbitrary code, even when written by a malicious party? Second, can we reason about
software that uses capabilities to protect itself against unknown, potentially adversarial code it calls
or that calls it? The T-CHERI and monotonicity properties of Bauereiss et al. [3] are a step towards
the first, showing that arbitrary code cannot extend its reach until it calls another compartment or
the operating system. It is exactly at this point that the second problem takes over, because we
need to ensure that our code does not provide the other compartment with too much power. We
demonstrate that Cerise-style reasoning can be applied to the full Morello architecture, building
a logical relation that captures the intended deep compartmentalisation property. For reasoning
about the unknown arbitrary code within compartments, we adapt Bauereiss et al. [3] to supply the
required properties of unknown code. For reasoning about known code, a common approach is to
apply symbolic execution to the ISA specification, taking advantage of information from the context
such as the instructions and system configuration to cut down the behaviours examined [14, 16, 17].
We adapt Islaris [17], which is built on the Sail toolchain that our formal model for the Morello
architecture uses, and which uses the Iris separation logic framework like Cerise.

As a simple motivating example, we have written a small assembly function that increments a
cyclic counter, which we describe in detail in §4. When properly initialised, Morello’s capabilities
can limit access to the counter’s state to the function itself, ensuring that the counter always stays
in a limited range. This is analogous to the secure-counter example in Cerise [7, §2.4]. While the

Proc. ACM Program. Lang., Vol. 9, No. PLDI, Article 226. Publication date: June 2025.



226:4 Angus Hammond, Ricardo Almeida, Thomas Bauereiss, Brian Campbell, lan Stark, and Peter Sewell

example is modest, it illustrates the key point that we can prove that the invariant on the state is
maintained, regardless of the unknown code’s actions.
In more detail, our contributions are:

e A characterisation of sufficient conditions for a piece of encapsulated code to protect itself
from adversarial unknown code on the Morello architecture, in the style of Cerise [7] using a
unary logical relation (§6).

o A mechanised proof of the fundamental theorem of that logical relation (FTLR, §7.2), showing
that its conditions do suffice to ensure that encapsulated code runs without interference.

e Enhancing the mechanised T-CHERI safety properties [3] to support that proof (§7.1).

o Adapting the Islaris machine code program logic [17] to support CHERI capabilities (§5).

e A small but complete example demonstrating that the above can be used to prove correctness
of a program when that correctness depends on CHERI protections (§4, §3).

Collectively these establish that the protections provided by Morello can be used to safely isolate
mutually distrusting code compartments running in a shared address space, and that we can in
practice prove correctness of a program which depends on that isolation, even in settings with
repeated calls between such compartments.

Caveats and limitations. In order to achieve this we do still consider a slightly simplified system. In
particular we consider processor exceptions to terminate execution, and consider these terminations
to be successful executions, under the assumption that the operating system is trusted. As a result
we can assume that the values of several system registers are fixed, since they can only be modified
after an exception raises the processor exception level, and in particular we pick a processor
configuration in which address translation is disabled. We consider only sequential execution.

To enable reuse of the existing properties proven by Bauereiss et al. [3] we rely on a manual
translation of several of their top level definitions between Isabelle and Rocq (see §7.1 for a side-by-
side comparison for an example property).

2 Encapsulation Mechanism

The goal of encapsulation is to protect a piece of code and its data from unintended interference by
other potentially untrusted code. Throughout this paper, we refer to the protected code and data
as being encapsulated from untrusted code, although one could also see it the other way around,
with the untrusted code being encapsulated in order to mitigate its unintended effects. As the
protected code is normally intended to interact with other code in some way, a formal treatment of
encapsulation might have to take into account application-specific data invariants and interaction
patterns with other code. In §8 we give an example of such a formal security property for the code
introduced in §4. We call it a strong encapsulation property due to the fact that it guarantees a
data invariant of the encapsulated code even in the presence of arbitrary untrusted code. Before
going into formal details, we first give some background on the capability mechanisms that CHERI
provides and how they can be used for encapsulation.

Simple application of CHERI capabilities allows one to protect regions of memory, just by
ensuring that all the available capabilities only cover regions of memory the currently executing
code is allowed to access. A CHERI capability includes not just a virtual address, but also the
base address, bounds, and permissions for the region of memory it is allowed to access, and other
metadata, compressed into 128 bits (for 64-bit architectures). Capabilities are also each associated
with a one-bit tag (in each capability register, and for each capability-sized and aligned unit of
memory) that the hardware uses to track capabilities that have been constructed by legal operations,
preventing the forging of capabilities by (for example) writing their byte representations. In CHERI
C and CHERI C++, all language-level pointers are compiled to capabilities, as are implementation

Proc. ACM Program. Lang., Vol. 9, No. PLDI, Article 226. Publication date: June 2025.



Morello-Cerise: A Proof of Strong Encapsulation for the Arm Morello Capability Hardware Architecture 226:5

pointers such as return addresses. Because capabilities include their base and bounds, the hardware
can do a fast check, on each access, that the access is permitted — unlike conventional architectures
and conventional C/C++.

However, because we want to allow interaction between encapsulated code and potentially
adversarial arbitrary code, we also need to be able to transition from the encapsulated memory
region being protected to it being accessible when the encapsulated routine is executed. CHERI
sealed capabilities allow this behaviour. Any capability can be sealed, and a sealed capability cannot
be used to authorise memory accesses until it is unsealed again.

Morello supports a number of different forms of sealed capability, identified by a type stored in
the capability, each of which has a different unsealing mechanism. Any attempt to use the capability
without unsealing will fault, and modification will invalidate it. To protect our encapsulated code
and its memory we use indirect sentry (sealed-entry) capabilities, which are sealed capabilities that
point to a region of memory, the first word of which is a code capability. When an indirect sentry
capability is invoked it is unsealed and loaded into the register C29, and the code capability pointed
to is loaded into the program counter. This ensures that the sealed capability can only be used to
access memory by the intended piece of code.

This allows us to provide unknown code with a way to branch into our encapsulated code by
providing it with an indirect sentry that covers the encapsulated memory region and points to
the address of the code which is allowed to access it. We ensure that whenever we branch into
unknown code all other accessible capabilities only permit access to memory we intend to allow
the unknown code to modify.

An important detail of Morello sealed capabilities (differing from some other CHERI architectures)
is the special handling of the C64 register, which controls which of two instruction decoding modes
the processor is in. Because this register can be manipulated by unprivileged code and can completely
change the meaning of some instructions, it would be unsafe in general to allow an adversary to
choose its value when our encapsulated code starts executing. To prevent this, when Morello sealed
capabilities are invoked, the C64 register is set to the least significant bit of the value of the invoked
capability and the value written to the program counter has this bit cleared.

3 Proof Outline

Our proofs that programs are correctly encapsulated consist of two principal components. First
we prove that the encapsulated code itself (which is all concretely known during the proof) runs
safely, correctly preserving whatever invariants it relies upon. Secondly we prove that whatever
other code may be run on the machine (which may be completely arbitrary, or attacker controlled)
is unable to violate those invariants.

In both cases the principal challenge is the scale of the specification for Morello. While similar
proofs have been carried out for simple models of capability machines, the approach of reasoning
directly over the full machine semantics in Rocq does not currently scale to a realistic architecture.
Instead we make use of two techniques that allow us to reason over a significantly simpler semantics,
while retaining confidence that our results apply to the full machine.

For reasoning about known code we use Islaris, which allows for symbolic evaluation and SMT
driven automatic simplification of the machine semantics, and provides an Iris-based separation
logic for specifiying and verifying the behaviour of that known code over the resulting simplified
semantics. In §5 we describe changes we made to the existing Islaris tooling to support reasoning
about code using capabilities. In §8 we describe how to use Islaris to prove a property of the example
program we present in §4.

To reason about arbitrary code we want to prove a general specification about the behaviour
of all Morello instructions in our Islaris based separation logic. Intuitively this specification takes
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ownership over all the memory that is reachable from the set of capabilities initially present in
registers and tells us that the machine executes “safely”, not violating any invariants stated in
the separation logic. We encode this as a unary logical relation (§6), which describes a notion of
safe values (those for which we have sufficient ownership to access all the memory they make
accessible), and the fundamental theorem of that logical relation (FTLR, §7.2), which says that
when both the program counter and all the general purpose registers have safe values, the machine
executes safely.

The obvious approach to prove such a specification would be case analysis over all possible
Morello instructions, and indeed the Cerise project takes this approach for its simplified capability
machine. Unfortunately the scale of the Morello specification, which is tens of thousands of lines
long and contains thousands of instructions, renders this direct approach of manual reasoning
about it in its entirety impractical. The simplification that Islaris carries out is only possible when
the instructions to be executed are known at proof time, so it does not help with reasoning about
arbitrary unknown code. Instead we make use of, and extend, an existing characterisation of the
behaviour of arbitrary code on CHERI systems in general and Morello in particular due to [3],
which we refer to here as the T-CHERI properties.

The T-CHERI properties, which Bauereiss et al. [3] proved in Isabelle to hold for Morello, describe
a collection of constraints on the set of traces of arbitrary instructions on CHERI systems, for
example, that new capabilities generated by instructions must be legally derived from capabilities
the instruction has already read (see §7.1 for more details). It has previously been shown that
these properties are strong enough to prove that, up to any domain transition, the set of accessible
capabilities cannot be increased, so attacker-controlled code cannot access memory not initially
available to it. However it has not previously been shown that they can be used to prove the safety
of concrete programs that depend on that protection. We augment the Islaris semantics to have
two separate execution states: for parts of the known code we retain the existing Islaris semantics
in which instruction memory stores pre-simplified traces describing the possible behaviours of the
instruction being executed, whilst for potentially unknown code, instruction memory simply stores
a marker that the behaviour of the instruction is unknown. When the machine tries to execute an
instruction with unknown behaviour it picks an arbitrary trace of memory and register accesses
which satisfies the T-CHERI properties.

The existing T-CHERI properties turn out to be insufficient to prove our desired fundamental
theorem. However augmenting them with two additional properties, which better characterise the
behaviour around domain transitions, suffices. We will discuss this in §7.1.

Figure 1 shows an overview of the components of the proof, with the existing Morello ISA
specification (in ASL, Sail, and Isabelle) forming the basis for both strands of the proof. The top-
level theorem Corollary 8.2 highlighted in the figure is an encapsulation property for the example
incrementer program we present in the following section. The property states that, when starting
with a suitably initialised machine state, the data invariant of the program is preserved even in
the presence of arbitrary other code. That theorem is specific to the example program, but the
fundamental theorem of the logical relation (FTLR) we prove is generic: it could be combined with
an Islaris proof of any program that satisfies our calling convention, to obtain an encapsulation
property for that program corresponding to Corollary 8.2.

4 Motivating Example: A Capability-Encapsulated Incrementer

We now present sample Morello assembly code that demonstrates the encapsulation mechanism
in action, protecting the trusted code and its local data using sealed capabilities allowing us to
ensure that an invariant is maintained on the local data. Our code is based on a Cerise example [7,
§2.4] of a small encapsulated routine that manages a counter. The Cerise example then uses sentry
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Per- Program
Incrementer (@) lnsttrr;cetion (pr) co;rrz(c):relss
. —_—>
(Fig. 2.84) (@) generated Islaris (pr)

by Isla (85, §8)
Morello () Morello Top-level
ISA model — ISA model theorem:

in Arm ASL in Sail (a) o) Corollary 8.2
\ /(

Morello (o) T-CHERI () T-CHERI (oo
ISA model —> in Isabelle — in Rocq —— (56, §7.2)
in Isabelle (§7.1) (§7.1) U

Fig. 1. Overview of the proof, with edges labelled to indicate the relationships between artifacts: (a) for
automatic generation of an artifact from another, (m) for manual translation with equivalence checking by
manual inspection, and (pi)/(pr) for mechanised proofs in Isabelle/Rocq, respectively.

i incrementer: // On entry, c29 is the data capability unsealed
2 Idr w0,[c29,16] /! Fetch counter and store it in 32-bit register 0
3 add wo0,w0,1 /! Increment the counter locally

| and wO0,w0,0x3F /] Cycle back to zero if equal to 64
5 str wo0,[c29,16] // Write back the counter

6 clrtag ¢29,c29 // Invalidate the data capability

7 ret // Return to untrusted caller

Fig. 2. The encapsulated incrementer routine maintains a counter which is increased by 1 each time it is
called, wrapping back to 0 when it reaches 64. The routine returns the current value of the counter in register
0. The adversary may invoke this routine repeatedly by keeping a copy of the sealed data capability. Any
attempt to access the counter except through calling the incrementer routine with blr [¢29,0] will fault.

(sealed-entry) capabilities provided by the Cerise abstract machine to protect the encapsulated
routine from untrusted code and ensure that only the encapsulated code itself can modify the value
of the counter in memory.

Figure 2 shows our Morello implementation of this incrementer example. A minor difference
from the Cerise example is that our code increments from 0 to 63 and then wraps back to 0, because
real architectures do not have unbounded integers as words.

Another difference is that the original Cerise example stores a capability to the data alongside
the code so that it can be accessed with a PC-relative load, whereas we separate the protected code
and its data, allowing us to put the former into a read-only region of memory. This is compatible
with the ‘write xor execute’ attack mitigation feature found in most operating systems, which
forbids directly writing to code memory. Strictly speaking, we do not need this mitigation because
our encapsulation using a sealed capability prevents external alteration of the code, but the CHERI
architecture aims for high compatibility with existing operating system features. Hence, we maintain
this compatibility and use the more sophisticated indirect sentry type of capability introduced in
Section 2 above, setting it up to point to a writable region of memory containing the data of the
incrementer as well as a pointer (i.e., capability) to its code in a different memory region.

Our formal encapsulation result presented in §8 assumes that untrusted code starts executing in
a machine state where this sealed capability has been set up correctly and is the only capability to
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PCC| read/execute

C29 | read/write Ib sealed‘ - +0 ‘read/execute sentry | + incrementer code

untrusted code

I

+16 counter value
1 blr [c29]

incrementer code

PCC | read/execute

C29 | read/write ‘

I

I

+0 ‘read/execute sentry | > incrementer code

+16 counter value

C3®’read/execute sentry‘ — untrusted code

Fig. 3. Informal effect of invoking the sealed capability

the encapsulated code and data available to the untrusted code. More concretely, we assume that
this capability is sealed with the Ib (load-and-branch) sealing type, making it an indirect sentry
capability, and that it points to a 20-byte region of memory that contains a 16-byte capability
pointing to the incrementer code followed by the 4-byte counter value. For running our code, we
have implemented a test harness (omitted here for brevity, but available in the artifact accompanying
the paper [11]) that initialises the machine state by constructing the sealed capability in register
C29 and then clearing the other capability registers before jumping to untrusted code.

The untrusted code therefore has no direct access to the encapsulated code or its data, but it
can call the incrementer by placing the sealed capability into register C29 and invoking it using
the memory-indirect branch-and-link instruction blr [C29], which unseals the capability, fetches
the code capability stored at the start, branches to it, and stores a return capability to the caller
in register C30. This is illustrated in Figure 3. The incrementer code in Figure 2 then updates the
counter before invalidating C29 to avoid leaking the unsealed data capability (line 6) and then
returning to the caller.

The code capabilities in Figure 3 also happen to be sealed as plain sentry capabilities. This is not
essential to the encapsulation of the function, but rather normal practice on CHERI architectures
to provide a form of control flow integrity.

Our code makes no attempt to conceal the location of the trusted routine or its private data
(sealing capabilities or wiping their validity tags still leaves their bitwise content visible to untrusted
code). We are concerned only with whether untrusted code is able to access protected memory
locations.

The running example we chose for this paper is intentionally small and simple to focus our
presentation. In particular, the code does not have loops or other more complex control flow, but
we note that reasoning about control flow within the known code is orthogonal to the challenge
of reasoning about encapsulation and can be handled by the existing Islaris approach. Notice
that the traces Islaris reasons over describe the behaviour of individual instructions, and after
executing an instruction trace, Islaris uses the program counter and an “instruction memory”
(mapping addresses to traces) to pick a new trace to execute. This allows reasoning about programs
which contain unbounded loops or other complex control flow, as such control flow is realised by
regular instructions modifying the program counter. This trace based approach is viable because
the specifications of single instructions do not contain unbounded loops. See Sammler et al. [17]
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for a demonstration of how Islaris can be used to verify a memcpy implementation, a hypervisor
call and return, and other examples.

5 Machine Model

We make several adaptations to the Islaris machine model to support reasoning about both capabil-
ities and partially unknown code. First we extend Islaris’s state to include a capability tag for every
16 byte aligned memory address. Instruction traces can explicitly read and write from these tags,
and they are implicitly cleared by any writes that overlap with a capability in memory.

Second, we augment Islaris with a notion of processor exceptions, which we consider to immedi-
ately terminate execution. These terminations are considered to be a safe behaviour because on
hardware they would result in control passing to the operating system, which we assume to be
trusted. Capability errors (such as attempts to access memory using a capability that is untagged
or which does not cover the accessed address) cause such exceptions, and we want to consider
this behaviour to be safe because the exception is the mechanism by which hardware prevents the
unsafe memory access.

Third, we modify Islaris’s instruction fetch to fail safely if the program counter contains a
capability which is not tagged, is out of bounds or which does not have the execute permission.
Any of these errors would cause an exception on Morello hardware, but they are specially handled
here because Islaris treats instruction fetch separately to instruction execution.

Finally we augment Islaris’s instruction memory, which previously contained a map from ad-
dresses that might be executed to instruction traces. We instead allow addresses to be mapped either
to “known" code, which is still represented using instruction traces, or to “unknown" code, which is
simply marked as unknown. As in existing Islaris, when an instruction is fetched from an address
containing known code a trace is loaded from instruction memory, then executed event by event
using the Islaris operational semantics. When an instruction is fetched from an address containing
unknown code, an arbitrary trace satisfying the T-CHERI properties is picked nondeterministically,
and is similarly executed using the Islaris operational semantics.

In addition to these modifications we assume a number of system registers that can only be
modified at raised exception levels take fixed values. This allows us to simplify the traces of known
instructions under the assumption that these registers have their assigned values. This is justified by
the fact that we consider executions starting in exception level 0 (user mode) where these registers
are inaccessible, and consider all executions that change exception level (by taking an exception) to
have safely terminated.

6 Logical Relation

We capture the notion of a capability being safe using two separation logic predicates. The full
Rocq definitions are available in the artifact accompanying this paper [11]. Here we simplify
somewhat for exposition, showing conventional paper-maths versions which elide many minor
details including the treatment of register values that are not capability sized, address manipulations
to handle Morello’s support for discarding high order address bits and the more detailed handling
of direct sentry capabilities. V, shown in Figs. 5 and 6, captures the idea of a capability being safe
to share with adversarial code, and &, shown in Fig. 4, captures the idea of a capability being safe to
execute, i.e. that the machine will execute safely if the capability is placed in the program counter.

&(pcc) takes ownership of all general purpose registers, fixing the value of PCC (the program
counter capability) to pcc, and requiring that all other registers that may contain capabilities contain
values satisfying V. Because some kinds of sealed capability (including indirect sentry capabilities)
set the values in registers C29 (sometimes also called IDC or invoked data capability) and C64 when
they are invoked, we also define &g, which further specifies the exact values of those registers. Both
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Egen(pec, idc, csq) = “PCC” g pec
“C29” g idc -

“c64” R Ceq =

>x< (Fo,V(v) *r g v) =

regprs

WP Fetch

E(pee) = Vide cgy, V (idc) + Egen(pec, ide, cos)

Fig. 4. The definition of &, which asserts that a capability pcc is safe to execute. We also define Egen which is
additionally parameterised on the values of the registers C29 and C64 because we want to be able to describe
capabilities that are only safe to execute with particular values of these registers. gprs is the set of general
purpose registers other than €29, C64 and PCC. Fetch is the state of the machine as it has finished executing
the previous instruction, immediately before it fetches the next instruction to execute. pcc and idc range over
capabilities and cs4 ranges over one bit bitvectors.

variants of & then require WP Fetch, which asserts that the machine executes safely indefinitely,
starting from a state in which the previous instruction has finished executing and a new instruction
is about to be fetched. Note that WP is a separation logic assertion which holds only if the machine
executes without violating any existing Iris invariants or memory ownership that it might be
framed with.

V(c) is defined differently depending on whether and how c is sealed. If ¢ is an unsealed
capability, V(c) is defined to be Vipseated (¢). The most important aspect of Vipsealed 1S Viata Which
takes ownership of the memory region accessible using c, plus any extra bytes before and after
this region required to give 16-byte alignment. We expand the owned region in this way because
Morello capabilities are stored in memory at 16-byte-aligned addresses, and writes to any subset of
the bytes of a capability stored in memory will result in that capability being invalidated. To account
for multiple capabilities covering the same region of memory we store all this memory ownership
in Iris invariants. The invariant is also allowed to impose an additional persistent constraint P on
the stored value v (the precise definition of Persistent is provided by Iris, but for our purposes it
suffices to note that persistent propositions are duplicable, i.e. Persistent(P) implies P - P * P). To
ensure memory accesses performed using c are safe, if ¢ permits reading memory P must imply
V and if ¢ permits writing to memory V must imply P. Intuitively these constraints capture the
notion that unknown code must only be allowed to read safe values, and should only be able to
write safe values. All recursive uses of V are guarded by a later modality, > which ensures the
fixpoint V is defined.

In addition we enforce Vinsealing (¢), Which requires that ¢ does not permit directly unsealing
other sealed capabilities, and Vixecutable, Which requires that if ¢ has the executable permission then
all addresses in bounds of ¢ correspond to unknown code.

We forbid capabilities that allow unsealing in order to straightforwardly prevent the protection
mechanisms of sealed capabilities being sidestepped. This prevents us from working with unknown
code which expects to make use of unsealing capabilities, but we note that unsealing capabilities
are only one of several mechanisms Morello supports for working with sealed capabilities, the rest
of which we support. We believe it would be straightforward to relax this restriction to only forbid
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q/data(c) = >x< 3p,

acaddrs ¢

Jv,arpoxPolx*
| |

read_cond(c, P) * write_cond(c, P) * persistent_cond(P)

read_cond(c, P) = permits_read(c) — >0 Vo, P(v) -+ V(v)
write_cond(c, P) = permits_write(c) — >0 Vo, V(v) - P(v)
persistent_cond(P) = Vo, Persistent(P(v))

Vinsealing (¢) = —permits_unsealing(c)

Vexecutable (€) = permits_execute(c) - >x< (instr @ Unknown)

acinstr_addrs ¢

Vinsealed (C) = Viata (C) * (Vunsealing(c) * Vexecutable (C)

Fig. 5. The definition of Vjsealed, Which describes whether an unsealed capability is safe to share with an
adversary.

addrs computes the set of 16 byte aligned addresses such that any byte of a capability stored at that address is
accessible using c. instr_addrs computes the set of addresses with the appropriate alignment for instructions
within the bounds of c.

instr a i is an Islaris predicate asserting that address a contains instruction i, so instr a Unknown asserts that
branching to a will execute an unknown instruction, i.e one which has an arbitrary T-CHERI compliant trace.

unsealing capabilities that have permission to unseal indirect sentries, but did not attempt to prove
this to avoid complicating the proof of the fundamental theorem of the logical relation.

We require that only unknown code is executable through capabilities satisfying V' because
we know by definition that executing unknown instructions in our modified Islaris semantics
gives a trace that satisfies the T-CHERI properties. It would suffice to require that each executable
instruction is either unknown or corresponds to a trace that satisfies the T-CHERI properties, but
allowing this would further complicate the definition of “V for minimal gain. Note that because the
known encapsulated code is accessed through a sealed indirect sentry capability this constraint
does not apply to it.

If ¢ is a sealed indirect sentry capability then V(c) is defined to be Vipgirect (¢). Vindirect (¢) also
takes ownership of all capability sized regions of memory partially within the bounds of ¢, again
using invariants to allow multiple capabilities to reference the same region. Because the sealed
capability cannot be used to read or write to memory in that region we do not need to insist that
values stored there satisfy V, but we do need to know that it is safe to execute from all machine
states possible after the indirect sentry is invoked. We enforce this by requiring Egen (pcc, idc, cs4)
holds, with idc set to the result of unsealing the original indirect sentry capability, pcc set to the
value pointed to (with its least significant bit cleared) and cg4 set to the least significant bit of that
value. It is consequently possible for invoking the sealed capability to give access to capabilities
that do not satisfy V, and so would not be safe to share with an adversary, so long as it can be
proven that invoking the sealed capability results in executing code that is safe to execute (and in
particular that does not go on to leak any such unsafe capabilities to potentially adversarial code).
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(Vindirect (C)

permits_read(c) —

k ap

acaddrs ¢
‘EU,aHMU*PU‘*

Vo,> O(P 0 + Egen(clear_lsb(v), unseal(c), Isb(v)))
Viealea(c) = >V (unseal(c))
V(c) = match(tagged(c), seal_type(c))

| (true, Unsealed) = Vinsealed (€)
| (true, IndirectSentry) = Vindirect(€)
| (true, ) = Viealed(c)

| (false, ) = True

Fig. 6. The definitions of V, Vindirect> and Viealed- The latter two describe whether sealed capabilities are safe
to share with an adversary. Vi girect is used for indirect sentries and Ve,1eq is used for all other cases. unseal
clears the seal type of a capability, giving an unsealed capability with the same bounds and permissions.
Isb(c) returns the least significant bit of ¢ and clear_Isb(c) returns ¢ with its least significant bit set to 0.

It is possible to define similar notions of safety for the other kinds of sealed capability supported
by Morello, but, because we do not make use of them in our encapsulation mechanism, for simplicity
we define V to be Viealeq(c) = >V (unseal(c)) for all other kinds of sealed capability.

Finally, because untagged capabilities do not grant any permissions, all untagged values are safe.

Notice that V is persistent, because an adversary may make repeated usage and multiple copies
of any capability they are granted, so we must be able to reuse and duplicate V.

The logical relation defined by V and & is very similar to the one used by Cerise, but also differs
in several ways. Most importantly, we are forced to consider alignment when taking ownership of
memory, because capabilities do not fit into a single byte. For the same reason, each invariant in
Viata(¢) and Vindirect (¢) owns several bytes of memory, not just one, potentially including some
just outside the bounds of ¢ to ensure we own entire capabilities.

In addition, we must handle the Morello-specific feature of using the least significant bit of
invoked capabilities to set C64, which complicates the definitions of Ege, and Vindirect-

Finally, because we are considering the compressed encoding of capabilities into a bitvector, rather
than a structured representation, we rely on a number of helper functions to extract information
from the capability instead of being able to simply pattern-match on it.

7 Unknown Code

While Islaris can substantially simplify reasoning about known code, that simplification is largely
driven by knowing exactly which instructions that code contains. Confronted with unknown code
Islaris is generally unable to simplify it at all. Instead we turn to an existing result providing an
upper bound on the behaviour of arbitrary Morello instructions, the T-CHERI properties.

7.1 T-CHERI

The T-CHERI properties were designed by Bauereiss et al. [3] as a thin abstraction layer (a “Theo-
retician’s CHERI”) capturing essential properties that any instruction in any CHERI architecture
must satisfy. They have two main thrusts. First, resources must be protected by capabilities: before
accessing memory or a privileged register, an instruction has to obtain a valid capability with
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sufficient permissions. For a memory access, this means that the accessed memory region has
to be within the bounds of the capability, and the capability has to have the right load or store
permissions. Second, new capabilities generated by instructions must be legally derived from
existing capabilities that the instruction has already obtained. Legal derivation includes operations
removing permissions or shrinking the bounds, but not growing them. Hence, software is not
able to escalate its privileges by manipulating capabilities. The only allowed cases of producing
capabilities that the currently running code might not be able to construct normally are capability
invocation, where a sealed capability belonging to another compartment may be unsealed (but then
control is transferred to that compartment), or processor exceptions, where a capability pointing
to the exception handler is copied from a privileged register to the PCC (but then the exception
handler takes control).

The formalisation of T-CHERI states these properties in terms of traces of register and memory
read and write events of instructions. For example, for any event writing a capability to a register
in any possible trace of any instruction, one of the following must hold:

o cither the capability is derived from capabilities that have been read earlier in the trace,

e or the instruction is an invocation instruction and the register write is part of the invocation
process (spelled out in some detail in the formalisation),

e or the trace ends in a processor exception, and the capability was read from an exception
handler register and is being written to PCC.

Bauereiss et al. formalised this and the other T-CHERI properties in Isabelle and proved them
for Morello, using the Sail model of the architecture derived from Arm’s ASL specification and
translated into Isabelle.

The T-CHERI properties are sufficient to prove the headline result of [3], reachable capability
monotonicity, stating that arbitrary code cannot escalate its privileges by forging capabilities that
it couldn’t have legally derived from the capabilities it has available from the start. The property
holds for arbitrary sequences of instructions, unless and until a capability invocation or processor
exception occurs, passing control to another security domain with a potentially different set of
reachable capabilities.

However, when we tried to use the existing T-CHERI properties in our proofs, we found that
their characterisation of capability invocation is not precise enough for our purposes. For example,
in the case of invocations involving a pair of sealed code and data capabilities, the original T-CHERI
properties specify when and how each of the two capabilities may be unsealed and invoked, but it
does not specify that both capabilities must be invoked together atomically. This leaves open the
possibility of an architecture bug where an invocation instruction only unseals the data capability
without invoking the code capability, thereby giving the currently running code access to the
data of another compartment. This issue is technically out of scope of the original monotonicity
proof by Bauereiss et al., because that property stops making guarantees at the point of capability
invocations, but for our proofs we need to go beyond those points of security domain transitions to
be able to reason about back and forth interactions between known and unknown code.

We therefore extend T-CHERI by adding two properties that specify capability invocation in
more detail. First, in order to solve the above problem with the invocation of pairs of capabilities,
we require that for any execution of an instruction that may invoke a data capability in addition to
a code capability, one of the following holds:

e either the instruction writes both the expected code and data capabilities to the PCC and C29
registers, respectively,

e or the instruction raises an exception and does not write to the C29 register (or writes an
untagged capability to PCC, which will cause an exception on fetching the next instruction).
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i definition "idc_write_axiom CC ISA t =
2 (trace_invokes_data_caps ISAt={} v
3 (cc cd. trace_writes_pcc_caps ISA t = {cc} A trace_writes_idc_caps ISA t = {cd} A
" (is_tagged_method CC cc — cc € trace_invokes_code_caps ISA t A
cd € trace_invokes_data_caps ISA t)) V
6 (Jcc. trace_raises_ex ISAt A
7 trace_writes_pcc_caps ISA t = {cc} A
8 trace_writes_idc_caps ISAt={}) v
9 trace_has_assertion_failure ISA t)"

Fig. 7. Isabelle formalisation of the capability pair invocation property

i Definition idc_write_prop (isa : ISA) (t : isa_trace) :=

2 cap_set_empty (trace_invokes_data_caps_contains isa t) V

3 (3 cccd, trace_writes_pcc_caps isa t = [cc] A trace_writes_idc_caps isa t = [cd] A
4 (Cap.cap_is_valid cc — (trace_invokes_code_caps_contains isa t cc A

5 trace_invokes_data_caps_contains isa t cd))) V
6 (3 cc, isa.( trace_raises_ex)t A

7 trace_writes_pcc_capsisat = [cc] A

8 trace_writes_idc_capsisat=1[]) V

9 isa.( trace_has_assertion_failure) t.

Fig. 8. Rocq formalisation of the capability pair invocation property

In the latter case, control will pass to the exception handler in the operating system (which we
trust in the context of this work).

The second property we add is specific to Morello and spells out the different kinds of invocation
more precisely than the original T-CHERI properties. For example, in the case of an indirect sentry
invocation instruction, the original properties state that the instruction may invoke a code capability
loaded from memory, but they do not stop the instruction from loading multiple capabilities and
invoking either one of them. Our new property states that such an instruction performs exactly
one memory load, which becomes the invoked code capability, and the invoked data capability
is the indirect sentry in the source register. Similarly, for invocation instructions that load both
code and data capabilities from memory, we state that the instruction performs exactly two loads
from adjacent memory addresses, with the capability loaded from the lower address becoming
the invoked data capability and the other becoming the invoked code capability. Other kinds of
invocation are similarly spelled out in the form of a big case split. Additionally, we state another
Morello-specific requirement, namely that all invocation instructions will set C64 to the least
significant bit of the address of the invoked code capability (controlled by the sealer), ensuring that
after invocation execution resumes in the expected processor mode.

We formalised these new properties in Isabelle. Figure 7 shows the Isabelle formalisation of the
property about invocations of pairs of code and data capabilities described above. It is a property of
traces of register and memory read and write effects of instructions, and the parameter ¢ contains
such a trace along with an annotation specifying which instruction has generated it. The property
can be instantiated for different CHERI architectures, and takes the relevant information about
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architecture-specific details in the parameters CC and ISA. The CC parameter is a record containing
implementations of methods of a capability type-class. For example, the capability representation
in the Morello specification is just a 129-bit word, and is_tagged_method checks the tag in the
most significant bit. The ISA parameter contains architecture-specific information such as details
about which instructions are allowed to perform capability invocations and how, used here in
particular by the functions trace_invokes_{code,data}_caps. The Morello branch-and-link-register
instruction blr [c29], for example, invokes the capability in register C29 as a data capability if it is
an indirect sentry, and the capability loaded from memory as the code capability. The property uses
all this information to spell out the different allowed cases described above: either the instruction
does not invoke a data capability, or it successfully invokes the expected pair of code and data
capabilities, or it raises an exception, or the given trace ends prematurely due to an assertion failure
in the specification (we have not verified the absence of assertion failures in the original Morello
specification, and assume that they do not happen).

We proved our new properties for the instructions in Morello, strengthened the existing T-CHERI
properties in a few places (e.g. adding some more details about the different kinds of capability
invocation), and fixed the existing proofs. Due to the size and complexity of the full Morello
ISA specification (about 200,000 lines of Isabelle definitions), any such proof requires serious
engineering effort. For their monotonicity proof, Bauereiss et al. [3] report 24 person-months of
effort writing around 17,000 lines of manual proof, plus 37,000 lines of auto-generated lemmas about
the instructions and auxiliary functions in the specification. Their automation is tailor-made to the
T-CHERI properties rather than aiming to be generic, and it proved effective in handling the bulk of
the architecture, but the proof did require significant manual effort and tuning of the automation.
In order to further break down the whole-instruction T-CHERI properties into properties that can
be proved of individual auxiliary functions used by the instructions, Bauereiss et al. defined helper
predicates capturing the T-CHERI properties for partial traces, taking as a parameter a ghost state
summarising the preceding part of the trace, in particular which capabilities have been accessed.
They then manually proved these properties for the builtin Sail functions and combinators as
well as key helper functions in the Morello specification, e.g. for accessing memory or capability
registers, or manipulating capabilities. They also defined other useful helper predicates, e.g. stating
that a given function does not access memory or capability registers, and therefore trivially satisfies
the T-CHERI properties. They then developed custom tactics and tools to prove the properties for
the bulk of the architecture. This includes a tool to automatically generate lemmas about all helper
functions and instructions in topological order, with the ability to manually tune selected lemmas
and proofs with additional preconditions or hints. This is an external tool that generates theory
files which are checked by Isabelle, so the tool itself does not need to be trusted.

We reuse much of this existing tooling and the lemmas generated by it, e.g. about the absence
of memory accesses in auxiliary functions, but not all of it is applicable to our new properties,
which have a different shape than the original T-CHERI properties: rather than checking all events
in traces with respect to their trace prefix, we have to show that specific events (like the PCC
and C29 writes in our first property above) are guaranteed to happen at some point in the trace.
Rather than generalising the existing tooling, we formalised a small Hoare logic to prove the new
properties, again w.r.t. a ghost state that keeps track of capability reads and writes. We manually
proved Hoare triples for the key auxiliary functions, including in some cases different triples for the
same function for use in different invocation instructions (for example, the code capability given to
BranchXToCapability has to come from different sources depending on the kind of invocation the
instruction is performing). We used basic proof tactics that require manual hints on which of those
triples to apply. Fortunately, we had to prove our new properties only for the 16 instructions that
can perform capability invocation (as the properties hold trivially for the remaining instructions),
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so a more manual approach was feasible. The proofs of our new properties consist of about 3,600
lines, and we spent several person-months writing these proofs and integrating them into the
existing ones.

While the proofs are large, the T-CHERI properties are relatively compact. We manually tran-
scribed both the original T-CHERI properties and our new ones from Isabelle into Rocq and assumed
them there instead of re-proving them in Rocq. Figure 8 shows the Rocq translation of the Isabelle
property in Figure 7. There are some differences in the representation types, to make each version
idiomatic for the respective prover, but we took care to otherwise keep the formalisations as close
to each other as possible to enable straightforward checking that there are no transcription errors.

7.2 Fundamental Theorem of the Logical Relation (FTLR)

We express the safety of unknown code as the fundamental theorem of the logical relation described
in Section 6:

TueoOREM 7.1 (FTLR). Vpcc, V (pec) -+ E(pec).

We prove theorem 7.1 by Léb induction, taking >(Vc, V(c) -+ E(c)) as the induction hypothesis.

Unfolding the definition of &, theorem 7.1 essentially says that if all registers contain safe
values then the machine executes safely. If the value in the program counter, pcc, is sealed or lacks
the executable permission, the machine will fault immediately, which is safe, so we need only
consider cases where pcc is unsealed and has the executable permission. Therefore, we can extract
Vexecutable (Pcc) from V (pec) and conclude that the instruction to be executed is unknown, so the
machine’s first step of execution will load an arbitrary trace satisfying the T-CHERI properties.
Taking this step allows us to clear the later modality in the induction hypothesis, so we are required
to prove that given safe register values and an instruction trace satisfying the T-CHERI properties
the machine executes safely, assuming that the FTLR holds. Note that we cannot immediately apply
the induction hypothesis at this point to conclude the proof, because we are trying to prove safe
execution from a state where the machine has loaded a trace to execute, while & is stated in terms
of safe execution from a state where the machine has finished executing a previous trace and is
about to load a new one.

This proof has three major components. First we prove that any capability derived from a
collection of capabilities satisfying V also satisfies V (Lemma 7.2). Second we prove that each event
of a trace satisfying the T-CHERI properties executes safely, keeping track of various properties of
the prefix of the trace that has been executed (Lemma 7.3). Finally we prove that if all the events of
a T-CHERI compliant trace have executed the machine will go on to execute safely (Lemma 7.4).
All these lemmas are proven under the assumption of the above induction hypothesis.

LEmMMA 7.2. For any set of capabilities S, if Ve € S,V (c) then any capability ¢’ derivable from S
satisfies V(c’).

We prove Lemma 7.2 by case analysis on capability derivations. A new capability, ¢’, is derivable
from a set, S, of capabilities if it corresponds to a narrowing of the bounds or permissions of an
unsealed capability in S, in which case it is clear that Vsealed is preserved; or it is the result of
unsealing a capability in S using an unsealed capability in S with the unsealing permission, which
cannot happen because V forbids unsealed capabilities with the unsealing permission; or it is the
result of sealing a capability, ¢ € S, where c is unsealed and ¢ = unseal(c’).

For this last case if the capability is sealed with any seal type other than that of an indirect sentry
capability Viealed(c”) is just V (unseal(c¢”)) which holds because we have V(c) and unseal(c’) = c.
If the capability is sealed as an indirect sentry we prove Vipgirect (¢”) by assuming ¢’ permits reads

and extracting P such that‘ Jv,ar>pv*xPo ‘and Yo, P v - V(v) for all a in the bounds of ¢’ from

Proc. ACM Program. Lang., Vol. 9, No. PLDI, Article 226. Publication date: June 2025.



Morello-Cerise: A Proof of Strong Encapsulation for the Arm Morello Capability Hardware Architecture 226:17

trace_correct_cap c writes = (last(writes) = Some(c)) Vv (last(writes) = None * V(c))

memory_reads_safe ¢ t’ = V¢, ¢ € trace_reads_mem_cap t
3s, (trace_load_auth t’ s *
(seal_type(s) = IndirectSentry -
(s € invokes_indirect_cap(t’) *
Egen(clear_lsb(c), unseal(s), Isb(c)))) *
(seal_type(s) # IndirectSentry -+ V(c)))

trace_prefix_safe t t' = >x< (Fo,V(v) xr =g o) *

regprs
(Vc, available_caps t + V(c)) *
(Ze, “PCC” +>g ¢ * (V(c) V ¢ € invokes_code_cap t')

* trace_correct_cap ¢ (pcc_writes t)) =
(3c, “C29” g ¢ = (V(c) V ¢ € invokes_data_cap t')

* trace_correct_cap ¢ (idc_writes t)) *
(3b,“C64” >R b = last (c64_writes) € {Some b, None}) =
(Ye, ¢ € trace_reads_reg_cap -+ V(c)) *

memory_reads_safe ¢ ¢’

Fig. 9. trace_prefix_safe t t’ describes safe machine states when the machine has executed a prefix, t, of a
trace, t’, which satisfies the T-CHERI properties. It takes ownership of all registers; ensures the values of
“PCC", “C29" and “C64" are sensible; and requires all capabilities that might be used at this point in the trace
satisfy V or are part of safe invocations.

available_caps is the set of capabilities previously read by a trace, excluding those read from memory if the
instruction is an invocation.

invokes_{code, data, indirect}_cap are the sets of capabilities that may be invoked by a trace.
trace_reads_{reg, mem}_cap are the sets capabilities read from registers and memory respectively by a trace,
excluding those read after a write to the same location in the same trace.

trace_load_auth t s means s is a capability used to justify memory reads in trace ¢.

While parts of this definition may initially seem redundant, subtle differences in the meaning of the various
T-CHERI helper functions mean this form aligns very well with the properties we use while proving the FTLR.

Viata () (using the fact that sealing a capability does not change its bounds or permissions). We use
our induction hypothesis to conclude Yo, P v + &(v) and unfold & to Egey, to conclude the proof.

LEmMma 7.3. Ift’ is a trace satisfying the T-CHERI properties and t is a prefix of t’, t executes safely
from an initial state in which all registers satisfy V, and once t has executed, trace_prefix_safe t t’
holds.

We prove Lemma 7.3 by induction on the structure of #’. The base case is straightforward,
since in the initial state all registers including “PCC" and “C29" satisfy V and available_caps,
trace_reads_{reg, mem}_cap and {pcc, idc, c64}_writes are all empty. The inductive case is proved
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by case analysis over the possible types of event. For simplicity we will describe only one repre-
sentative example, of a register write. The T-CHERI properties tells us that a register write after
prefix t must either write a capability derivable from available_caps t or must write an invoked
capability to PCC or C64. In the first case, since every value of available_caps ¢ satisfies V, by
Lemma 7.2 the written value also satisfies V. In the second case we learn the written value is in
one of invokes_{code, data}_cap t. In either case it is therefore possible to update the appropriate
clause of trace_prefix_safe, noting that the Some branch of trace_correct_cap holds if required.

LEmMA 7.4. Ift’ is a trace satisfying the T-CHERI properties, and trace_prefix_safe t’ t' holds, then
WP Fetch holds.

Finally we prove Lemma 7.4 by case splitting on whether or not the trace t’ describes an
invocation. If t’ does not describe an invocation then invokes_{code, data}_cap are empty, so we
have capabilities pcc in the program counter and idc in C29 with V(pcc) and V (idc). Then by
the induction hypothesis of the FTLR we have &(pcc) which we can apply with V (idc) and our
ownership of C29 and C64 to conclude WP Fetch.

If ' does describe an invocation a more nuanced argument is needed, the exact form of which
depends on the kind of invocation described. To handle this we use the Morello specific large case
split described in Section 7.1, which describes the possible behaviours of each kind of invocation.

Because the definition of V is most interesting for indirect sentry capabilities we will examine
the proof for that case as an example. We learn from the case split that a data capability, s with
the IndirectSentry seal type and some address a has been invoked, and that a code capability, c,
has been read from address a and invoked. We know from idc_write_prop (Fig. 8) that since the
instruction did not raise an exception these two invoked capabilities were the only values written
to C29 and PCC, and so from trace_correct_cap we know that they are the current values in those
registers. We also learn from the invocation case split that the invoked data capability is the only
capability satisfying trace_load_auth for this trace. Since ¢ was read from memory by the trace we
can unfold memory_reads_safe to learn Eg,n(clear_Isb(c), unseal(s), Isb(c)) which we can combine
with the register ownership in trace_prefix_safe to get WP Fetch as required.

Using Lemma 7.3 we prove that the initially loaded instruction executes safely, and then apply
Lemma 7.4 to prove WP Fetch and therefore that the machine executes safely, proving the FTLR.

Formalising this proof of the fundamental theorem in Rocq required around 6.5k lines of proof
and intermediate definitions, and approximately six person months of work. We were surprised
that most of the Rocq proofs did not require detailed reasoning about the capability representation.
This reasoning is largely confined to the Isabelle proofs of the T-CHERI properties and the proof
of Lemma 7.2, with the rest of the Rocq proofs being mostly phrased in terms of helper decoding
functions that rarely need to be unfolded.

8 Known Code

To prepare the known code for verification we follow a similar process to the one used for standalone
program verification in Islaris [17]. We compile the assembly program in Figure 2 on a Morello
board, and use Islaris’s tooling to generate a Rocq embedding of the Isla instruction traces for the
instructions in the resulting binary.

We focus our formalization on the compartmentalization of the routine in Figure 2 and prove
that the stored counter only takes values between 0 and 63, by proving an Iris specification for
the code which includes invariant (1), in which bv 128 is the type of a bitvector of length 128 used
to represent a capability minus its tag, data + 16 >y (tag, v) takes ownership of the 16 bytes of
memory at address data + 16, asserting that they have tag tag and store value v. v[0..31] is the
integer representation of the lowest 32 bits of v and [ ] embeds a pure Rocq proposition into Iris:
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(v : bv 128)(tag : bool), (data + 16) oy (tag,v) = [tag = false A 0 < v[0..31] < 64] ‘ (1)

Assuming that the code and data capabilities to the encapsulated routine have been initialised
correctly as described in the following theorem, we can prove that the sealed data capability is safe
to share and the code capability is safe to execute.

THEOREM 8.1. If

o cd is a valid indirect sentry capability that has been sealed with the |b sealing type, has load
and store permission, contains a 16-byte aligned address, and points to a 20-byte memory region
containing a code capability cc and a 4-byte counter value between 0 and 63, where

o ccis a valid capability that has execute permission, points to the first instruction of the incrementer
routine (Figure 2, line 2), and has the least significant bit set to 1 (so that invoking it sets the C64
mode bit also to 1),

then V (cd) holds.

Our proof takes the following approach: 1) For each instruction of the routine, we define and
prove a suitable specification for the generated Islaris trace. As in the existing Islaris work these
specifications are written in a continuation passing style, where the specification of each instruction
takes as an assumption that execution from the following instruction is safe. 2) We then prove
that a code capability cc satisfying our initialisation assumptions is safe to execute (i.e., &(cc)),
preserving invariant (1). 3) Finally, we prove that a data capability cd satisfying our initialisation
assumptions is safe to share (i.e., V(cd)).

To make this verification effort feasible, several challenges needed to be addressed. As discussed
in [17], in a real-world architecture even relatively simple instructions such as add have a large and
complex definition. Isla helps simplify these significantly by pruning away unreachable execution
paths. Our assumption that a number of system registers have fixed values significantly helps Isla
to prune away paths that are not relevant to our proof. In addition, since we assume exceptions
to be safe, we can have Isla prune the tail of traces once they have begun to take an exception.
Finally we can manually annotate instructions in the known code with additional constraints that
help simplify the generated traces, although for soundness Islaris will then require us to prove
that those constraints hold when executing those instructions. In our incrementer example, we
annotate the instructions Idr w0,[C29,16] and str w0,[C29,16] with the constraint that the data
capability in C29 has load permission and a suitable alignment, which follows from our invariant.
This allows Isla to rule out a number of traces, for example, traces that split up a misaligned access
into a number of smaller requests and then reassemble the data.

Even with these simplifications in place, we are left with the complexity inherent to some
instructions’ behaviour that cannot be automatically simplified away. In general, instruction traces
are more complex for Morello than for Arm-A because instruction behaviour often depends on
if and how the different fields in a given capability are set, so apparently simple instructions can
have many subtly different behaviours. For example, the instruction ret, used in the incrementer
routine to return execution to the caller, has different behaviour depending on whether the return
pointer (C30) is tagged or sealed and how it is sealed among other things. This results in a trace
with a total of 23 different branches even after simplification, which we handle by adapting Islaris’s
proof search for Morello.

Islaris’s proof search is designed to automatically find necessary resources in the separation
logic context. For memory accesses and instruction fetch this requires Islaris to determine whether
bitvectors representing addresses are equal. This is done using a bitvector equality solver principally
based on the linear arithmetic solver lia. Unfortunately because CHERI capabilities are stored in a
compressed format, for which the decompression calculations are complicated and non-linear, Islaris
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is prone to hanging trying to search the separation logic context. This is particularly troublesome
for instruction fetch. Because the program counter is a capability, it has to be fully decompressed
and recompressed every time it is incremented. The correct calculations for this are generated by
Isla and evaluated by Islaris, but they are too complex for Islaris’s automation to handle in general,
meaning automation stalls at the end of every instruction. To handle this we wrote a more fine
tuned simplifier in Rocq, which takes advantage of the known structure of the compression to
pre-simplify addresses before Islaris searches for matching resources.

One subtle incompatability between Islaris’s existing automation and this work, caused by the
fact that Islaris is designed to reason about entirely known code, is that the definition of safe
execution from a machine state understood by Islaris’s automation assumes that the trace of the
first instruction to be executed is known concretely. This is not the case for the return instruction
from our incrementer routine, since the next instruction is expected to be unknown code. To
handle this we modified Islaris’s automation to be able to use a subtly different statement of safe
execution, at the cost of slightly worse automated handling of later modalities. As in Islaris these
specifications can be thought of as Hoare doubles, which are essentially standard Hoare triples
with a postcondition of True. Islaris uses Hoare doubles instead of Hoare triples because of the
ill defined nature of termination for realistic ISAs. Note that despite the lack of a post condition
Islaris Hoare doubles are not vacuous, as they still assert that the program executes safely, without
accessing resources it does not have ownership of or violating invariants.

As an example of the instruction specifications proven for our example, we consider the specifi-
cation of the first instruction as the following Hoare double: {P} a;4,, where a4, is the address of
instruction Idr w0,[c29,16] and

P =30pcm 029, Ug. C29 F>R U29 * I'yg F>R Ug * pPCC R Upce * C64 R 1% x% (2)
[0pcc[0..63] = aqr] *‘3(0 : bv 128).¢29 + 16 > (v, false) * [0 < 0[0..31] < 64] [* (3)

{ c29 PR Vg9 * EIU;,CC, 9. 7o MR Vg * PCC —p v;m * [U;CC[O..63] = Opec[0..63] + 41+ (4)

[0 < 0y[0..31] < 64] xC64 g 1% ...} (ajg, +4). (5)

The pre-condition P starts by taking ownership of the registers used by Idr, including C64 to
determine the instruction decode mode (2). We omit here ownership of system registers, as well as
assumptions on ¢29’s alignment, validity, bounds, permissions and that it is unsealed (recall that blr
automatically unseals ¢29 on invocation). It also requires PCC to be pointing to the Idr instruction
(3) and that invariant (1) holds. Finally, it assumes safe execution from the next instruction, add
(4-5), the pre-condition of which essentially acts as Idr’s post-condition: 39 remains accessible and
unchanged (which is necessary for the correct execution of str w0,[c29,16] on line 5), PCC has been
incremented correctly, ry is owned and its value is bounded appropriately, C64 has not changed and
we still own the system registers (omitted here). Note that we need not assert that vy will match
the v pointed to by cy9 + 16, as for safety it suffices to show it preserves the invariant condition.

COROLLARY 8.2. From an initial machine state in which all capabilities reachable from the set of
capabilities initially in registers are either capabilities for unprotected memory, or correctly initialised
data capabilities as described in Theorem 8.1, after executing the machine for any number of steps, the
value in the protected counter will be between 0 and 63.

To prove Corollary 8.2, we establish “V for each of the capabilities initially in registers, then if the
value in the program counter is pcc apply Theorem 7.1 to V (pcc) to establish &(pcc). Unfolding &
and specialising with V for each register value gives WP Fetch which can be combined with the
Islaris adequacy theorem to prove that the data invariant holds at every step of execution, and in
particular that the protected counter’s value is between 0 and 63.
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9 Related Work

Serval [16] builds on the Rosette symbolic execution framework to provide ‘push-button’ verification
of isolation properties for systems code, rather than connecting to a general-purpose interactive
theorem prover like Rocq or Isabelle to direct the proof manually. The machine model is written
specifically for Rosette, hints are used to control state space explosion, and the approach exploits
the fact that the execution paths of interest (such as exception handlers) are bounded. They use a
more symbolic architectural model and have a more restricted logic for expressing properties.

Closer to our work, Huyghebaert et al. [12] use a verified symbolic execution in Rocq called
Katamaran for proving similar properties of small systems, including a minimal capability machine.
The ISA semantics are written in pSail, a core calculus of Sail deeply embedded in Rocq. This
provides a more foundational result because all of the reasoning takes place inside Rocq, but it still
remains to scale it up to full Sail models, both in terms of the specification language and the ISA.

VeriCHERI [4] proves that a CHERI hardware design is secure, in the sense of enforcing non-
interference between mutually distrusting compartments. They establish this property directly
over an RTL design and so are able to identify microarchitectural information leaks not present
in the ISA definition. Like the existing T-CHERI work, VeriCHERI considers safety up to domain
transition, so does not prove interacting compartments remain secure after capability invocation.

While the simplest versions of Cerise achieve very similar properties to this work, for significantly
simplified machines, later versions of Cerise [8, 9] establish much stronger properties. These
developments use capabilities to protect the stack in such a way that well bracketed control flow is
enforced, and prove that this gives rise to temporal safety, rather than just the spatial safety we
consider. To achieve this in addition to still considering a highly simplified machine they also use
specialised capabilities that are not part of existing CHERI ISAs.

10 Conclusion and Future Work

We present a mechanised proof (available in the artifact accompanying the paper [11]) that the
Morello ISA’s architectural security mechanisms can be used to encapsulate software compartments,
such that they can run safely while sharing an address space with arbitrary adversarial code. By
mechanising this result we achieve a high degree of confidence that the security properties hold
regardless of the behaviour of the adversary, which would be impossible with testing alone. In
addition to demonstrating that such a proof is possible on a small example we provide a reusable
proof that any compartment which satisfies reasonable isolation conditions, expressed in the form
of a logical relation, is secure in a similar way. By building our proof on top of the existing T-CHERI
properties we demonstrate that a modest enhancement of the T-CHERI properties does in fact
strongly constrain an architecture to provide useable security guarantees, even in the presence of
domain transitions between distrusting compartments.

Since this work demonstrates that the basic version of Cerise can be adapted to a realistic
hardware architecture, one natural extension would be to adapt the more sophisticated temporal
safety forms of Cerise to realistic CHERI architectures. Other than increased scale and complexity,
the principle challenge here is that Temporal Cerise makes use of complex capability types that are
not a part of the Morello architecture, and alternative designs require extremely slow stack clearing
procedures. Consequently efficient implementation of Temporal Cerise on Morello requires either
new ISA design or efficient software emulation of these unusual capabilities.

Finally, while this work demonstrates that such proofs are feasible, it also highlights the need
for better proof automation for reasoning about real-world ISA semantics, so that similar work
could be done more routinely.
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