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Abstract

The ongoing NHS project for the dewvelopmernt of a UK-wide electronic health records
service, also known asthe “Spine', raisesmany cortroversial issuesand technical challenges
concerningthe security and con dentialit y of patient-identi able clinical data. As the system
will needto be constartly adaptedto comply with ewolving legal requiremerts and guidelines,
the Spine's authorisation policy should not be hard-coded into the system but rather be
speci ed in a high-level, general-purpose, machine-enforceablepolicy language.

We describe a complete authorisation policy for the Spine and related services,written
for the trust managemen system Cassandraand comprising 375 formal rules. The pol-
icy is basedon the NHS's Output-based Speci cation (OBS) document and deals with all
requiremerts concerningaccesscornrol of patient-identi able data, including legitimate re-
lationships, patients restricting access,authenticated expressconse, third-party consen,
and workgroup managemenm

1 Background

Electronic health record (EHR) schemesare now being dewveloped in Europe, the United
States, Canada and Australia to provide \cradle-to-grave" summariesof patients' records,
linking clinical information acrossthe ertire health system[Cor02]. In the UK, the National
Programmefor IT (NPfIT) will bring IT technology into the NHS to modernise patient care
and services.The NHS hasbeenplanning since1998to develop a nationwide Integrated Care
Records Service (ICRS) providing health care providers and patients with 24 hour on-line
accesdo EHRs on a certral data-spine[Nat98, Dep014. The deployment of what is now the
world's largest and one of the most complex IT projects in the public sectoris scheduled for
between 2005 and 2010. While the potential bene ts of such a system are obviously huge,
the governmert's plans have also beensubject of a ercely controversial public debate (see
e.g.[Haw03, Rog03 CS03 Col03a Pal03, Col03b, Cro03, Fou03 Arn03, Ley04, Col04)]).

A main issueof concernis the con dentialit y of patient health information: accordingto
arecert survey conductedby the Consumers'Asscciation, 72 percert of the responderts said
security and con dentialit y are a primary concern[Arn03]. At stake is not just the privacy
of sensitive personalinformation but the succesf the entire project. Patients will refuseto
sharetheir data if they do not trust the systemor do not have su cien t cortrol over the use
of their data. Already, public con dence is eroded: with the ICRS project, the NHS won a
\Most Heinous Governmert Organisation” Big Brother Award in 2000and \Most Appalling
Project" Big Brother Award in 2004[Ley04]. It is equally important to gain clinician buy-in
which will fail if the systemis cumbersometo use, if the accessrestrictions are too strict
or the responsetimes too high. Indeed, the clinicians' con dence in the project is already
eroded as well. At the annual meeting of the British Medical Asscciation in June 2004,
delegatesvoted for a motion which said, \giv en the uncertainties and lack of consultation
on the Care RecordsService[and] until GPs' legitimate concernsare answered, GPs should
not engagewith the Care RecordsService" [Col04].

Any EHR accesscortrol policy will be a compromisebetweencon icting interests. The
generalframework for any suc policy hasto comply with relevant legislation and regulations
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such asthe Data Protection Act, Mental Health Act, Human Fertilisation and Embryology
Act, the Abortion Regulations and the VenerealDiseasesRegulations. Every health organ-
isation is now required to have a privacy and data protection o cer, also called \Caldicott

Guardian" (named after the recommendation of the committee chaired by Dame Caldicott

in 1997 [Nat97]), who is responsible for overseeingthe organisation's security policy and
investigating breaches of con dentialit y. Anything beyond theserequiremerts is still highly
cortentious. As an example, the Caldicott committee recommendedthat accessto patient-

identi able information should be on a \strict need-to-know basis". In cortrast, common
medical code of ethics and professionalpractice goesfurther and requiresthe patient's con-
sert for accessingpersonalinformation [SMW93]. Anderson[And96] stresseghe samepoint

in his security policy commissionedby the British Medical Asscaciation, and further demands
that patients should automatically receive noti cations whentheir data are accessedlt now
seemsto be current consensughat patient consert should be the basisfor accessdecisions
although it is not yet clear when explicit consen hasto be sough and whenimplicit consen

can be assumed.

It should be su cien tly clear from this that the Spine'saccessontrol policy will undergo
frequernt changesasthe public debateewlves. Furthermore, health organisationsare likely to
have customisedpolicies, compatible with but di erent from the national one. It is therefore
necessaryto be able to specify the policy independertly of the implementation instead of
having it hard-coded into the accesscortrol engine.

In the trust managemem approac [BFL96], an organisation'spolicy is speci ed explicitly
in a high-level policy language. Accessrequestsare submitted along with supporting digital
credertials to prove that the requestcomplieswith the local policy. Strangersthus establish
mutual trust by exdhanging sets of suitable credertials. This idea is common in everyday
life: for example, a passengercan ched in and requesta boarding passon production of a
passprt and a ight ticket.

We have produced a complete EHR policy with 375 formal rules, basedmainly on the
Output Based ICRS Speci cation [Nat03]. It is written in CassandrgBS04g BS04H, a
formally speci ed distributed trust managemen systemwith a policy languagethat is unique
in that its expressivenesscanbe exibly tuned accordingto need. x2 intro ducesthe Cassandra
trust managemen systemand its policy language. A brief overview of the EHR architecture
is given in x3. x4 describesa complex scenarioillustrating some of the challenging security
requiremerts and how patients and clinicians may usesud a systemin practice. x5 describes
our NHS policy in detail. The formal policy rules can be found in Appendix A.

2 Cassandra overview

Cassandrds a trust managemen system enabling a potentially large network of ertities to
sharetheir resourcesunder well-de ned restrictions, speci ed by local accessortrol policies,
even if they are mutual strangers. This section gives a brief and informal overview of the
system and illustrates it with examples;see[BS04h BS044 for a more formal treatment.
x2.1describesthe main componerts of Cassandrdrom a high-level point of view; x2.2 outlines
the policy languageand x2.3 the accesscortrol engine.

2.1 Arc hitectural overview

Imagine a network of ertities (human users,organisations,autonomousprograms) who would
like to collaborate with ead other. Every ertity runs its own copy of a Cassandraservice,
which acts asa protectiv e layer around the resources.Figure 1 showsthe internal componerts
of a Cassandraervice. Entities caninteract with ead other only via the interface. The design
goal of the interface was simplicity, orthogonality and generality. Consequetly, the interface
de nes only the most essetial and basic requestsrelevant to role-basedtrust managemeit
performing an action (i.e. accessinga resource), activating and deactivating a role, and
requesting a credertial that perhapsis neededto gain authorisation somewhereelse.

The accesscontrol engine handlessud a requestby invoking the evaluation engine which

4



Cassandra Entity remote que

Q
’ i invokﬁ

modify

Policy
Evaluato

ngi

(

rules & credentials)

Interface

Access Control E

request credenti Resource

(Actions)

grant acces

L
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in turn queries the local Cassandrgpolicy. The expressinessof the policy speci cation

languagedependson the globally chosenconstraint domain C, an independert module that

is plugged into the query evaluation engine. Cassandras designedto support automated

credential retrieval: a policy of one ertity can refer to policies of other ertities | query
evaluation may thus trigger credertial requestsfrom someother ertit y's policy (possibly the

requester's) over the network. The answer of the ewaluation engineis used by the access
cortrol engineto decidewhether the requestis to be granted.

2.2 Policy specication overview

Entities protect their resourcesby specifying a policy. In Cassandraa policy is a set of rules
written in the Cassandrgolicy language. Rules govern the accesscontrol behaviour of the
system;in particular, they specify role membership, permissionsto perform actions, and the
conditions for role activation, role deactivation and for disclosing credertials. This section
outlines the policy language:it rst introducesDatalog® and then sketcheshow Datalog® is
extended with special predicatesand trust managemen constructs.

2.2.1 Datalog ©

Cassandra policy speci cation languageis basedon Datalog®, a languageknown from Con-
straint Logic Programming (CLP). DatalogC is a genericextension of negation-free Datalog
[AHV95] (Prolog without function symbols) wherethe languageexpressivenesscan be tuned
by varying the constraint domain parameter C. A Datalog® rule is of the form

Po(€0)  pi(€1);:pn(€n);c

where the p; are predicate namesand the € are (possibly empty) expressiontuples (that
may contain variables) matching the parameter typesof the predicate. po(€p) is the head of
the rule, and the sequenceof predicates on the right hand side of the arrow is the body of
the rule; c is a constraint on the parameters occurring in the rest of the rule. Intuitiv ely,
to deducethe head of a rule, all body predicates must be deduciblein such a way that the
constraint is also satis ed. A set of Datalog® rules can then be interpreted as the deductive
closure of the set.

The constraint of arule, ¢, is a formula from some xed constraint domain C, a language
of rst order formulae containing at least true, falseand the identit y predicate \=" between
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C-expressions(variables, ertities and possibly other constructs). It must be closed under
variable renaming, conjunction (*) and disjunction (_). Furthermore, it must be equipped
with an interpretation that de nes when formulae are satis ed.

The expressienessof Datalog® dependson the chosenconstraint domain C. For exam-
ple, the least expressie constraint domain is the one where the only atomic constraints are
equalities betweenvariables and constarts. Choosing this trivial constraint domain reduces
the expressienessof the languageto standard Datalog or Horn clauseswithout function
symbols. More powerful constraint domains often include boolean, arithmetic and set con-
straints, and make use of more complex expressionssuc as tuples, set expressionsand
(side-e ect free) function applications (e.g. to accesshe current time). The computational
complexity of evaluating Datalog® programs increaseswith increasing expressieness:with
set constraints it is already possibleto encade the Hamiltonian cycle problem, and thus all
NP-complete problems. Care must be taken not to choosea constraint domain that is too
expressie as this can result in programs in which queries are undecidable. We will later
intro duce the notion of constraint compactnessto restrict constraint domainsto those that
guarantee termination of queries. A more formal treatment of Datalog® and CLP can be
found in [JM94, JMMS98, Rev0Z

2.2.2 Roles and actions

In Cassandraaccessortrol is role-based,and our roles, aswell asactions, are parameterised.
Role-basedaccesscortrol (RBA C) was initially introduced to simplify security administra-
tion of large enterprises. The use of role parameters enhanceslanguageexpressieness,and
furthermore can dramatically reducethe number of required rolesin a policy. In the context
of distributed trust managemem, roles can more generally be used as a represenation of
authenticated subject attributes in decerralised accesscontrol [LMWO02].

Formally, arole is atypedrole nameapplied to an expression(that may contain variables)
of amatching type, e.g.ManagefSales-dept ). Similarly, anaction is an action nameapplied
to an expression,e.g. Read-file (le ). For the remainder of the dissertation, variables will
be written in small letters and italics (e.g. le ), generic constarts in italics but capitalised
(e.g. someertity E), and concrete constarts in typewriter font (e.g. Sales-dept ).

2.2.3 Predicates and rules

Policiesare speci ed by rules de ning predicatesthat govern accesscontrol decisions. Recall

that the interface de nes requestsfor the four most basic tasks of performing an action,

activating and deactivating a role, and requesting a credeniial. Cassandra predicates were
designedto expressconditions for precisely these four requests. Consequetly, we have a
predicate permits that de nes who can perform which action; canActivate speci es who can
activate which roles (and thusimplicitly de nes the role membership relation); canDeactivate
speci es who can revoke which role; isDeactivatedis usedto de ne automatically triggered

role revocation; and canReqCredules specify the conditions to be satis ed beforethe service
is willing to issueand disclosea credertial. We also have the predicate hasActivatedthat

speci es who has activated which role. The reasonwhy we needthis predicate is that role

activations are re ected in the policy; in other words, if an ertity activates a role, a new
hasActivatedstatemert is addedto the policy; and conversely the statemert is removed from

the policy when the role is deactivated.

It may comeasa surprise that requestsmodify the policy. Indeed, in a real implementa-
tion, hasActivatedpredicateswould likely be stored separately from the policy for e ciency
reasons. Howewer, viewing the current role activations as a part of what the policy asserts
simpli es our model, asthe ertire state of the system (i.e., which roles are activated) is then
captured by the policies alone. Moreover, the conditions in a rule are often concernedwith
whether somelndy hasactivated a role, and sometimeswhether somelndy can activate a role
(i.e., is a menmber of the role). Similarly, aswe shall seein the next section, credenials are
just signed predicates, and are often usedfor assertingthat somelpdy has activated a role,
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or that somelody can activate a role. Therefore, expressingboth role activation and role
membership in form of predicatesis a logical designdecisionthat keepsthe model uniform.
Finally, user-de ned predicates are also allowed. These predicates are auxiliary and do
not have any inherent accesscortrol meaning.
The following simple examplesof policy rules illustrate the meaningsof some of these
special predicates. This rule speci es that human resourcemanagerswho have activated their
role can register new employeesin any department, apart from executive board members.

permity e; Register-employee (name;dept))
hasActivatede;ManagefHR);
dept & executive-board

The next policy fragment consistsof three rules. The rst rule allows Alice and Bob to
activate the administrator role if their userroles have beenactivated; the secondone allows
everyoneto deactivate their own userrole; and the third rule speci es that an administrator
role is automatically deactivated if the corresponding user role is deactivated.

canActivatge; Admin())
hasActivatede; User()) ; (1)
e 2 fAlice ;Boly

canDeactivatée; ; e;; User()) e =6

isDeactivatede; Admin())
isDeactivatede; User())

Note that the secondrule could have beenwritten more conciselyas
canDeactivatée;e;User())

The rst argumert of every special predicate is an explicit subject parameter; for example,
in the caseof canDeactivatethe rst parameter speci es who can perform the deactivation.
In the simple rules shovn above, the subject in the head is always the sameasin the body
predicates. However, there are rules where this is not the case. Theserules cannot be easily
expressedn languageswhere the subjects of head and body are implicitly the same.

The Cassandraolicy languagealsoallows restricted aggregationoperators for computing
the set of all dierent valuesthat satisfy a predicate. An aggegation rule is a rule whose
head contains one of the two operators groupand count. Intuitiv ely, the group operator nds
the set of all dierent ground valuesthat satisfy a predicate, whereascount computes the
sizeof that set. For example, considerthe following rule:

countMonlkeyg countrxi ; age)
hasActivatedx; Monkeyage))

Querying the policy with the query countMonkeygn; 5) would nd the number n of active
monkeys of ageb.

2.2.4 Credentials and distributed policies

In the trust managemen approad, accesscortrol decisionsare basedon credertials assert-
ing properties about the holders. In Cassandrathe properties assertedby credenials are
constrained predicates. Furthermore, a credential is signed and issuedby an entity called
issuer, and is held by an ertit y called location. We write

Alice @UCarmsanActivatgAlice ; Student (subj))
subj 2 f Maths; Psychologyg

to represent a credertial held by Alice, issuedby the University of Cambridge (UCam), and
assertingthat Alice is a Maths and Psychology studert.
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In Cassandraewvery predicate in a rule has a location pre x and an issuerpre x. This
enablesrules to refer to predicatesthat are stored somewhereelseon the network and are
signedby someoneelse. In other words, rules canrefer to credertials. As in the rule examples
from the previous section, we usually omit those pre xes that refer to the location of the
rule itself. The last examplewritten out with all pre xes would have read (assumingthat it
is stored in E's policy):

E @E :isDeactivatede; Admin))
E @E :isDeactivatede; User())

The following exampleillustrates how Cassandralealswith predicatesthat referto remote
locations. The rst rule belongsto the policy of a bookshop called He ers which o ers
discourts to Physics, Maths and Computer Sciencestudents from UCam and the Anglia
Polytechnic University (APU). If Alice sendsa requestto He ers to activate a discourt
role, the bookshop's Cassandraservice will send a credertial request badk to Alice (since
e; = Alice ) to ask her for an appropriate student credertial issuedby either UCam or APU.

Heffers @canActivat€e; ; Discount ())
e, @e;:canActivatde; ; Student (subj));
subj 2 f Physics ; Maths; CompSai;
(e = UCam e, = APy

Alice's Cassandraservice will return a copy of the requestedcredertial to He ers because
Alice doesindeed possess suitable credertial (rst rule) and shehasa rule stating that she
is willing to reveal her studert credertial to any requester (secondrule, with empty body
and no constraint):

Alice @UCarmsanActivatgAlice ; Student (subj))
subj 2 f Maths; Psychologyg

Alice @canReqCrefk;UCamsanActivatd Student (subj)))

2.3 Policy enforcement overview

Entities interact with ead other by sendingrequeststhrough the interface depictedin Figure
1. To describe the Cassandraystem, it is not su cien t to describe the policy language;it is
also necessarnyto de ne the accesscontrol engineand how it interacts with the policy.
Recall that the interface de nes four typesof requests: performing an action, activating
a role, deactivating a role and requesting a credertial. Upon a request, the accesscortrol
engine queriesthe policy to chedk whether it should be granted.
The exact query dependson the type of request. If the requestis to

perform an action , the query will be a corresponding permits predicate;

activ ate a role, the query will rst be a hasActivatedpredicate to seewhether the role
has already beenactivated for the requester,and if this is not the case,there will be a
secondquery, a corresponding canActivate predicate;

deactiv ating somebody's role, the query will rst be a hasActivated predicate
to seewhether the \victim" has activated that role at all, and then a correspond-
ing canDeactivatepredicate. If this succeedsthe accesscortrol engine will send a
isDeactivatedquery to nd the set of all role deactivations triggered by the initial one;

request a credential , the query will rst be a corresponding canReqCredredicate,
and then secondly since a credertial is nothing but a predicate, the credertial itself.

All granted requests (apart from performing an action) have side-e ects on the global
state: activating a role adds a hasActivatedfact (i.e., a rule without body predicates)to the
service'spolicy; deactivating a role removes one or more hasActivatedfacts; and requesting
a credertial adds a fact represerting the credenial to the requester'spolicy.
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For example, reconsiderthe three policy rules from example 1. Supposethe policy also
cortains a fourth rule

hasActivateqAlice ; User())

Now suppose Alice wants to activate the Admin) role. The accesscortrol engine will
rst query the policy with the predicate hasActivatedAlice ; Admin()) to chedk whether
Alice has already activated that role. This fails, as expected, so the second query is
canActivatdAlice ; Admin()). This succeedsbecauseof the rst and the fourth rule, and
a fth rule is addedto the policy:

hasActivatedAlice ; Admin())

Now suppose Alice requeststhat her User() role be activated. The accesscortrol en-
gine tries to deduce the predicate hasActivatedAlice ;User()); and indeed, Alice is cur-
rently active in the user role becauseof the fth rule. Then, the policy is queried with
canDeactivat€Alice ; Alice ;User()) which also succeedsbecauseof the secondrule. Fi-
nally, the accesscortrol engine will attempt to nd all values satisfying the predicate
isDeactivatede;r) under the assumption isDeactivatedAlice ;User()). By assumption, this
will of course be the pair (Alice ,User()) itself, and by the third rule, also the pair
(Alice ,Admin()). The found values match the hasActivatedfacts from the fourth and the
fth rules. Consequetly, thesetwo rules are removed from the policy.

3 EHR architecture

The Spineis the certral servicethat holdsthe EHRs of all NHS patients. Including deceased
usersand userswho have moved abroad, the total number of recordsis expected to be in
the order of 1%, It provides online read and write accesgo the recordsto authorised users;
thesewill mainly be clinicians and personalusers(patients and their agerts).

The Spineis supported by the national Patient Demagraphic Service (PDS). It serwesas
a single, comprehensie and consistert sourceof up-to-date demographic patient data (e.g.
NHS number, name, address, preferred language). This data is accesseddy the Spine and
other applications for identifying and authenticating personalusers.

The national servicesare large and have to be able to cope with high loads. By 2010,
whenthe ICRS project is expectedto be completed, there will be an estimated number of 50
million patients, 300 million GP appointments, 70 million inpatient episadesand out-patient
hospital attendances,and about 30 million other health episadesand encourters ead year
(X740, [Nat03]).

An integral goal of the NHS National Programme for IT in the NHS (NPfIT) is the
deployment of an infrastructure for identi cation, registration and authentication of users
in a secure, standardised and seamlessmanner acrossall national and local applications,
basedon digital credertials and public key technology. Professionalusers,i.e. clinical and
administrativ e sta, accessEHR data in the Spinebasedon role credertials, issuedby NHS-
approved Registration Authorities (RAs). RAs are also responsible for managing clinical
workgroup membership. The sizeof an RA canvary considerably Most RAs will be local to
a single health organisation, but somemay be \more nationally based" (x730.24.0,[Nat03]).
It is conceiable that large RAs could be located on the NHS cluster level of which there
are v e in England (covering London; North East, Yorkshire and Humberside; South East
and South West; East of England and East Midlands; West Midlands and North West). A
typical cluster comprisesof up to 2000 General Practices and 100 Acute Trusts and other
health organisations. An RA policy should therefore be able to cope with up to 200,000
registered health professionals.

Local applications are expectedto make useof and interoperate with the national services.
In particular, local health organisations (e.g. hospitals, doctors' practices) will gradually
move from the traditional paper-basedrecordsto electronic databases. The records kept
on this level are called Electronic Patient Records (EPR); summaries of these are usedto
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populate the Spine. This processmay take a long time, and the local proceduresdi er
substartially, so the EHR service cannot be deployed on this level by connecting up all
existing EPR systems. Health organisationscan be as small assingle GP practicesbut could
alsobe entire NHS trusts with up to 500,000registered patients.

4 Scenario

The following scenario illustrates some of the more challenging requiremerts of security
policies for our EHR architecture. x5 discusseshow these requiremerts are met by our
Cassandrgolicy (we usethe role and action namesfrom the policy in the text below).

Anson Arkwright goesto seeDr Zoe Zimmer, his family's General Practitioner (GP),
for an HIV test. Dr Zimmer records the visit in a local EPR item! by performing an
Add-record-item action (with suitable parameters) but does not submit a summary to
the Spine on Anson's request. Sometime later, Bob Arkwright, Anson's father, visits Dr
Zimmer becauseof heart problems. During the visit he alsotells her that he believeshis son
Anson may be a hypochondriac. Dr Zimmer adds a record item to Bob's EPR about his
heart condition and an item in Anson's EPR about his father's commeris. The latter item
is marked as corntaining third party information about his father, so as long as his father
(or the Caldicott Guardian on his behalf) doesnot enter a Third-party-consent  role for
that item, Anson will not be able to read it. (Note that we useroles not just to model job
positions within an organisation but also to indicate state changes,e.g. giving third-part y
conse.)

Dr Zimmer also attempts to submit a summary of Bob's new EPR item to his shared
EHR: She rst activates her Spine-clinician role on the Spine by submitting an RA-
issuedNHS-clinician-cert  role credertial along with the activation request. Subsequetly,
her Add-spine-record-item  action succeedsbecausethe Spine can deduce she is Bob's
Treating-clinician (Bob has explicitly consered to treatment years ago and has not
withdrawn his Consent-to-treatment  role). Dr Zimmer also decidesto refer Bob to a local
hospital's cardiologist, Dr Hannah Hassan. As Bob's treating clinician, Dr Zimmer can enter
a Referrer role on the Spine, thus enabling Dr Hassanto also becomea treating clinician
with a legitimate relationship. Bob's consert is not needed,but he hasthe power to cancel
the referral by deactivating Dr Zimmer's Referrer role.

At the hospital, a Receptionist registers Bob as a patient by activating a Register-
patient role. After his out-patient visit with Dr Hassan,the receptionist registershim with
a surgical team in the same hospital for a heart bypass operation. For this purpose, the
receptionist activates appropriate Register-team-episode and Register-ward-episode
roleson the hospital's service,thereby establishinga legitimate treating clinician relationship
between Bob and the surgical team and the ward nurses. During surgery, abnormal liver
values are found, so the team attempts to seard for potentially important information in
Bob's EHR on the Spine. However, years ago, Bob activated a Conceal-request role on
the Spineto concealthe contents of all items in his EHR concerningan alcohol-related liver
problem from everybody except clinicians treating him as GP, and this request had been
granted by Dr Zimmer, who activated a corresponding Concealed-by-spine-patient  role
for this purpose. The head of the surgical team, Dr Lily Littlew ood, decidesto \break the
seal"to view Bob's restricted EHR item by performing the action Force-read-spine-item
This can be done by any clinician with a legitimate relationship but will be marked in the
audit trail to be investigated by the hospital's Caldicott Guardian.

Unfortunately, the team encourters further complications during the operation and Bob
needsto be kept in an articial coma. Dr Zimmer agreesto appoint Bob's wife, Carol,
to be his agert by activating a Register-agent role on the Spine. Carol then requests
to activate the Agent role on the hospital's service. This succeedsafter a cycle of trust
negotiation between the hospital, the Spine, and the hospital's RA: the hospital's service
reactsto Carol's requestby requesting an agert registration credertial from the Spine; the

!Recall that EPRs are the detailed patient records held in health organisations and are meart to replace the
traditional paper-basedrecords, whereasEHRs are the shared summary records held on the Spine.
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Spine replies by requesting a health organisation credential; the hospital agreesby sending
an health organisation credertial, issuedby someRA, to the Spine; the Spine requestsan
NHS-signedcredertial from the RA to ched if it is an o cially approved RA, and nally ,
the Spinesendsthe originally requestedRegister-agent credertial to the hospital certifying
that Carol is indeed Bob's agert.

When Bob is woken and released,he attempts to revoke the agen registration for his
wife but fails becauseit was Dr Zimmer who registered Carol. Howewer, on Bob's request,
Dr Zimmer deactivates her Register-agent role for Carol. If Carol is active with an Agent
role on the Spine at that momert, cascadingrevocation causesthat role to be deactivated
immediately as well.

5 EHR policy

5.1 Overview

We have drafted a complete Cassandragolicy for the NHS Spine and related services,based
mainly on the Output BasedICRS Speci cation Version 2.0 (OBS) [Nat03], reports from
NHS pilot projects of the Electronic RecordsDevelopmert and Implementation Programme
(ERDIP) [Nat02, Gau03, and various Department of Health documerts [DepO1h Dep03.

The OBS is a 900-pagedocumert given to potential suppliers during the procuremert
processin August 2003. According to the OBS, the ICRS modules are to be delivered by
cortractors in three phases.By Decenber 2004(Phasel), a basicsystemfor accessingeHRs
on the Spine should have been delivered, and the Spine populated with patient data. At
this stage,the required con dentialit y requiremerts are dangerouslylow and have prompted
harsh criticism from doctors, patient interest groupsand the media: A one-0 generalconsen
given by a patient would make his personaldata available to all clinical usersof the Spine.
Stricter con dentialit y measuresare intro ducedwith the later phases.In Phase2 (Decenber
2006), patients will directly accesstheir health data, they can requestto concealparts of
their records, and can identify people (agerts) to act on their behalf concerning accessto
records. Furthermore, accesscontrol basedon clinical workgroups will be supported. In
Phase 3 (Decenber 2010), clinicians will also be able to conceal parts of their patients’
records,accesawill be basedon legitimate relationships betweenpatients and clinicians, and
systemsmust separatelydeal with data cortaining con dential third-part y information. Our
proposed policy covers all requiremerts regarding the accessof patient-identi able data up
to and including Phase3.

The most relevant sectionfor our casestudy is sectionx730on information governance,a
list of security and con dentialit y requiremerts for ICRS systemshandling patient data. It
was speci cally written to comply with relevant legislation and guidelines,in particular with
the Data Protection Act 1998and the Caldicott guidelines,and, asfar as patient registration
is concerned,with the \Registration and Authentication e-Governmert Strategy Framework
Policy and Guidelines". The document adknowledgesthat the requiremerts of this section
are likely to ewlve due to changesin national guidelinesand legal requiremerts, but alsoto
new positions emerging from still ongoing NHS consultation processes.Someof the points
will be a ected by designwork yet to be done, and someare \sub ject to further guidance".

Consequetly, the requiremerts are sketchy in places. For example, section x730.9 states
the requiremerts of role-basedaccesscontrol without specifying which roleswill be usedand
their assaiated privileges. Similarly, it is a Phase3 requiremert that only clinicians with a
legitimate relationship have accessto patient data (x730.17). However, the section doesnot
explain the rules for establishing legitimate relationships. In writing a formal policy for the
system, many sudh missing details had to be lled in. Many of our rules are basedsimply
on common sense,even though they are not explicitly required in the OBS: for example,
that a legitimate relationship is automatically revoked if the respective patient is no longer
registeredin the system.

In somecaseswe had to choosefrom a number of conceiable options and, in general,
favoured the more demanding solutions. For example, patients may sealo groups of related
clinical data (e.g. all the data about a particular event) (x730.48.2),but the OBS defersthe
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speci cation of the granularity of such groupings until further guidance has beenproduced.
Our solution givespatients an extremely high exibilit y in specifying sealing-o criteria and
may well be more exible than what is actually needed,but it shaws that lessdemanding
solutions could also be implemented in Cassandra

In our casestudy, the entities are the individual users (patients, clinicians, sta ) as
well as the national and local services. We have written policies for the Spine, the PDS,
Addenbrooke's Hospital (an exemplary hospital), and Addenbrooke's RA. The policies use
the constraint domain G [BS04H and comprise 375 rules, 71 roles and 12 actions. Of the
375 rules, there are 118 canActivate 97 canDeactivate 51 isDeactivated 29 permits and 27
canReqCredules. The remaining 53 are user-de ned rules. The casestudy suggeststhat
common policy idioms such as appointment hardly occur in their pure forms in practice. It
is therefore not su cien t to equip a policy languagewith standard policy constructs (e.g.
appointment in OASIS [HBM98, YMB02, BMY02]); rather, it is necessaryto be able to
expressdi erent variants of them. The rules can be roughly divided into the following
categories:

5.1.1 Permissions assignmen t

Many of the permits rules are straightforward parameterised role-action assignmets, e.g.
\patien ts can annotate their own record items". Others require more than one role-related
prerequisite condition, e.g. \clinicians can force-read record items concealedby a patient
if they have activated their clinician role and if they are member of a workgroup (clinical
team or ward) currently treating the patient". The last condition is also an example of an
auxiliary or derived role: the Group-treating-clinician role neednot be activated when
using the rule; it is su cien t that it can be activated.

The permitsrules concerningreading recorditems are typically alsoconditioned on patient
and third-part y consen and (absenceof) accesgestrictions. All theseconditions correspond
to role activations of usersother than the requester. Such rules cannot be easily expressed
in languagesin which the subject parameters of the head and the body are implicitly the
same,e.g. SPKI/SDSI [ElI99, EFL* 99], RT [LMWO02] or OASIS [HBM98, YMB02, BMY02].

5.1.2 Consent

Accessto health recordsis primarily basedon explicit patient consen. Consernt may be
required for initial treatment, for referrals and for disclosure of third-part y information.
We implement consent as a form of appointment: by activating a consen role, a patient
\app oints" a clinician to be e.g. a Treating-clinician with a legitimate relationship. To
prevert frivolous usersfrom unsolicitedly activating myriads of consett roles, the user must
rst have beenrequestedto activate the consen role. These consent requestsare again
implemented as a form of appointment, but now the other way round: by activating a
consen requestrole, the clinician enablesthe patient to activate a consen role. Consen is
thus implemerted as a two-stageappointment mecanism.

5.1.3 Registration

Registration is an administrativ e task that takes on many forms in our casestudy: for
example, PDS managersenter newly born patients into the PDS, receptionists register new
patients, human resource managersemploy clinicians and other sta, head nurses assign
nursesto wards, and heads of clinical teams assign clinicians to their respective teams.
Registration can again be implemented using variants of the appointment encaling given in
[BS04h. Variants include combinations with cardinality restrictions (\patien ts can register
at most three distinct agerts acting on their behalf") and uniquenessconstraints (\a patient
canonly be registeredif no one hasalready activated the registration role for that patient").
The two mentioned variants make use of Cassandra aggregationoperators.
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5.1.4 Referral

Referral is implemented asa form of delegation. Our casestudy exhibits two kinds of patient
referral. On the Spine, no patient consern is required, and referral chains are of unbounded
length. On the level of the local health organisation, we decided to implement a stricter
alternativ e: a local treating clinician can refer the patient to an external clinician (who will
then have restricted rights to read the local EPR record items) only with explicit patient
consern, and the delegation chain can only be of length one.

5.1.5 Sealing o data

This is a policy idiom motivated by the requiremert that patients may specify accesgestric-
tions on their data. Patients can ne-tune the accesgights to their recordsby activating an
appropriate concealmen requestrole, if the requestis subsequetly approved by a clinician.
The permits rules governing read accessneedto ched that no such concealmen role has
been activated and approved; this requires universally quarti ed negation, expressedwith
the help of aggregationoperators.

5.1.6 Deactiv ation

canDeactivaterules specify who can deactivate which roles. Although theserules are rather
straightforward, it is important that deactivation can be specied exibly. For example,
revocation of agen registrations is asymmetric in the sensethat patients can only revoke
the agerts they have appointed themseles (grant-dependert revocation), whereasCaldicott
Guardians can revoke not only the agerts they have appointed for a patient but also those
appointed by the patient (variant of grant-independert revocation). Furthermore, agen role
activations are revoked only if all their registrations have beenrevoked. This is yet another
example of universally quanti ed negation requiring aggregation operators.

Cascadingdeactivation, specied by isDeactivatedrules, is usedto automatically deac-
tivate a role if some other role is deactivated. For example, the revocation of a patient's
registration in the hospital triggers the deactivation of all roles that have somethingto do
with that patient, including agen registrations, inpatient episale registrations, legitimate
relationships with clinicians, accessestriction roles, and consett roles.

5.1.7 Creden tial managemen t

Credertial-based trust negotiation and credertial protection are governed by the interaction
betweencanReqCredules and rules with remote body predicates. The scenarioin x4 gives
an example of multi-phase automatic trust negotiation. canReqgCredules are also used for
regulating direct credertial requestsfrom ertities. For example, agert credertials from the
Spine can be requested by certied health organisations, and also by the agert himself.
The location parameter of Cassandrgredicates facilitates very exible forms of automated
credential retrieval: unlike other policy systems,credertial locations are not restricted to the
issueror the credertial subject. For example, a credertial of the form

RAhasActivatedRA-admNHS-health-org-cert  (Org; Start ; End)

may be found at the location Org which is neither the issuer (RA nor the subject (RA-adm

In the following we describe in detail the policiesfor the EHR architecture outlined in x3
and illustrated in the scenario(x4). All rules are alsolisted in the Appendix A. The section
numbers starting with 730 relate to the OBS [Nat03].

5.2 The Spine

The Spineis the heart of the ICRS, containing EHRSs for all patients and providing online
accessto the recordsto both to both patients and professionalusers. Our policy for the
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Spine de nes the accesgsoles and privileges, and managesconsen, legitimate relationships,
and concealmen of record items. The Spine policy comprises137 rules.

5.2.1 EHR structure

Each patient is assaiated with exactly one EHR consisting of a set of record items, indexed
by an ID. We thus assumethat ead record item is uniquely identied by a pair (pat, id):
the item with ID id in the EHR of patient pat. The policy accesseselevant elds of a record
item via the following system functions, eat of which take such a pair as argument:

Get-spine-record-author  returns the author of the item. This is always a clinician.
Get-spine-record-org  returns the health organisation of the author.
Get-spine-record-time  returns the time and date of the item's creation.

Get-spine-record-subjects returns a set of subject matters (chosenfrom a prede-
ned list of valid subjects such as “allergy', “abortion', “cancer’) the item relatesto.

Get-spine-record-third-parties returns a set of all third parties whose consen
must be souglt prior to revealing the item to the patient.

As is the casethroughout this casestudy, elds and parametersthat are irrelevant to the
policy are omitted. For example, there is no “cortent’ eld for record items, as the policy
doesnot perform any computations on the actual content of the item. Similarly, alert-raising
actions sudh as Force-read-spine-record-item , i.e. the forced reading of an item against
the patient's wishes,would in reality cortain a ‘reason'parameter explaining why this action
is performed, but it is omitted sinceit is irrelevant for the policy.

5.2.2 Main roles

The Spine policy is role-based(x730.9), and designedin such a way that usersneedto have
activated a single main role, Spine-clinician , Spine-admin, Patient , Agent and Third-
party , before performing any action or activating a registration, consen or concealmen
roles. The requiremern that exactly one role must be active (x730.12.10)is an example of
dynamic n-wise separation of duties [BS044. The activation rules for all theseroles cortain
a user-de ned predicate no-main-role-activeuser) (S1.5.3) that is satis ed only if the user
has not already activated any of theseroles:

(S1.5.3)

no-main-role-activéuser)
count-agent-activationfn; user);
count-spine-clinician-activatiorga ; user);
count-spine-admin-activatior{s ; user);
count-patient-activationgn; user);
count-third-paty-activationgn; user);
n=20

As in [BS04H4, this is achieved by the use of aggregation predicates (S1.1.4,S1.2.4,S1.3.4,
S$1.4.5,52.2.13).

(S1.1.4)
count-spine-clinician-activatiorfsountrui ; user)
hasActivatequser; Spine-clinician  (ra; org; spcty))

(S1.2.4)
count-spine-admin-activatiorfsounthui ; user)
hasActivatequser; Spine-admin ())

(S1.3.4)
count-patient-activationgcountui ; user)
hasActivatequser; Patient ())

14



(S1.4.5)
count-agent-activationgcounthui ; user)
hasActivatequser; Agent(pat))

(S2.2.13)
count-third-paty-activationgcountui ; user)
hasActivatequser; Third-party ()

The following describes the rules concerning the main accessroles apart from Third-
party which is discussedin x5.2.3.

Clinicians A clinician certi ed by an NHS-approved RA ra working for health organisa-
tion org with specialty spcty can activate the role Spine-clinician  (ra, org, spcty). The
credential can be either submitted locally (S1.1.1) or retrieved from the RA (S1.1.2):

(S1.1.1)

canActivatdcli; Spine-clinician  (ra; org; spcty))
ra:hasActivatedx; NHS-clinician-cert  (org; cli; spcty; start ; end));
canActivatdra; Registration-authority 0;
no-main-role-activécli);
Current-time () 2 [start; end]

(S1.1.2)
canActivatecli; Spine-clinician  (ra; org; spcty))
ra@ra:hasActivatedx; NHS-clinician-cert  (org; cli ; spety; start; end));
canActivatdra; Registration-authority 0;
no-main-role-activécli);
Current-time () 2 [start; end]
In both casesthe credenial must be still valid, and it is cheded if ra is an NHS-approved
RA (S1.5.1),if necessaryby cortacting the RA itself (S1.5.2):

(S1.5.1)

canActivatgra; Registration-authority 0)
NH%SasActivatedx; NHS-registration-authority (ra; start; end));
Current-time () 2 [start; end]

(S1.5.2)

canActivatdra; Registration-authority §))
ra@\H%hasActivatedx; NHS-registration-authority (ra; start; end));
Current-time () 2 [start; end]

A clinician can deactivate her own role (S1.1.3):

(S1.1.3)
canDeactivatécli; cli; Spine-clinician  (ra; org; spcty))

Administrators Administrators are responsible for registering new patients and unreg-
istering deceasedpatients or those who have moved away. The administrator role Spine-
admin() can be activated if the personhas beenregisteredas suc (S1.2.1):

(S1.2.1)
canActivatdadm; Spine-admin ())
hasActivatedx; Register-spine-admin (adm));
no-main-role-activéadm)
Administrators can be registered if they have not already been registered (S1.2.5, S1.2.7)
and unregistered (S1.2.6) by other administrators:

(S1.2.5)

canActivatd adm; Register-spine-admin  (adm2))
hasActivatedadm; Spine-admin ()) ;
spine-admin-red®; admz2)
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(S1.2.7)
spine-admin-reggounthxi; adm)
hasActivatedx; Register-spine-admin (adm))

(S1.2.6)
canDeactivatéadm; x ; Register-spine-admin (adm?2))
hasActivatedadm; Spine-admin ()

The role can be deactivated by the administrator herself(S1.2.2)and is automatically deac-
tivated when the registration is cancelled(S1.2.3):

(S1.2.2)
canDeactivatéadm; adm; Spine-admin ())

(S1.2.3)
isDeactivatedadm; Spine-admin ())
isDeactivatedx; Register-spine-admin (adm))

Patients A patient can activate (S1.3.1) the role Patient () if he has been registered
on the Spine and also at the PDS. The latter condition is cheded by cortacting the PDS
directly, asrequired by x730.24.0b:

(S1.3.1)

canActivatg pat; Patient ())
hasActivatedx; Register-patient  (pat));
no-main-role-activépat);
PD®PD%hasActivatedy; Register-patient  (pat))

Patients can be registered if they have not already been registered (S1.3.5, S1.3.7) and
unregistered (S1.3.6) by administrators:

(S1.3.5)

canActivatdadm; Register-patient  (pat))
hasActivatedadm; Spine-admin () ;
patient-regg0; pat)

(S1.3.7)
patient-reggcountxi; pat)
hasActivatedx; Register-patient  (pat))

In our policy, the removal of a patient's registration should only be performed if his data is
permanertly removed from the Spine, for example, in the caseof the patient's death, after
the legal minimal retention period.

The patient role can be deactivated by the patient himself (S1.3.2) and is automatically
deactivated when the registration is cancelled(S1.3.3):

(S1.3.2)
canDeactivatépat; pat; Patient ())

(S1.3.3)
isDeactivatedpat; Patient ())
isDeactivate@x; Register-patient  (pat))

Agents A patient can identify agerts (for example carers, family members, guardians
of a child) who have a special kind of legitimate relationship that allow them to act on
the patient's behalf and to accesshis record (x730.20.10,x730.52). A person can activate
(S1.4.1) the role Agent(pat) for a patient pat if he has been appointed as an agert and if
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he is registered at the PDS. As in the caseof patient role activation, the latter condition is
chedked by contacting the PDS directly (P2.2.5):

(S1.4.1)

canActivatd ag; Agent(pat))
hasActivatedx; Register-agent (ag; pat));
PD®PD%hasActivatedy; Register-patient  (ag));
no-main-role-activéag)

(S2.2.5)
canDeactivatéag; y; Request-third-party-consent  (x; pat;id))
hasActivatedpat; Agent(pat))

The role can be deactivated by the agert himself (S1.4.2) and is deactivated automatically
if all his agert registrations for the patient have beencancelled(S1.4.3,S1.4.4):

(S1.4.2)
canDeactivatéag; ag; Agent(pat))

(S1.4.3)

isDeactivatedag; Agent(pat))
isDeactivatedx; Register-agent (ag; pat));
other-agent-regf; x; ag; pat)

(S1.4.4)

other-agent-reg&counthyi; x; ag; pat)
hasActivatedy; Register-agent (ag; pat));
X6y

Patients can appoint up to three personal agerts (S1.4.9, S1.4.14). The rationale behind
this cardinality restriction is to prevernt usersfrom friv olously or maliciously cloggingup the
policy.

(S1.4.9)

canActivatd pat; Register-agent (agent; pat))
hasActivatedpat; Patient ());
agent-regén; pat);
n<3

(S1.4.14)
agent-regécounthxi; pat)
hasActivateqpat; Register-agent (x; pat))

Agernts can also be appointed by the patient's GP (S1.4.10). This can be done without the
patient's conser if he lacks competence(x730.55.6),for exampleif the patient is a child and
not Gillick-competert? but objects to his parerts acting on his behalf:

(S1.4.10)

canActivatgcli; Register-agent (agent; pat))
hasActivatedcli ; Spine-clinician  (ra; org; spcty));
canActivatdcli; General-practitioner  (pat))

The patient canonly cancelthe agert appointments he has made himself but not those made
by his GP (S1.4.11) (grant-dependert revocation). A patient's GP, on the other hand, can
cancelany agert appointments (S1.4.12)(grant-independen revocation):

(S1.4.11)
canDeactivatépat; pat; Register-agent (agent; pat))
hasActivatedpat; Patient ())

2A child is Gil lick-competent if it is deemed mature enough to give or refuse consert to a medical procedure
by him or herself. Parental consert is not legally required, only recommended.
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(S1.4.12)
canDeactivatécli; x; Register-agent (agent; pat))
hasActivatedcli ; Spine-clinician  (ra; org; spcty));
canActivatdcli ; General-practitioner  (pat))
All agert appointments are automatically cancelledif the patient's registration is cancelled
(S1.4.13):

(S1.4.13)
isDeactivatedx; Register-agent (agent; pat))
isDeactivatedy; Register-patient  (pat))

An agen canrequesta credertial certifying his role as agert (S1.4.6):

(S1.4.6)
canReqCrefhg; Spine:canActivatdag; Agent(pat)))
hasActivatedag; Agent(pat))

Such a credertial could for example be used for authorisation in the EPR systemsof local
health organisations, as in the following rules located at Addenbrooke's Hospital's policy
(A1.6.2, A1.6.3):

(A1.6.2)

canActivatgdagent; Agent(pat))
canActivatd pat; Patient ());
no-main-role-activéagent);
PD®PD%hasActivateqx; Register-patient  (agent));
Spine @Spine:canActivatdagent; Agent(pat))

(A1.6.3)
isDeactivatedag; Agent(pat))
isDeactivatedx; Register-agent (ag; pat));
other-agent-regf; x; ag; pat)
Health organisations can also directly ask for such a credertial. For this purpose they
rst have to authenticate themseheswith a currently valid RA-signed health organisation
credential (S1.4.7). If no such credertial is submitted, the Spinetries to retrieve it from the
health organisation (S1.4.8). In both casesit is also chedked whether the RA is approved by
the NHS:

(S1.4.7)

canReqCrefbrg; Spine:canActivatgag; Agent(pat)))
ra:hasActivatedx; NHS-health-org-cert (org; start; end));
canActivatdra; Registration-authority 0;
Current-time () 2 [start; end]

(S1.4.8)

canReqCrefbrg; Spine:canActivatdag; Agent(pat)))
org@ra:hasActivatedx; NHS-health-org-cert (org; start; end));
canActivatdra; Registration-authority 0;
Current-time () 2 [start; end]

5.2.3 Express consent

It is generally agreedthat disclosure of patient data must be precededby the patient's
expressconsen. There is of coursemuch cortroversy about the details: How speci ¢ should
the statemert of consenn be? How often should consen be sough? When can (implied)
consern be derived from expressconsen? Very strict consen requiremert may be good in
terms of medical ethics but may be too impractical for users.

The following describesthe rules concerningpatient consert basedon our interpretation
of the OBS. This part of the policy is very likely change as the debate on consen ewlves
and more guidelinesare produced.
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One-o consent According to x730.4.2, patients will not be allowed to refuse having
their medical data stored on the Spine, but the patient's \one-o consent" is required to
releasethe data for clinical care’.

In the Spinepolicy, a patient pat cangiveaone-o consen to have his data madeavailable
on the Spine by activating the role One-off-consent (pat) (S2.1.1):

(S2.1.1)
canActivatg pat; One-off-consent (pat))
hasActivatedpat; Patient ())

Furthermore, his agent can also do this on his behalf (S2.1.2), and so can any treating
clinician (i.e. a clinician with a legitimate relationship) (S2.1.3).

(S2.1.2)
canActivatgag; One-off-consent (pat))
hasActivatedag; Agent(pat))

(S2.1.3)

canActivatdgcli ; One-off-consent (pat))
hasActivatedcli ; Spine-clinician  (ra; org; spcty));
canActivatdcli; Treating-clinician (pat; org; spcty))

The patient (S2.1.4), or his agert (S2.1.5) or a treating clinician (S2.1.6) on his behalf, can
withdraw the consen by deactivating the role:

(S2.1.4)
canDeactivatépat; x; One-off-consent (pat))
hasActivatedpat; Patient ())

(S2.1.5)
canDeactivatéag; x; One-off-consent (pat))
hasActivatedag; Agent(pat))

(S2.1.6)

canDeactivatécli ; x; One-off-consent (pat))
hasActivatedcli ; Spine-clinician  (ra; org; spcty));
canActivatdcli ; Treating-clinician (pat; org; spety))

The consett role is automatically deactivated if the patient's registration is cancelled(S2.1.7):

(S2.1.7)
isDeactivatedx; One-off-consent (pat))
isDeactivatedy; Register-patient  (pat))

Third-part y consent Health record items may sometimescontain information about
someoneother than the patient. A GP may for example include information about certain
diseasef the patient's blood relatives[SMW93]. According to the UK Data Protection Act
1998, patients may not view record items that may reveal con dential information about
third parties without the third parties' consen. The OBS only requiresthat any third-part y
information be withheld from the patient. Our policy also allows patients to requesta third
party to give their consen.

Third-part y consen from a third party x for a particular record item id of a patient pat
can be requestedby the patient himself (S2.2.1), by his agen (S2.2.2)or by any clinician cur-
rently treating him (S2.2.3) by the activation of Request-third-party-consent  (x; pat;id).

3This is one of the more controversial points as the speci cations also allow clinicians to accessa patient's
records without his consert in \exceptional circumstances" (x730.4.11)

19



A further condition for this requestis that x is actually recorded as a third party in the
record item (pat, id):

(S2.2.1)

canActivatd pat; Request-third-party-consent  (x; pat;id))
hasActivatedpat; Patient ());
X 2 Get-spine-record-third-parties (pat;id)

(S2.2.2)

canActivatgag; Request-third-party-consent  (x; pat;id))
hasActivatedag; Agent(pat));
X 2 Get-spine-record-third-parties (pat;id)

(S2.2.3)

canActivatdcli ; Request-third-party-consent  (x; pat;id))
hasActivatedcli ; Spine-clinician  (ra; org; spcty));
canActivatdcli ; Treating-clinician (pat; org; spety)) ;
X 2 Get-spine-record-third-parties (pat;id)

The requestcan be cancelledby the sameuserswho can activate it (S2.2.4-6). Additionally ,
the respective third party may also deactivate the requestrole (S2.2.7), thereby withholding
(or later withdrawing) consen to disclosure:

(S2.2.4)
canDeactivatépat; y; Request-third-party-consent  (x; pat;id))
hasActivatedpat; Patient ())

(S2.2.5)
canDeactivatéag; y; Request-third-party-consent  (x; pat;id))
hasActivatedpat ; Agent(pat))

(S2.2.6)
canDeactivatécli ; y; Request-third-party-consent  (x; pat;id))
hasActivatedcli ; Spine-clinician  (ra; org; spcty))

(52.2.7)
canDeactivatéx; y; Request-third-party-consent  (x; pat;id))
hasActivatedx; Third-party ()

All requests are automatically deactivated when the patient's registration is cancelled
(S2.2.8):

(S2.2.8)
isDeactivate@x; Request-third-party-consent  (y; pat;id))
isDeactivatedz; Register-patient  (pat))

In order to give consen to third-part y disclosure,the third party rst hasto activate the
Third-party () role (S2.2.10). This is allowed if his consen has beenrequestedand he is a
registered user at the PDS:

(S2.2.10)

canActivatgx; Third-party ())
hasActivatedy; Request-third-party-consent  (x; pat;id));
no-main-role-activéx);
PD®PD%hasActivateqz; Register-patient (X))

The role can be deactivated by the third party (S2.2.11)and is automatically deactivated
when all relevant requestshave beenwithdrawn (S2.2.12,S2.2.9):

(S2.2.11)
canDeactivatéx; x; Third-party ()
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(S2.2.12)

isDeactivatedx; Third-party ())
isDeactivatedy; Request-third-party-consent  (x; pat;id));
other-third-paty-consent-requests; y; x)

(S2.2.9)

other-third-paty-consent-requestsountxi; y; z)
hasActivatedx; Request-third-party-consent  (z; pat;id));
X6y

Once a user has activated the Third-party () role, he can grant existing third-part y consen
requestsby activating the correspnding Third-party-consent  (x; pat;id) role (S2.2.14):

(S2.2.14)

canActivatdx; Third-party-consent  (x; pat;id))
hasActivatedx; Third-party () ;
hasActivatedy; Request-third-party-consent  (x; pat;id))

Alternativ ely, conser can alsobe given by a clinician currently treating the patient to whom
the record item belongs(S2.2.15),asin many casesthe third party will not be able to give
consett in this way, or the treating clinician can deducethe third party's implied consert:

(S2.2.15)

canActivatdcli; Third-party-consent  (x; pat;id))
hasActivatedcli ; Spine-clinician  (ra; org; spcty));
canActivatdcli ; Treating-clinician (pat; org; spety));
hasActivatedy; Request-third-party-consent  (x; pat;id))

Third-part y consen is automatically cancelledif all relevant requestshave been cancelled
(S2.2.16) (hencethe consen role never needsto be deactivated directly):

(S2.2.16)

isDeactivatedx; Third-party-consent  (x; pat;id))
isDeactivatedy; Request-third-party-consent  (x; pat;id));
other-third-paty-consent-requests; y; x)

Consent to treatmen t The OBS doesnot clearly say how legitimate relationships are
formally established. Our policy requiresthe patient to give expressconsert for a clinician
to have the role of a treating clinician that represerts the legitimate relationship between
the clinician and the patient.

As is the casewith third-part y consen, the conser to treatment of patient pat by clinician
cli must rst be requestedby a clinician (this may be cli herself), in order to prevent non-
professionalusersfrom activating a large number of unrequestedconset roles. The request
is represeried by the activation of Request-consent-to-treatment (pat, org, cli, spcty),
where org is cli's health organisation and spcty her specialty (S2.3.1):

(S2.3.1)

canActivatdclil ; Request-consent-to-treatment  (pat; org2; cli2 ; spcty2))
hasActivatedclil ; Spine-clinician  (ral;orgl;spctyl));
canActivatdcli2 ; Spine-clinician  (ra2; org2; spcty2));
canActivatg pat; Patient ())

The request can be cancelledby the requesterherself (S2.3.2), by the clinician cli (S2.3.3),
by the patient (S2.3.4), or his agert (S2.3.5) or his GP (S2.3.6) on the patient's behalf:

(S2.3.2)
canDeactivatéclil; clil;
Request-consent-to-treatment  (pat; org2; cli2 ; spcty2))
hasActivatedclil ; Spine-clinician  (ral;orgl;spctyl))

21



(S2.3.3)
canDeactivatécli2 ; clil;
Request-consent-to-treatment  (pat; org2; cli2 ; spcty2))
hasActivatedcli2 ; Spine-clinician  (ra2; org2; spcty2))

(S2.3.4)
canDeactivatépat; x; Request-consent-to-treatment  (pat; org; cli; spcty))
hasActivatedpat; Patient ())

(S2.3.5)
canDeactivatéag; x; Request-consent-to-treatment  (pat; org; cli; spcty))
hasActivatedag; Agent(pat))

(S2.3.6)

canDeactivatécli ; x; Request-consent-to-treatment  (pat; org; cli2 ; spcty))
hasActivatedcli ; Spine-clinician  (ra; org; spcty));
canActivatdcli; General-practitioner  (pat))

A requestis automatically deactivated when the patient's registration is cancelled(S2.3.7):

(S2.3.7)
isDeactivatedx; Request-consent-to-treatment  (pat; org; cli; spety))
isDeactivatedy; Register-patient  (pat))

An activated requestcan be granted by the patient directly (S2.3.9),or by his agen (S2.3.10)
or any treating clinician (S2.3.11)on his behalf, by activating Consent-to-treatment (pat,
org, cli, spcty):

(S2.3.9)

canActivatg pat; Consent-to-treatment  (pat; org; cli; spcty))
hasActivatedpat; Patient ());
hasActivatedx; Request-consent-to-treatment  (pat; org; cli ; spcty))

(S2.3.10)

canActivatdag; Consent-to-treatment  (pat; org; cli ; spcty))
hasActivatedag; Agent(pat));
hasActivatedx; Request-consent-to-treatment  (pat; org; cli ; spcty))

(S2.3.11)

canActivatdclil ; Consent-to-treatment  (pat; org; cli2 ; spcty))
hasActivatedclil ; Spine-clinician  (ra; org; spcty));
canActivatgclil ; Treating-clinician (pat; org; spety)) ;
hasActivatedx ; Request-consent-to-treatment  (pat; org; cli2 ; spcty))

Consent is automatically cancelledif all relevant requests have been withdrawn (S2.3.12,
S$2.3.8):

(S2.3.12)

isDeactivatedx ; Consent-to-treatment  (pat; org; cli; spcty))
isDeactivatedy; Request-consent-to-treatment  (pat; org; cli ; spcty));
other-consent-to-treatment-requed$®; y; pat; org; cli ; spcty)

(S2.3.8)

other-consent-to-treatment-requegtsounthyi; X; pat; org; cli ; spcty)
hasActivatedy; Request-consent-to-treatment  (pat; org; cli; spety));
X6y

Often, it is a workgroup or team consisting of se\eral clinicians providing careto the patient,
ead requiring accesgo the patient's record (x730.20.2). To support workgroup-basedaccess
cortrol, patients can activate the Consent-to-group-treatment (pat, org, group) role if
the corresponding Request-consent-to-group-treatment role has been activated. The
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relevant rules (S2.4.1{12) are much the same as those for standard consen to treatment
exceptthat the requestcan alsobe deactivated by workgroup menmbers (S2.4.6). Workgroup
membership is chedked by requesting an RA-issued membership credertial from the RA:

(S2.4.6)

canDeactivatécli ; x; Request-consent-to-group-treatment  (pat; org; group))
hasActivatedcli ; Spine-clinician  (ra; org; spcty));
ra@ra:canActivatgcli ; Workgroup-membeforg; group; spcty))

5.2.4 Legitimate Relationship

A clinician hasa legitimate relationship with a patient if sheis currently involvedin providing
careto the patient. In Phase3, only clinicians with legitimate relationships have accessto
a patient's data (x730.17). We have seenabove how such a relationship is formed by the
clinician requestingthe patient's consen and the patient giving consen to treatment. Here
we discusssomemore ways for establishing legitimate relationships, and the rules concerning
the auxiliary roles Treating-clinician and Group-treating-clinician

Referrals  Clinicians can \delegate" their legitimate relationship to a patient to another
clinician by the act of referral (x730.20.8). No expresspatient consett is neededin this case.

A clinician currently treating a patient pat can refer the patient to another clinician cli
from org in specialty spcty by activating Referrer (pat, org, cli, spcty) (S3.1.1):

(S3.1.1)

canActivatdclil ; Referrer (pat;org;cli2; spetyl))
hasActivatedclil ; Spine-clinician  (ra;org; spcty2));
canActivatgclil ; Treating-clinician (pat; org; spety2))

Both the referring clinician (S3.1.2) and the patient (S3.1.3) can cancelthe referral;

(S3.1.2)
canDeactivatéclil; clil ; Referrer (pat;org;cli2; spctyl))

(S3.1.3)
canDeactivatépat; clil ; Referrer (pat;org;cli2; spctyl))

The referral role is also deactivated if the patient's registration is cancelled(S3.1.4):

(S3.1.4)
isDeactivatedclil ; Referrer (pat;org;cli2; spctyl))
isDeactivatedx; Register-patient  (pat))

Acciden t and emergency In the caseof accidert or emergency it may be necessary
to get accesdo a patient's recordswithout his explicit consent. A clinician can activate the
Spine-emergency-clinician  (org, pat) role for any registered patient pat (S3.2.1):

(S3.2.1)

canActivatgcli ; Spine-emergency-clinician  (org; pat))
hasActivatedcli ; Spine-clinician  (ra; org; spcty));
canActivatg pat; Patient ())

This should trigger an alert and be highlighted in the audit trail (noti cations and audit are
not modelled by our policies). The Spine-emergency-clinician  role can be deactivated by
the clinician herself (S3.2.2):

(S3.2.2)
canDeactivatécli; cli ; Spine-emergency-clinician  (org; pat))
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The role is automatically deactivated if the user's clinician role is deactivated (S3.2.3) and
alsoif the patient's registration is cancelled(S3.2.4):

(S3.2.3)
isDeactivate@x; Spine-emergency-clinician  (org; pat))
isDeactivate@x; Spine-clinician  (ra;org; spcty))

(S3.2.4)
isDeactivatedx; Spine-emergency-clinician  (org; pat))
isDeactivatedy; Register-patient  (pat))

Treating clinicians A legitimate relationship betweena clinician or a workgroup and
a patient is manifested in the roles Treating-clinician or Group-treating-clinician ,
respectively. These are auxiliary rolesthat never needto be actually activated asit is only
ever chedked whether a user can activate them, but not whether they have beenactivated.

A clinician cli is assaiated with the role Treating-clinician (pat,org,spcty) if express
consett to treatment hasbeengiven, i.e. the matching role Consent-to-treatment (pat, org,
cli, spcty) hasbeenactivated (S3.3.1):

(S3.3.1)
canActivatecli; Treating-clinician (pat; org; spcty))
hasActivatedx; Consent-to-treatment (pat; org; cli; spcty))

Alternativ ely, no consen is required if the clinician is active as Spine-emergency-
clinician (org, pat), but in this case,spcty must be setto "A-and-E' (S3.3.2):

(S3.3.2)

canActivatdcli ; Treating-clinician (pat; org; spety))
hasActivatedcli ; Spine-emergency-clinician  (org; pat));
spety = A-and-E

Treating clinicians are also those with a matching referral (S3.3.3):

(S3.3.3)

canActivatdcli; Treating-clinician (pat; org; spety))
canActivatdcli; Spine-clinician  (ra; org; spcty));
hasActivatedx; Referrer (pat;org;cli;spcty))

The GP role General-practitioner  (pat) is derived from the Treating-clinician role and
represerts a clinician who treats that patient in the specialty "GP (S3.3.5):

(S3.3.5)

canActivatdcli; General-practitioner ~ (pat))
canActivatdcli ; Treating-clinician (pat; org; spety));
spety = GP

Similarly, the Group-treating-clinician role can be activated by members of the work-
group, if consert to group treatment hasbeengiven. An RA-issued credertial is required for
proving workgroup membership, either to be submitted directly (S3.4.1) or automatically
fetched from the clinician's RA (S3.4.2). The rules also chedk whether the RA is approved
by the NHS:

(S3.4.1)

canActivatecli ; Group-treating-clinician (pat; ra; org; group; sypcty))
hasActivatedx; Consent-to-group-treatment  (pat; org; group));
ra:canActivatecli ; Workgroup-membeforg; group; spcty));
canActivatdra; Registration-authority 0
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(S3.4.2)

canActivatecli ; Group-treating-clinician (pat; ra; org; group; sypcty))
hasActivatedx; Consent-to-group-treatment  (pat; org; group));
ra@ra:canActivatécli ; Workgroup-membeforg; group; spcty)) ;
canActivatdra; Registration-authority 0)

Any Group-treating-clinician can also be a Treating-clinician (S3.3.4); this is a
simple example of role hierarchy:

(S3.3.4)
canActivatdcli; Treating-clinician (pat; org; spety))
canActivatd cli ; Group-treating-clinician (pat; ra; org; group; spcty))

5.25 Sealing o data

In the past, patients were often refused accessto their own records. The recent decades
have brought much more opennessbetween doctors and patients [SMW93]. The changeis

alsore ected in law: The Medical Reports Act 1988and the Accessto Health RecordsAct

1990give patients the right to accessrecords created after November 1991. There still are,
however, exceptional situations in which doctors may withhold parts of the record. The

legislation states two legitimate reasons: rstly , if the information relates to third parties,

and secondly when the information must be regardedas harmful to the patient.

Clinicians restricting access The Spinewill have provisions for clinicians to sealo
data from the patient in exceptional circumstances(x730.49). We have already shoved how
our policy dealswith record items relating to third parties. Treating clinicians can seal o
a set of items ids from a patient pat's EHR by activating the role Concealed-by-spine-
clinician (pat, ids, start, end) (S4.1.1):

(S4.1.1)

canActivatdcli ; Concealed-by-spine-clinician (pat; ids; start ; end))
hasActivatedcli ; Spine-clinician  (ra; org; spcty));
canActivatdcli; Treating-clinician (pat; org; spety))

The accesgestriction is valid only within the time interval [start, end] (cf. X730.51.8). Any
such accesgestriction can be lifted by the clinician who imposedit (S4.1.2) by the patient's
GP (S4.1.3),and by any clinician working in the sameteam (S4.1.4) (cf. x730.51.10):

(S4.1.2)
canDeactivatécli; cli ; Concealed-by-spine-clinician (pat; ids; start ; end))
hasActivatedcli ; Spine-clinician  (ra; org; spcty))

(S4.1.3)

canDeactivatécli; cli2 ; Concealed-by-spine-clinician (pat; ids; start ; end))
hasActivatedcli ; Spine-clinician  (ra; org; spcty));
canActivatdcli; General-practitioner  (pat))

(S4.1.4)

canDeactivatéclil ; cli2 ; Concealed-by-spine-clinician (pat; ids; start; end))
hasActivatedclil ; Spine-clinician  (ra;org; spctyl));
canActivatgclil ; Group-treating-clinician (pat; ra; org; group; spctyl));
canActivatdcli2 ; Group-treating-clinician (pat; ra; org; group; spcty2)) ;
hasActivatedx; Consent-to-group-treatment  (pat; org; group))

The role is automatically deactivated assoon asthe patient's registration is cancelled(S4.1.5):

(S4.1.5)
isDeactivatedx; Concealed-by-spine-clinician (pat; ids; start ; end))
isDeactivatedy; Register-patient  (pat))
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Patien ts restricting access The OBS also allows patients to sealo selectedclinical
parts of their record (x730.45). The speci cation suggeststhat the patient should le a
sealing-o requestwhich is subsequetly dealt with by a clinician (x730.48.2).

Our solution gives patients much exibilit y for specifying record items to sealo. A
patient (S4.2.1) or his agert (S4.2.2) can le a sealing-o request by activating the role
Conceal-request (which, who, start, end):

(S4.2.1)

canActivatd pat; Conceal-request (what; who; start ; end))
hasActivatedpat; Patient ());
count-conceal-requeds; pat);
what = (pat; ids; orgs; authors; subjects; from-time; to-time);
who = (orgsl,; readersl; spetysl);
n < 100

(S4.2.2)

canActivatgag; Conceal-request (what; who; start; end))
hasActivatedag; Agent(pat));
count-conceal-requeds; pat);
what = (pat;ids; orgs; authors; subjects; from-time; to-time);
who = (orgsl; readersl; spetysl);
n < 100

For eat patient, a maximum of 100 such requestscan be activated (S4.2.7):

(S4.2.7)
count-conceal-requestsounttyi ; pat)
hasActivatedx; Conceal-request (y));
what = (pat; ids; orgs; authors; subjects; from-time; to-time);
who = (orgsl; readersl; spetysl);
y = (what; who; start ; end)

Again, we invented this common-senseaule to prevent non-professionalusersfrom clogging
up the policy.

Apart from avalidity time interval [start, end] (cf. 730.48.12),the Conceal-request role
speci es which items to sealo and whom the restriction appliesto. The speci cation for
which items to sealo is a 7-tuple

(pat; ids; orgs; author s; subjects;from-time, to-time):

A record item from a patient pat's EHR is sealedo if its ID is in the setids, its author is
in the set authors and working for a health organisation in orgs, if its subject matter is in
subjects, and its creation date is betweenfrom-time and to-time.

The speci cation for whom the restriction appliesto is a triple

(orgs;readers;spctys):

A useris prevented from accessinghe selecteditems (evenif shehasa legitimate relationship)
if sheis in the set readers, working for a health organisation (if applicable) in orgs in a
specialty (if applicable) in the set spctys.

With G's universal set expression and the set di erence construct, patients can ex-
pressexplicit accesspermissions(e.g. \only doctors from Addenbrooke's may accessitems
concerning cancer") as well as explicit accessdenials (e.g. \Dr Littlew ood may not access
items created after 2005"). Accessto items that have not yet been created can also be
restricted by setting ids to the universal set expressionfor IDs, and setting to-time to the
future.

The Conceal-request role can also be usedto requestto withhold items from non-
clinicians, including agerts and the patient himself*.

4Somepatients wish not to be informed about certain particularly distressing subject matters. For example, a
patient may specify to make all record items regarding cancer, including those created in the future, inaccessible
to himself.
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The patient (S4.2.3), his agens (S4.2.4) and his GP (S4.2.5) can all deactivate requests:

(S4.2.3)
canDeactivatépat; x; Conceal-request (what; whom; start ; end))
hasActivatedpat; Patient ());
{(what) = pat

(S4.2.4)
canDeactivatéag; x; Conceal-request (what; whom; start; end))
hasActivatedag; Agent(pat));
{(what) = pat

(S4.2.5)
canDeactivatécli ; x; Conceal-request (what; whom; start; end))
hasActivatedcli ; Spine-clinician  (ra; org; spcty));
canActivatecli; General-practitioner  (pat));
{(what) = pat

A requestis automatically deactivated if the patient's registration is cancelled(S4.2.6):

(S4.2.6)
isDeactivatedx; Conceal-request (what; whom,; start; end))
isDeactivatedy; Register-patient  (pat));
{(what) = pat

A treating clinician can apply the request by activating a matching Concealed-by-
spine-patient  role (S4.2.8):

(S4.2.8)

canActivatdcli; Concealed-by-spine-patient  (what; who; start ; end))
hasActivatedcli ; Spine-clinician  (ra; org; spcty));
canActivatdcli; Treating-clinician (pat; org; spety));
hasActivatedx; Conceal-request (what; who; start; end))

This role can be revoked by the activator herself (S4.2.9) or any other clinician working in
the sameworkgroup (S4.2.10):

(S4.2.9)
canDeactivatécli; cli; Concealed-by-spine-patient  (what; who; start ; end))
hasActivatedcli ; Spine-clinician  (ra; org; spcty))

(S4.2.10)
canDeactivatéclil; cli2 ; Concealed-by-spine-patient  (what; who; startl ; endl))
hasActivatedclil ; Spine-clinician  (ra; org; spctyl));
ra@ra:canActivatgclil ;
Group-treating-clinician (pat; ra; org; group; spctyl));
ra@ra:canActivatecli2;
Group-treating-clinician (pat; ra; org; group; spcty2))

The role is automatically revoked if the requestis cancelled(S4.2.11):

(S4.2.11)
isDeactivatedcli ; Concealed-by-spine-patient  (what; who; start ; end))
isDeactivatedx; Conceal-request (what; who; start; end))

This last rule in combination with S4.2.5meansthat the patient's GPs can always remove
an accesgestriction.

A clinician who is granted authenticated express consent by a patient may accessany
sealed-o data without raising an alert if shewould also be ertitled to accesghat data, had
it not beansealedo (x730.48.4,x730.48.17).A patient pat (S4.3.1), his agert (S4.3.2),or his
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GP (S4.3.3) can activate the role Authenticated-express-consent  (pat, cli) for a clinician
cli:

(S4.3.1)

canActivatg pat; Authenticated-express-consent  (pat;cli))
hasActivatedpat; Patient ());
count-authenticated-exqess-conseiih; pat);
n < 100

(S4.3.2)

canActivatgag; Authenticated-express-consent  (pat;cli))
hasActivatedag; Agent(pat));
count-authenticated-exqgss-conseliih; pat);
n < 100

(S4.3.3)

canActivatgclil ; Authenticated-express-consent  (pat;cli2))
hasActivatedclil ; Spine-clinician  (ra; org; spcty));
canActivatgclil ; General-practitioner  (pat))

The following aggregation rule restricts the number of such consent grants to 100 for the
former two casesof activations (S4.3.8):

(S4.3.8)
count-authenticated-exqess-conserjtountrclii; pat)
hasActivatedx; Authenticated-express-consent  (pat;cli))

Similarly, consen can be withdrawn by the patient (S4.3.4), his agen(S4.3.5), or his GP
(S4.3.6):

(S4.3.4)
canDeactivatépat; x; Authenticated-express-consent  (pat;cli))
hasActivatedpat; Patient ())

(S4.3.5)
canDeactivatéag; x; Authenticated-express-consent  (pat;cli))
hasActivatedag; Agent(pat))

(S4.3.6)

canDeactivatéclil ; x; Authenticated-express-consent  (pat; cli2))
hasActivatedclil ; Spine-clinician  (ra; org; spcty));
canActivatgclil ; General-practitioner  (pat))

It is automatically withdrawn when the patient's registration is cancelled(S4.3.7):

(S4.3.7)
isDeactivatedx; Authenticated-express-consent  (pat;cli))
isDeactivatedy; Register-patient  (pat))

5.2.6 Access permissions

A new record item for a patient can be created by treating clinicians performing the action
Add-spine-record-item (pat) (S5.1.1):

(S5.1.1)

permitg(cli ; Add-spine-record-item  (pat))
hasActivatedcli ; Spine-clinician  (ra; org; spcty));
canActivatdcli; Treating-clinician (pat; org; spety))
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Patients may not add items to their records themseles, but they can add commerts to
existing items by performing Annotate-spine-record-item  (pat, id) (S5.1.2):

(S5.1.2)
permitg pat; Annotate-spine-record-item  (pat;id))
hasActivatedpat; Patient ())

Commerts can alsobe added by a patient's agert (S5.1.3)or a treating clinician (S5.1.4)on
his behalf (x730.59.6):

(S5.1.3)
permitg ag; Annotate-spine-record-item  (pat;id))
hasActivatedag; Agent(pat))

(S5.1.4)

permitg pat; Annotate-spine-record-item  (pat;id))
hasActivatedcli ; Spine-clinician  (ra; org; spcty));
canActivatdcli; Treating-clinician (pat; org; spcty))

Patients (S5.2.1), their agerts (S5.2.2) and treating clinicians (S5.2.3)can get a list of all
record item IDs of the patient by performing the action Get-spine-record-item-ids  (pat):

(S5.2.1)
permity pat; Get-spine-record-item-ids (pat))
hasActivatedpat; Patient ())

(S5.2.2)
permity ag; Get-spine-record-item-ids (pat))
hasActivatedag; Agent(pat))

(S5.2.3)

permitg(cli ; Get-spine-record-item-ids ~ (pat))
hasActivatedcli ; Spine-clinician  (ra; org; spcty));
canActivatdcli ; Treating-clinician (pat; org; spety))

Depending on system implementation, ead ID may be annotated with additional, non-
con dential information about that item, sud as date etc.

A patient (S5.3.1) or his agert (S5.3.2) canread a record item from the patient's record
by performing the action Read-spine-record-item (pat, id) if the patient has given one-o
consen to make his data available:

(S5.3.1)

permity pat; Read-spine-record-item (pat;id))
hasActivatedpat; Patient ());
hasActivatedx; One-off-consent (pat));
count-concealed¥pspine-patien{n; a; b);
count-concealedypspine-cliniciafm; pat; id);
third-party-consenfconsenters pat;id);

n=_0

m=0;

a = (pat;id);

b = (No-org; pat; No-spcty );
Get-spine-record-third-parties (pat;id) consenters
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(S5.3.2)

permityag; Read-spine-record-item (pat;id))
hasActivatedag; Agent(pat));
hasActivatedx; One-off-consent (pat));
count-concealed¥pspine-patien{n; a; b);
count-concealedypspine-cliniciafm; pat;id);
third-party-consenfconsenters pat;id);

n=_0;

m=0;

a = (pat;id);

b = (No-org; ag; No-spcty );
Get-spine-record-third-parties (pat;id) consenters

The former rules authorise read accessonly if the items have not beensealedo. The ched
is implemented by the use of aggregationrules (S4.1.6,5S4.2.12):

(S4.1.6)

count-concealed¥pspine-cliniciafcountrxi ; pat; id)
hasActivatedx; Concealed-by-spine-clinician (pat; ids; start; end));
id 2 ids;
Current-time () 2 [start; end]

(S4.2.12)
count-concealedpspine-patientcounthxi; a; b)
hasActivatedx; Concealed-by-spine-patient  (what; who; start ; end));
a = (pat;id);
b = (org; reader; spcty);
what = (pat; ids; orgs, authors; subjects; from-time; to-time);
whom = (orgsl; readersl; spetysl);
Get-spine-record-org (pat;id) 2 orgs;
Get-spine-record-author  (pat;id) 2 authors;
sub2 Get-spine-record-subjects  (pat;id);
sub?2 subjects;
Get-spine-record-time  (pat;id) 2 [from-time;to-time];
id 2 ids;
org 2 orgsl,
reader 2 readersy,
Spcty 2 spetysi;
Current-time () 2 [start; end];
Get-spine-record-third-parties (pat;id) = fg;
non-clinical 2 Get-spine-record-subjects  (pat;id)

It is also cheded that all relevant third parties have given consen to disclosure (S2.2.17)
(X730.20.9,x730.56):

(S2.2.17)
third-party-consenfgrouphconsenteri ; pat;id)
hasActivatedx; Third-party-consent  (consenter; pat;id))

The author of a record item can always read it herselfas long the patient has given his
one-o consen, evenif it hasbeensealedo by the patient (S5.3.3):

(S5.3.3)

permitg(cli ; Read-spine-record-item (pat;id))
hasActivatedcli ; Spine-clinician  (ra; org; spcty));
hasActivatedx; One-off-consent (pat));
Get-spine-record-org (pat;id) = org;
Get-spine-record-author  (pat;id) = cli
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A treating clinician may view the item if the patient has given his one-o consen, if it has
not beensealedo by the patient and if her specialty allows her® to read items regarding
the subject-matters of the item (S5.3.4):

(S5.3.4)
permitg(cli ; Read-spine-record-item (pat;id))
hasActivatedcli ; Spine-clinician  (ra; org; spcty));
hasActivatedx; One-off-consent (pat));
canActivatdcli ; Treating-clinician (pat; org; spety));
count-concealedypspine-patien{n; a; b);
n=o0;
a = (pat;id);
b = (org;cli; spety);
Get-spine-record-subjects  (pat;id) Permitted-subjects (spcty)

If the item is sealedo by the patient, sheis only permitted to read it with authenticated
expressconsern (S5.3.5) (x730.48.21).

(S5.3.5)

permitg(cli ; Read-spine-record-item (pat;id))
hasActivatedcli ; Spine-clinician  (ra; org; spcty));
hasActivatedx; One-off-consent (pat));
canActivatdcli ; Treating-clinician (pat; org; spety));
hasActivatedy; Authenticated-express-consent  (pat;cli));
Get-spine-record-subjects  (pat;id) Permitted-subjects (spcty)

The OBS (x730.48.17,x730.4.11)allows clinicians with a legitimate relationship to accessa
patient's item ewven if it has beensealedo by the patient, and ewen if the patient has not
given any one-o consern (S5.3.6):

(S5.3.6)

permitg(cli ; Force-read-spine-record-item  (pat;id))
hasActivatedcli ; Spine-clinician  (ra; org; spcty));
canActivatdcli ; Treating-clinician (pat; org; spety))

Of course, clinicians are meart to “break the seal' and accessthe item only in exceptional
circumstances. The action Force-read-spine-record-item  (pat, id) should trigger an alert
in a real implementation and be marked in the audit trail. There is no override facility for
patients to accesdata that hasbeensealedo by a clinician (x730.51.14).

5.3 Patient Demographic Service

The PDS will provide userswith various seart functions on patient demographicdata. Our
PDS policy only implemerts the minimal functionality required to interoperate with the
Spine.

5.3.1 Main roles and patien t registration

The main roles on the PDS are PDS-manager Patient , Agent, and Professional-user
As before, a user may be active in only one suc role at a time. This separation-of-duties

SWe assaxiate a set of permitted subjects for ead specialty with the built-in  function
Permitted-subjects (spcty). For example, the specialty \dentistry" may allow the subjects \general" and
\dental", but not \v enereal disease".
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constraint is enforcedby the useof aggregationrules (P1.5.1, P1.1.4,P1.2.4,P1.3.5,P1.4.6):

(P1.5.1)

no-main-role-activéuser)
count-agent-activationfn; user);
count-patient-activationgn; user);
count-PDS-manager-activatioifs ; user);
count-preofessional-user-activatiofrs; user);
n=20

(P1.1.4)
count-PDS-manager-activatiorisounthui ; user)
hasActivatequser; PDS-manags())

(P1.2.4)
count-patient-activationgcountui ; user)
hasActivatequser; Patient ())

(P1.3.5)
count-agent-activationgcounthui ; user)
hasActivatequser; Agent(pat))

(P1.4.6)
count-professional-user-activatiofsounthui ; user)
hasActivatequser; Professional-user (ra;org))

Any user active in a role can deactivate their own role (P1.1.2, P1.2.2,P1.3.2,P1.4.5):

(P1.1.2)
canDeactivatéadm; adm; PDS-manags))

(P1.2.2)
canDeactivatépat; pat; Patient ())

(P1.3.2)
canDeactivatéag; ag; Agent(pat))

(P1.4.5)
canDeactivatéx; x; Professional-user (ra; org))

A user can activate the PDS-managsj) role if sheis registeredas a manager(P1.1.1):

(P1.1.1)

canActivatdadm; PDS-manag€)))
hasActivatedx; Register-PDS-manager(adm));
no-main-role-activéadm)

A managercan delegatethe PDS-managerole to another userusr by activating Register-
PDS-managdjusr) if usr has not already been registered by another manager (P1.1.5,
P1.1.7):

(P1.1.5)

canActivatdadm1; Register-PDS-manager (admz2))
hasActivatedadm1; PDS-managd)) ;
pds-admin-reg®; adm?2)

(P1.1.7)

pds-admin-reg&ountxi; adm)
hasActivatedx; Register-PDS-manager (adm))
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Managerscan also cancel managerregistrations (P1.1.6), thereby potentially triggering the
deactivation of any matching active managerrole (P1.1.3):

(P1.1.6)
canDeactivatéadm1,; x; Register-PDS-manager (adm?2))
hasActivatedadml; PDS-manags())

(P1.1.3)
isDeactivatedadm; PDS-manag«))
isDeactivatedx; Register-PDS-manager (adm))

In our policy, the managerrole is designatedfor registering patients and storing their demo-
graphic data. A manager can register a patient pat who has not yet beenregistered so far
by activating Register-patient  (pat) (P2.1.1, P2.1.3):

(P2.1.1)

canActivatdadm; Register-patient  (pat))
hasActivatedadm; PDS-managd()) ;
patient-regg0; pat)

(P2.1.3)
patient-reggcountxi; pat)
hasActivatedx; Register-patient  (pat))

Every patient in the country will be assaiated with sud a registration role activation.
Managerscan also deactivate patient registrations (P2.1.2):

(P2.1.2)
canDeactivatéadm; x; Register-patient  (pat))
hasActivatedadm; PDS-managsd())

Patients can activate the Patient () role on the PDS if they are registered. An agert can
activate the Agent(pat) role if he himself is a registeredpatient, and the Spine con rms that
heis an agert (P1.3.1):

(P1.3.1)

canActivatdag; Agent(pat))
hasActivatedx; Register-patient  (ag));
no-main-role-activéag);
Spine @Spine:canActivatdag; Agent(pat))

Patient and their agert roles are deactivated if their registrations are cancelled (P1.2.3,
P1.3.3,P1.3.4):

(P1.2.3)
isDeactivatedpat; Patient ())
isDeactivatedx; Register-patient  (pat))

(P1.3.3)
isDeactivatedag; Agent(pat))
isDeactivatedx; Register-patient  (ag))

(P1.3.4)
isDeactivatedag; Agent(pat))
isDeactivatedx; Register-patient  (pat))

Our policy only exemplies two kinds of professional users, clinicians and Caldicott
Guardians, but other professionalroles could easily be implemented in a similar fashion.
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A usersubmitting a currently valid RA-issuedclinician or Caldicott Guardian credertial can
activate the Professional-user (ra, org) role (P1.4.1, P1.4.3):

(P1.4.1)
canActivatex; Professional-user (ra;org))
no-main-role-activécli);
ra:hasActivatedx; NHS-clinician-cert  (org; cli; spcty; start ; end)) ;
canActivatgra; Registration-authority 0);
Current-time () 2 [start; end]

(P1.4.3)
canActivatex; Professional-user (ra;org))
no-main-role-activécg);
ra:hasActivatedx; NHS-Caldicott-guardian-cert ~ (org; cg; start ; end));
canActivatdra; Registration-authority 0;
Current-time () 2 [start; end]

If no valid credertial is submitted, it is requesteddirectly from the RA (P1.4.2, P1.4.4).

(P1.4.2)
canActivatex; Professional-user (ra;org))
no-main-role-activécli);
ra@ra:hasActivatedx; NHS-clinician-cert  (org; cli ; spety; start; end));
canActivatgra; Registration-authority 0);
Current-time () 2 [start; end]

(P1.4.4)
canActivatex; Professional-user (ra;org))
no-main-role-activécg);
ra@ra:hasActivatedx; NHS-Caldicott-guardian-cert  (org; cg; start; end));
canActivatdra; Registration-authority 0;
Current-time () 2 [start; end]

In all cases,it is chedked whether the RA is approved by the NHS (P1.5.2, P1.5.3):

(P1.5.2)

canActivatdra; Registration-authority §)]
NHSasActivatedx; NHS-registration-authority (ra; start; end));
Current-time () 2 [start; end]

(P1.5.3)

canActivatdra; Registration-authority §)]
ra@\H%hasActivatedx; NHS-registration-authority (ra; start; end));
Current-time () 2 [start; end]

5.3.2 Patien t-registration  creden tials

Patients are authenticated on the Spineand other applications after the PDS is cortacted for
con rmation of the patient's registration status. A requestsern to the PDS for this purpose
asksfor the credertial of the form PDShasActivatedx, Register-patient  (pat)).

The PDS policy allows patient-registration-credential requestsfrom patients (P2.2.1),
agerts (P2.2.2) and professionalusers(P2.2.3) who have activated their respective roles:

(P2.2.1)
canReqCrefpat; PDShasActivatedx; Register-patient  (pat)))
hasActivatedpat; Patient ())

(P2.2.2)
canReqCrefhg; PDShasActivatedx; Register-patient  (pat)))
hasActivatedag; Agent(pat))
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(P2.2.3)
canReqCreflsr; PDShasActivatedx; Register-patient  (pat)))
hasActivatequsr; Professional-user (ra;org))

Credertial requestsare further granted to health organisationscertied by an RA (P2.2.4).
If no RA-issued health organisation credertial is submitted, the PDS will try to retrieve it
from the health organisation directly (P2.5.5):

(P2.2.4)

canReqCrefbrg; PDShasActivatedx; Register-patient  (pat)))
ra:hasActivatedx; NHS-health-org-cert (org; start; end));
canActivatdra; Registration-authority §)]

(P2.2.5)

canReqCrefbrg; PDShasActivatedx; Register-patient  (pat)))
org@ra:hasActivatedx; NHS-health-org-cert (org; start; end));
canActivatdra; Registration-authority 0

Lastly, patient-registration credertials can also be revealedto RAs (P2.2.6) and the Spine
(P2.2.7):

(P2.2.6)
canReqCrefta; PDShasActivatedx; Register-patient  (pat)))
canActivatdra; Registration-authority §)]

(P2.2.7)
canReqCrefSpine; PDShasActivatedx; Register-patient  (pat)))

5.4 Local health organisations

The policy of our exemplary health organisation, Addenbrooke's Hospital (ADB), illustrates
the accesscontrol principles of an EPR system. It also shavs how a local application can
collaborate with the Spineand other national services.For example, clinical workgroups can
be managedlocally, and local workgroup membership can be usedto gain accessto EHR
items on the Spine. Or corversely to be authenticated as a patient's agert on the hospital's
system, the local policy can make use of the Spine'sagert registration facilities.

As large parts of the ABD's policy are very similar to the Spine's, the following description
will go into lessdetail and focus on the main di erences. The full set of rules can be found
in Appendix A.3.

5.4.1 Main roles

ADB's policy de nes sewen main roles, Clinician , Caldicott-guardian , HR-manager

Receptionist , Patient , Agent, Ext-treating-clinician and Third-party . As in the

policies for the other services,aggregationrules ensurethat only one main role can be acti-

vated at atime (A1.7.1, A1.1.7,A1.2.7,A1.3.7, A1.4.7, A1.5.7, A1.6.4, A2.2.5, A2.3.11).
The sta roles

Clinician  (specty) (A1.1.4{7),
Caldicott-guardian () (A1.2.4{7),
HR-managef) (A1.3.4{7), and
Receptionist () (A1.4.4{7)

can be activated by a userif they have beenregistered (or appointed) by a human-resource
manager. The corresponding registration roles are

Register-clinician (usr, spety) (A1.1.1{3),
Register-Caldicott-guardian (usr) (A1.2.1{3),
Register-HR-manager (usr) (A1.3.1{3), and
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Register-receptionist ~ (usr) (A1.4.1{3).
Usersin thesesta rolescan deactivate their own roles. Their roles are automatically deac-
tivated when their corresponding registration role is deactivated, which can only be done by
a human-resourcemanager.

Similarly, patients are registered by receptionists via the Register-patient (pat) role
(A1.5.1{3) upon which they can activate their Patient () role (A1.5.4{7). The activation
rule also cheds if the patient is registeredon the PDS.

Agents can be registered via the Register-agent (usr, pat) by both patients and
Caldicott Guardians (A1.6.5{10), upon which the Agent(pat) role can be activated (A1.6.1{
4). A user can also becomean agert at ADB without registration if he is registered as an
agern on the Spine (A1.6.2).

5.4.2 Caldicott Guardians

Caldicott Guardians are responsible for safeguardingthe con dentialit y of patient infor-
mation in a health organisation. They are expected to ched the audit trails for possible
misconduct and to investigate everts that trigger an alarm, e.g. a clinician reading a re-
stricted item or assumingthe role of an emergencyclinician. They can also give consern on
behalf of a patient, or, in exceptional circumstances, make decisionsagainst the wishes of
the patient.

In ADB's policy, a Caldicott Guardian hasthe power to lift accessrestrictions imposed
by patients or clinicians (A4.1.4, A4.2.5):

(A4.1.4)
canDeactivatécg; cli ; Concealed-by-clinician  (pat;id; start; end))
hasActivatedcg; Caldicott-guardian ()

(A4.2.5)
canDeactivatécg; x; Concealed-by-patient (what; whom; start ; end))
hasActivateqcg; Caldicott-guardian ()

Caldicott Guardians can give conser to referral of patients (A2.1.10):

(A2.1.10)

canActivatg cg; Consent-to-referral  (pat;ra; org; cli; spcty))
hasActivatedqcg; Caldicott-guardian () ;
hasActivatedx; Request-consent-to-referral (pat; ra; org; cli; spety))

They can further give consen to accesghird-part y information (A2.3.4, A2.3.17):

(A2.3.4)

canActivatd cg; Request-third-party-consent  (x; pat;id))
hasActivateqcg; Caldicott-guardian  ());
X 2 Get-record-third-parties (pat;id)

(A2.3.17)

canActivatd cg; Third-party-consent  (x; pat;id))
hasActivateqcg; Caldicott-guardian  ());
hasActivatedqy; Request-third-party-consent  (x; pat;id))

They have the right to appoint and revoke agerts for patients (A1.6.6, A1.6.8):

(Al.6.6)

canActivatd cg; Register-agent (agent; pat))
hasActivatedqcg; Caldicott-guardian () ;
canActivatg pat; Patient ())

(A1.6.8)
canDeactivatécg; x; Register-agent (agent; pat))
hasActivateqcg; Caldicott-guardian ()
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Finally, Caldicott Guardians can revoke an emergencyclinician's role (A3.7.3):

(A3.7.3)
canDeactivatécg; cli ; Emergency-clinician  (pat))
hasActivatedqcg; Caldicott-guardian ()

5.4.3 Referrals and external clinicians

When a patient is referred to an external clinician by a treating clinician in the health

organisation (e.g. a GP referring a patient to seea specialist), that clinician may needaccess
to the local EPR. In our policy for ADB, sud areferral automatically establishesa legitimate

relationship that enablesthe external clinician to accessrelevant and unrestricted items of

the referred patient's EPR by activating the Ext-treating-clinician role (A5.3.5):

(A5.3.5)
permitg(cli ; Read-record-item (pat;id))
hasActivatedcli ; Ext-treating-clinician (pat;ra; org; spety));
count-concealed¥ypatient2n; a; b);
n=0;
a = (pat;id);
b = (org;cli; Ext-group ; spcty);
Get-record-subjects (pat;id) Permitted-subjects (spcty)

In cortrast to the referral medanism on the Spine, ADB's policy requires explicit patient
consent. The rationale behind this decisionis that an EPR is generally more detailed and
possibly more con dential than the EHR. Any local clinician currently treating the patient
can le arequestRequest-consent-to-referral (pat, ra, org, cli, spcty) to have the patient
referred to an external clinician cli working for org in specialty spcty (A2.1.1):

(A2.1.1)

canActivatdclil ; Request-consent-to-referral (pat;ra; org; cli2 ; spety2))
hasActivatedclil; Clinician (spctyl));
canActivatgclil ; ADB-treating-clinician (pat; team; spctyl))

The request can be withdrawn by the clinician herself (A2.1.2), or denied by the patient
(2.1.3), his agert (A2.1.4), or a Caldicott Guardian (A2.1.5):

(A2.1.2)
canDeactivatécli; cli ; Request-consent-to-referral (pat; ra; org; cli; spety))
hasActivatedcli; Clinician (spcty))

(A2.1.3)
canDeactivatépat; x; Request-consent-to-referral (pat; ra; org; cli; spety))
hasActivatedpat; Patient ())

(A2.1.4)
canDeactivatéag; x ; Request-consent-to-referral (pat; ra; org; cli; spety))
hasActivatedag; Agent(pat))

(A2.1.5)
canDeactivatécg; x; Request-consent-to-referral (pat; ra; org; cli; spety))
hasActivateqcg; Caldicott-guardian ()

All referral requestsare automatically cancelledif the patient is unregistered (A2.1.6):
(A2.1.6)

isDeactivatedx; Request-consent-to-referral (pat; ra; org; cli; spety))
isDeactivatedy; Register-patient  (pat))
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A referral requestcan be granted by the patient or his agen activating a matching Consent-
to-referral  role (A2.1.8{9):

(A2.1.8)

canActivatd pat; Consent-to-referral  (pat;ra; org; cli; spcty))
hasActivatedpat; Patient ());
hasActivatedx; Request-consent-to-referral (pat; ra; org; cli; spety))

(A2.1.9)

canActivatg pat; Consent-to-referral  (pat;ra; org; cli; spety))
hasActivatedpat; Agent(pat));
hasActivatedx; Request-consent-to-referral (pat; ra; org; cli; spety))

Caldicott Guardians have the power to give consert on behalf of a patient, even against his
wishes(A2.1.10):

(A2.1.10)

canActivatg cg; Consent-to-referral  (pat; ra; org; cli ; spcty))
hasActivatedcg; Caldicott-guardian () ;
hasActivatedx; Request-consent-to-referral (pat;ra; org; cli; spety))

The consen role is automatically deactivated when all matching requestshave beendenied
(A2.1.7, A2.1.11):

(A2.1.11)

isDeactivatedx; Consent-to-referral ~ (pat;ra;org;cli ; spcty))
isDeactivatedy; Request-consent-to-referral (pat; ra; org; cli; spety));
other-consent-to-referral-requegt; y; pat; ra; org; cli ; spcty)

(A2.1.7)

other-consent-to-referral-requegtounthyi; x; pat; ra; org; cli ; spcty)
hasActivatedy; Request-consent-to-referral (pat;ra; org; cli; spety));
X6y

Once consen has been given, the external clinician can activate and deactivate her role
(A2.2.2, A2.2.3):

(A2.2.2)

canActivatdcli ; Ext-treating-clinician (pat; ra; org; spcty))
hasActivatedref; Consent-to-referral ~ (pat;ra; org; cli; spcty));
no-main-role-activécli);
ra@ra:hasActivatedy; NHS-clinician-cert  (org; cli ; spcty; start ; end));
canActivatdgra; Registration-authority 0)

(A2.2.3)
canDeactivatécli; cli ; Ext-treating-clinician (pat; ra; org; spety))

The external clinician is automatically revoked from her role if consen to referral is with-
drawn (A2.2.4, A2.1.12):

(A2.2.4)

isDeactivatedcli ; Ext-treating-clinician (pat; ra; org; spety))
isDeactivatedx; Consent-to-referral ~ (pat;ra; org; cli2 ; spcty));
other-referral-consent§; x; pat; ra; org; cli ; spcty)

(A2.1.12)

other-referral-consen{sounthyi; x; pat; ra; org; cli ; spcty)
hasActivatedy; Consent-to-referral ~ (pat;ra; org; cli; spcty));
X6y
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5.4.4 Workgroup managemen t

As is usual in hospitals, we assumethat receptionists register new patients and sign them
up for treatment. In contrast to the Spine'spolicy, Addenbrooke's doesnot require patients
to give explicit consen to treatment. Rather, patient treatment is based on workgroups
(X730.13).

We distinguish betweentwo di erent kinds of workgroups, medical teams and wards. A
medical team is a group of clinicians collaboratively treating a patient. A typical team may
be headedby a consultart, and supported by specialist registrars, senior houseo cers, and
specialist nurses. Additionally, patients in an in-patient episade are usually treated in a
ward. A ward is typically run by a head nurse and a group of other nurses.

Every team is headedby at most one current team member (A3.1.1{7), appointed by a
human-resourcemanagerto the role Head-of-team (team). A similar set of rules governsthe
appointment, activation and deactivation of Head-of-ward (ward) roles (A3.4.1{7).

Workgroup membership is managedby human resourcemanagersand workgroup lead-
ersvia the registration roles Register-team-member (cli, team, spcty) and Register-ward-
membe(cli, ward, spety) (A3.2.1-7, A3.5.1-7).

A legitimate relationship exists betweena clinician and a patient if the clinician is a mem-
ber of a workgroup and the patient is currently beingtreated by that workgroup. Workgroup-
basedtreatment of patients is managedby receptionists (A3.3.1, A3.3.4, A3.6.1, A3.6.4):

(A3.3.1)

canActivatgrec; Register-team-episode (pat;team))
hasActivatedqrec; Receptionist ());
canActivatd pat; Patient ());
team-episade-reg$0; pat; team)

(A3.3.4)
canDeactivatérec; X; Register-team-episode (pat;team))
hasActivatedqrec; Receptionist ())

(A3.6.1)

canActivatdrec; Register-ward-episode (pat; ward))
hasActivatedqrec; Receptionist ());
canActivatg pat; Patient ());
ward-episale-reg$0; pat; ward)

(A3.6.4)
canDeactivatérec; X; Register-ward-episode (pat;ward))
hasActivateqrec; Receptionist ())

Team members and headsof wards can also assignpatients to teams or wards, respectively:

(A3.3.2)

canActivatdcli ; Register-team-episode (pat;team))
hasActivatedcli; Clinician (spcty));
hasActivatedx; Register-team-member (cli ; team; spcty));
canActivatg pat; Patient ());
team-episde-reg$0; pat; team)

(A3.3.5)

canDeactivatécli ; x; Register-team-episode (pat;team))
hasActivatedcli; Clinician (spcty));
hasActivatedx; Register-team-member (cli ; team; spcty))

(A3.6.2)

canActivatd hd; Register-ward-episode (pat;ward))
hasActivatedhd; Clinician  (spcty));
canActivatg hd; Head-of-ward (ward));
canActivatg pat; Patient ());
ward-episale-reg$0; pat; ward)
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(A3.6.5)

canDeactivatéhd; x; Register-ward-episode (pat;ward))
hasActivatedhd; Clinician  (spcty));
canActivatd hd; Head-of-ward (ward))

Additionally , Caldicott Guardians can cancel workgroup treatment registrations (A3.6.3,
A3.3.3), but cannot sign up patients for treatment:

(A3.6.3)
canDeactivatécg; x; Register-ward-episode (pat; ward))
hasActivatedqcg; Caldicott-guardian ()

(A3.3.3)
canDeactivatécg; x; Register-team-episode (pat; team))
hasActivatedqcg; Caldicott-guardian ()

The auxiliary role ADB-treating-clinician (pat, group, spcty) expressesvorkgroup-based
legitimate relationships, basedon the clinician being a group member and the patient regis-
tered for a team- or ward-episade (A3.8.1{3).

(A3.8.1)

canActivate cli ; ADB-treating-clinician (pat; group; spety))
canActivatdcli; Clinician  (spcty));
hasActivatedx; Register-team-member (cli ; team; spcty));
hasActivatedy; Register-team-episode (pat;team));
group = team

(A3.8.2)

canActivatdcli ; ADB-treating-clinician (pat; group; spcty))
canActivatdcli; Clinician (spcty));
hasActivatedx; Register-ward-member (cli ; ward; spcty)) ;
hasActivatedx; Register-ward-episode (pat;ward));
group = ward

(A3.8.3)

canActivatd cli ; ADB-treating-clinician (pat; group; spety))
hasActivatedcli ; Emergency-clinician (pat));
group = A-and-E;
spety = A-and-E

This role is usedas a prerequisite for adding (A5.1.1) and annotating (A5.1.5) EPR items:

(A5.1.1)
permitg(cli ; Add-record-item (pat))
hasActivatedcli; Clinician (spcty));
canActivatecli ; ADB-treating-clinician (pat; group; spety))

(A5.1.5)
permitg pat; Annotate-record-item (pat;id))
hasActivatedcli; Clinician (spcty));
canActivatecli ; ADB-treating-clinician (pat; group; spety))

Furthermore, it is a prerequisite for reading EPR items (A5.2.3, A5.3.4, A5.3.8):

(A5.2.3)
permitg(cli ; Get-record-item-ids  (pat))
hasActivatedcli; Clinician (spcty));
canActivatdcli ; ADB-treating-clinician (pat; group; spcty))
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(A5.3.4)
permitg(cli ; Read-record-item (pat;id))
hasActivatedcli; Clinician (spcty));
canActivatd cli ; ADB-treating-clinician (pat; group; spcty));
count-concealedypatient2n; a; b);
n=_0;
a = (pat;id);
b = (ADBcli; group; spcty);
Get-record-subjects (pat;id) Permitted-subjects  (spcty)

(A5.3.8)
permitg(cli ; Force-read-record-item (pat;id))
hasActivatedcli; Clinician (spcty));
canActivatdcli ; ADB-treating-clinician (pat; group; spcty))

All current members of a medical team have permissionto read EPR items that have been
authored by that team, even if the patient is currently not treated by the team anymore
(A5.3.3):

(A5.3.3)

permitg(cli ; Read-record-item (pat;id))
hasActivatedcli; Clinician (spcty));
hasActivatedx; Register-team-member (cli ; team; spcty));
Get-record-group (pat;id) = team

Workgroup membership on ADB's system can be usedto establish legitimate relationships
on the Spine. But asthe Spinewill cortact ADB's RA (RA-ADB) for workgroup credertials
(S3.4.1,S3.4.2)(cf. x730.12.0),RA-ADB will in turn requestcredenials from ADB (R3.1.1,
R3.1.2). Therefore, ADB's policy has a canReqCredule allowing RA-ADB to query the
Register-team-member and Register-ward-member predicates(Al1.7.4):

(A1.7.4)
canReqCrefk; RA-ADBhasActivatedy; NHS-health-org-cert  (org; start; end)))
org = ADB

5.5 Registration Authorities

RAs are typically local to a particular health organisation but somemay also be on a more
national level (x730.24.0). We have written a policy for a ctitious RA, RA-ADB, serving
Addenbrooke's Foundation Trust and assaiated hospitals and clinics. As an NHS-approved
RA, RA-ADB possessean RA credertial issuedby NHS. This credertial may be requested
by anyone (R1.2.1):

(R1.2.1)
canReqCrefk; NHShasActivatedx ; NHS-registration-authority (ra; start; end)))
ra = RA-ADB

RAs issue credertials to professionalusersfor the purpose of managing local workgroups
(x730.12.0)and the identi cation, registration and authentication of role membership (x730.9,
x730.21). These accessroles are subject to national standards yet to be dewveloped by the
NHS (x730.12.2). Our RA policy exemplarily de nes useraccesgolesonly for clinicians and
Caldicott Guardians.

RA credenials are required to be time-limited (x730.24.7). Cassandras exible enough
to encade credertials with validity periods: all RA roles have a start and an end date among
their parameters, and the accepting side can specify its own conditions on these dates. For
example,it could ignore them, believe them, or imposeeven stricter freshnessconditions (cf.
[Riv98]). To authenticate a user'srole, the useris issueda credertial assertingthat someone
has activated the corresponding registration role.
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5.5.1 Role credential managemen t

The only main role de ned in RA-ADB's policy is RA-managef). RA managerssign up
professionalusersfor accesgoles. The RA-managernole itself is a standard delegatedregis-
tration role: a managercan register a personwho has not beensofar registeredas manager
(R1.1.1,R1.1.3)

(R1.1.2)

canActivatd mgr; Register-RA-manager (mgr2))
hasActivatedmgr; RA-managef)) ;
ra-manager-red®; mgr2)

(R1.1.3)
ra-manager-reggountxi; mgr)
hasActivatedx; Register-RA-manager (mgr))

This enablesthat personto activate (R1.1.4) and deactivate (R1.1.5) a managerrole:

(R1.1.4)
canActivatd mgr; RA-managef))
hasActivatedx; Register-RA-manager (mgr))

(R1.1.5)
canDeactivatémgr; mgr; RA-managef))

The role is automatically revoked (R1.1.6) if the registration is cancelledby an RA manager
(R1.1.2):

(R1.1.6)
isDeactivatedmgr; RA-managef))
isDeactivatedx; Register-RA-manager (mgr))

(R1.1.2)
canDeactivatémgr; x; Register-RA-manager (mgr2))
hasActivatedmgr; RA-managef))

To register a personas a certi ed clinician, an RA managererters the NHS clinician certi-
cation role with parametersidentifying the clinician, her health organisation, her specialty
and a validity period (R2.1.1):

(R2.1.1)

canActivatg mgr; NHS-clinician-cert  (org; cli ; spety; start; end))
hasActivatedmgr; RA-managef)) ;
hasActivatedy; NHS-health-org-cert (org; start2 ; end2));
start 2 [start2;end2];
end 2 [start2;end2];
start < end

The health organisation must be registered on the sameRA, and furthermore, the validity
period of its registration must cortain that of the clinician. Administrators can grant-
independertly revoke certi cations (R2.1.2):

(R2.1.2)

canDeactivatémgr; x; NHS-clinician-cert  (org; cli; spcty; start ; end))
hasActivatedmgr; RA-managef))
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A clinician certi cation is automatically cancelledif the clinician's health organisation loses
all certi cations that are valid within the clinician's validity period (R2.1.3, R2.3.3):

(R2.1.3)

isDeactivatedmgr; NHS-clinician-cert  (org; cli ; spcty; start; end))
isDeactivatedx; NHS-health-org-cert  (org; start2 ; end2));
other-NHS-health-ay-reg40; x; org; start2 ; end2);
start 2 [start2; end2];
end 2 [start2; end2];
start < end

(R2.3.3)

other-NHS-health-ay-reggcounthyi ; x; org; start ; end)
hasActivatedy; NHS-health-org-cert (org; start2; end2));
start 2 [start2;end2];
end 2 [start2; end2];
start < end;
X 6 y _ start 6 start2 _ end 6 end2

The clinician herself,her health organisation, other RAs and the Spineare allowedto request
the clinician's credertial (R2.1.4{6, R1.2.2{3):

(R2.1.4)
canReqCre(brg; RA-ADBasActivatedx;
NHS-clinician-cert  (org; cli ; spety; start ; end)))
hasActivatedy; NHS-health-org-cert (org; start2 ; end2));
Current-time () 2 [start2; end2]

(R2.1.5)
canReqCrefk; RA-ADBiasActivatedx;
NHS-clinician-cert  (org; cli; spcty; start ; end)))
canActivatde; NHS-service ()

(R2.1.6)
canReqCreftli ; RA-ADBasActivatedx;
NHS-clinician-cert  (org; cli; spcty; start ; end)))

(R1.2.2)
canActivatgsrv; NHS-service ()
canActivatgsrv; Registration-authority 0)

(R1.2.3)
canActivatgsrv; NHS-service ()
srv = Spine

A similar set of policy rules exist for the certi cation of Caldicott Guardians (R2.2.1{6) and
NHS health organisations (R2.3.1{9).

5.5.2 Workgroup credential managemen t

RA-ADB managesworkgroup credertials for its registered health organisations, for exam-
ple for ADB. The Spine can requesta Workgroup-membercredertial certifying a clinician's
membership in an organisation's team or a ward (R3.1.3):

(R3.1.3)
canReqCrefSpine; RA-ADRanActivatécli;
Workgroup-membeforg; group; spcty)))

43



Membership is deducedby rst chedking whether the organisation is registeredat RA-ADB
and then requesting a Register-team-member or a Register-ward-member credenial from
the organisation (R3.1.1, R3.1.2):

(R3.1.1)

canActivatd cli ; Workgroup-membeforg; group; spcty))
hasActivatedx; NHS-health-org-cert (org; start; end));
org@org:hasActivatedx; Register-team-member (cli ; group; spcty)) ;
Current-time () 2 [start; end]

(R3.1.2)

canActivatd cli ; Workgroup-membeforg; group; spcty))
hasActivatedx; NHS-health-org-cert  (org; start; end));
org@org:hasActivatedx; Register-ward-member (cli ; group; spety)) ;
Current-time () 2 [start; end]

6 Discussion

The complexity and constartly ewlving nature of the Spine's security and con dentialit y
requiremerts necessitatethe useof a policy languagein order to separatepolicy from imple-
mentation. The policy languagemust be e cien tly machine-enforceablejt must be high-level
and su cien tly simple sothe policy canbe easilymodi ed and read;and it must be expressie
and exible in order to accommalate for current and unforeseeablduture requiremerts.

We have preseried a complete Cassandrgolicy governing accesdo health records,based
on ocial NHS and DoH documerts. The casestudy shows that Cassandrds su cien tly
expressie for the ICRS project and other large-scalereal-world applications with highly
challenging security requiremerts. Our preliminary experiments with the policy running on
our prototype implementation of Cassandrastrongly suggestthat the system will also be
e cien t in practice.

The detailed description of the policy rules could be seenas a translation of the formal
Cassandraules badk into plain English. We plan to consult the NHS to seewhether the
description really matchestheir requiremerts and intentions. If approved by the NHS, suc
a detailed and semi-formal description would be useful for the NHS's IT suppliers, who have
only beengiven the rather sketchy OBS. Also, the description could be givento the public to
put the NHS's security policy under public and legal expert scrutiny and could help answer-
ing the question whether the proposed Spine will full all legal and ethical con dentialit y
requiremens. In the best case,it could calm the public's uneaseand relieve the current
uncertainty about the project.

One of the lessonslearnt from the casestudy is that the hardest part about writing
policy is not the translation into a formal language,but rather understanding the intended
requiremerts. As expected, the available speci cation documerts are unclear, ambiguous,
and { above all { incomplete, rather than corntradictory. Certainly, many of the gaps could
be lled in with common sense.Still, as mertioned above, it will be important to get some
ocial feedbak. Howewer, oncethe requiremerts are understood and complete, the trans-
lation processis relatively straightforward: most of the informal, \in tuitiv e" requiremerts
statemerts are already approximately of the form \if hconditioni then hgaali”.

An obvious question to ask is: is the formal policy correct and doesit do what it is
supposedto do? Sincetranslating the informal rules into Cassandrawvas rather straightfor-
ward, we believe that the primary source of \incorrectness" would be the requiremerts in
the rst place. In such a large and intricate system, it is dicult to fully understand the
implications of the requiremerts. However, having translated the requiremerts into formal
Cassandraolicy rules enablesus to prove meta-level correctnessproperties.

Our casestudy has signi cant implications for the researd area of trust managemen
as a whole. Most other systemshave only beenapplied to relatively simple applications or
academictoy examples. There hasbeena major lack of real-world policy examplesthat are
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both large and complex| our EHR policy example lls this gap. It is a strong courter-
exampleto the claim that real-world applications do not need expressiwe policy languages.
Indeed, it is hard to imagine how the ambitious NHS project could be realised successfully
without a exible, distributed accesscontrol system that allows the security policy to be
modi ed easily.

Our policy can be used as a benchmark for existing and future policy languages,as
a guideline for language design and as a tool for the dicult task of comparing dierent
policy languages. It would be rewarding to translate the policy into another language,and
to analysewhich constructs cannot be translated, and which features can perhaps be more
easily expressedn a di erent language.

Future work Thereisstill alot of work to be doneon the casestudy. Ultimately , we wish
to prove the feasibility of our proposedEHR architecture and policy. Once a more complete
Cassandrgrototype has beenimplemented, we should conduct further tests of the policy. It
canbe deemedfully viable only if it exhibits good performancein a realistic setting. We thus
needto test its behaviour in a real distributed environment, and with millions of registered
users.

We also plan to implement a simple user-friendly Web interface for the Spine. At the
momert, the implemenrtation requiresthe userto typein the raw Cassandraequestson the
command line. Even with a somewhat nicer graphical but still generic user interface for
Cassandrathe system would be far too complicated for usersin practice. Our ervisaged
interface would have to be specically designedfor the Spine policy and would hide the
details of role activations and credertials requestsetc. from the user.

Our experiments have highlighted another requiremert for policy-based trust manage-
ment systemsthat neither our nor existing systemscurrently full: human users expect
textual justi cations of accesscontrol decisions,especially if their requestis denied;they feel
rather frustrated and helplessif the answer is simply \request denied”, especially if the policy
is complex or unknown to the user. Such explanations could be collected from annotations
of policy rules used during deduction. The problem is non-trivial as deduction proofs can
be long and accessdenials can have many and far-reaching reasons. More worryingly, the
textual justi cation may reveal more (and perhaps, sensitive) information than could have
beendeducedfrom the fact of requestdenial alone: consider,for example,a responsesuc as
\accessdenied becauseyour daughter has prohibited you from accessingall her recordswith
the subject "abortion™. Annotating rules with natural-language reasonsand then traversing
the proof forest to construct the messagamight be a rst step towards a solution.

Acknowledgemen ts | thank Peter Sewvell for helpful commerts and discussions. This
work was funded by a Gates Cambridge Sdolarship and a Trinity College Researth Schol-
arship.
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A Policy rules for NHS electronic health record system

The following is a complete list of all Cassandraules for our EHR casestudy. Appendix
A.1 contains the policy rules for the Spine, A.2 for the PDS, A.3 for Addenbrooke's Hospital
(ADB), and A.4 contains the rules for Addenbrooke's RA (RA-ADB).

A.1 Policy for the Spine
A.1.1 Main access roles
Clinician
(S1.1.1)
canActivatgcli ; Spine-clinician  (ra; org; spcty))
ra:hasActivatedx; NHS-clinician-cert ~ (org; cli; spcty; start ; end));
canActivatdra; Registration-authority 0;
no-main-role-activécli);
Current-time () 2 [start; end]

(S1.1.2)
canActivatécli; Spine-clinician  (ra; org; spcty))
ra@ra:hasActivatedx; NHS-clinician-cert  (org; cli; spety; start; end)) ;
canActivatgra; Registration-authority 0
no-main-role-activécli);
Current-time () 2 [start; end]

(S1.1.3)

canDeactivatécli; cli; Spine-clinician  (ra; org; spcty))

(S1.1.4)

count-spine-clinician-activatiorfsountui ; user)
hasActivatequser; Spine-clinician  (ra; org; spcty))

Administrator
(S1.2.1)
canActivatgdadm; Spine-admin ())
hasActivatedx; Register-spine-admin (adm));
no-main-role-activéadm)

(S1.2.2)
canDeactivatéadm; adm; Spine-admin ())

(S1.2.3)
isDeactivatedadm; Spine-admin ())
isDeactivatedx; Register-spine-admin  (adm))
(S1.2.4)
count-spine-admin-activatiorfsountui ; user)
hasActivatequser; Spine-admin ())

(S1.2.5)

canActivatdadm; Register-spine-admin  (adm2))
hasActivatedadm; Spine-admin ()) ;
spine-admin-red®; admz2)

(S1.2.6)

canDeactivatéadm; x; Register-spine-admin (adm?2))
hasActivatedadm; Spine-admin ())

(S1.2.7)
spine-admin-reggounttxi; adm)
hasActivatedx; Register-spine-admin  (adm))
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Patien t

(S1.3.1)

canActivatg pat; Patient ())
hasActivatedx; Register-patient  (pat));
no-main-role-activépat);
PD®PD%hasActivatedy; Register-patient  (pat))

(S1.3.2)
canDeactivatépat; pat; Patient ())

(S1.3.3)
isDeactivatedpat; Patient ())
isDeactivate@x; Register-patient  (pat))

(S1.3.4)
count-patient-activationgcountui ; user)
hasActivatequser; Patient ())

(S1.3.5)

canActivatdadm; Register-patient  (pat))
hasActivatedadm; Spine-admin ()) ;
patient-regg0; pat)

(S1.3.6)
canDeactivatéadm; x ; Register-patient  (pat))
hasActivatedadm; Spine-admin ()

(S1.3.7)
patient-reggcountxi; pat)
hasActivatedx; Register-patient  (pat))

Agent

(S1.4.1)

canActivatdag; Agent(pat))
hasActivatedx; Register-agent (ag; pat));
PD®PDShasActivatedy; Register-patient  (ag));
no-main-role-activéag)

(S1.4.2)
canDeactivatéag; ag; Agent(pat))

(S1.4.3)

isDeactivatedag; Agent(pat))
isDeactivatedx; Register-agent (ag; pat));
other-agent-regf; x; ag; pat)

(S1.4.4)

other-agent-reg&ounthyi; x; ag; pat)
hasActivatedy; Register-agent (ag; pat));
X6y

(S1.4.5)
count-agent-activationgcounthui ; user)
hasActivatequser; Agent(pat))

(S1.4.6)
canReqCrefhg; Spine:canActivatdag; Agent(pat)))
hasActivatedag; Agent(pat))
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(S1.4.7)

canReqCrefbrg; Spine:canActivatdag; Agent(pat)))
ra:hasActivatedx; NHS-health-org-cert (org; start; end));
canActivatdra; Registration-authority 0;
Current-time () 2 [start; end]

(S1.4.8)

canReqCrefbrg; Spine:canActivatgag; Agent(pat)))
org@ra:hasActivatedx; NHS-health-org-cert (org; start; end));
canActivatdra; Registration-authority 0;
Current-time () 2 [start; end]

(S1.4.9)

canActivatd pat; Register-agent (agent; pat))
hasActivatedpat; Patient ());
agent-regén; pat);
n<3

(S1.4.10)

canActivatdcli; Register-agent (agent; pat))
hasActivatedcli ; Spine-clinician  (ra; org; spcty));
canActivatdcli; General-practitioner  (pat))

(S1.4.11)
canDeactivatépat; pat; Register-agent (agent; pat))
hasActivatedpat; Patient ())

(S1.4.12)

canDeactivatécli; x; Register-agent (agent; pat))
hasActivatedcli ; Spine-clinician  (ra; org; spcty));
canActivatdcli; General-practitioner  (pat))

(S1.4.13)
isDeactivatedx; Register-agent (agent; pat))
isDeactivatedy; Register-patient  (pat))

(S1.4.14)
agent-regécountrxi ; pat)
hasActivateqpat; Register-agent (x; pat))

Other

(S1.5.1)

canActivatgra; Registration-authority 0)
NHSasActivatedx; NHS-registration-authority (ra; start; end));
Current-time () 2 [start; end]

(S1.5.2)

canActivatdra; Registration-authority 0
ra@\H%asActivatedx; NHS-registration-authority (ra; start; end));
Current-time () 2 [start; end]

(S1.5.3)

no-main-role-activéuser)
count-agent-activationfn; user);
count-spine-clinician-activatiora ; user);
count-spine-admin-activatior{s ; user);
count-patient-activationgn; user);
count-third-paty-activationgn; user);
n=20
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A.1.2 Express consent
One-o0 consent

(S2.1.1)
canActivatg pat; One-off-consent (pat))
hasActivatedpat; Patient ())

(S2.1.2)
canActivatg ag; One-off-consent (pat))
hasActivatedag; Agent(pat))

(S2.1.3)

canActivatecli ; One-off-consent (pat))
hasActivatedcli ; Spine-clinician  (ra; org; spcty));
canActivatdcli ; Treating-clinician (pat; org; spety))

(S2.1.4)
canDeactivatépat; x; One-off-consent (pat))
hasActivatedpat; Patient ())

(S2.1.5)
canDeactivatéag; x; One-off-consent (pat))
hasActivatedag; Agent(pat))

(S2.1.6)

canDeactivatécli ; x; One-off-consent (pat))
hasActivatedcli ; Spine-clinician  (ra; org; spcty));
canActivatdcli ; Treating-clinician (pat; org; spety))

(S2.1.7)
isDeactivatedx; One-off-consent (pat))
isDeactivatedy; Register-patient  (pat))

Third-part y consent

(S2.2.1)
canActivatd pat; Request-third-party-consent  (x; pat;id))
hasActivatedpat; Patient ());
X 2 Get-spine-record-third-parties (pat;id)

(S2.2.2)
canActivatgag; Request-third-party-consent  (x; pat;id))
hasActivatedag; Agent(pat));
X 2 Get-spine-record-third-parties (pat;id)

(S2.2.3)
canActivatdcli ; Request-third-party-consent  (x; pat;id))
hasActivatedcli ; Spine-clinician  (ra; org; spcty));
canActivatdcli; Treating-clinician (pat; org; spety));

X 2 Get-spine-record-third-parties (pat;id)

(S2.2.4)

canDeactivatépat; y; Request-third-party-consent  (x; pat;id))

hasActivatedpat; Patient ())
(S2.2.5)

canDeactivatéag; y; Request-third-party-consent  (x; pat;id))

hasActivatepat; Agent(pat))
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(S2.2.6)
canDeactivatécli; y; Request-third-party-consent  (x; pat;id))
hasActivatedcli ; Spine-clinician  (ra; org; spcty))

(S2.2.7)
canDeactivatéx;y; Request-third-party-consent  (x;pat;id))
hasActivatedx; Third-party ()

(S2.2.8)
isDeactivatedx ; Request-third-party-consent  (y; pat;id))
isDeactivatedz; Register-patient  (pat))

(S2.2.9)

other-third-paty-consent-requestsountxi;y; z)
hasActivatedx ; Request-third-party-consent  (z; pat;id));
X6y

(S2.2.10)

canActivatgx; Third-party ())
hasActivatedy; Request-third-party-consent  (x; pat;id));
no-main-role-activéx);
PD®PD%hasActivateqz; Register-patient (X))

(S2.2.11)
canDeactivatéx; x; Third-party ()

(S2.2.12)

isDeactivatedx; Third-party ())
isDeactivatedy; Request-third-party-consent  (x; pat;id));
other-third-paty-consent-requests; y; x)

(S2.2.13)
count-third-paty-activationgcountui ; user)
hasActivatequser; Third-party ()

(S2.2.14)

canActivatdx; Third-party-consent  (x; pat;id))
hasActivatedx; Third-party ());
hasActivatedy; Request-third-party-consent  (x; pat;id))

(S2.2.15)

canActivatdcli; Third-party-consent  (x; pat;id))
hasActivatedcli ; Spine-clinician  (ra; org; spcty));
canActivatdcli; Treating-clinician (pat; org; spety));
hasActivatedy; Request-third-party-consent  (x; pat;id))

(S2.2.16)

isDeactivatedx; Third-party-consent  (x; pat;id))
isDeactivatedy; Request-third-party-consent  (x; pat;id));
other-third-paty-consent-requests; y; x)

(S2.2.17)

third-party-consenfgrouphconsenteri ; pat; id)
hasActivatedx; Third-party-consent  (consenter; pat;id))
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Consent to treatmen t

(S2.3.1)

canActivatgclil ; Request-consent-to-treatment  (pat; org2; cli2 ; spety2))
hasActivatedclil ; Spine-clinician  (ral;orgl;spctyl));
canActivatdcli2 ; Spine-clinician  (ra2;org2; spcty2));
canActivatd pat; Patient ())

(S2.3.2)
canDeactivatéclil ; clil;
Request-consent-to-treatment  (pat; org2; cli2 ; spcty2))
hasActivatedclil ; Spine-clinician  (ral;orgl;spctyl))

(S2.3.3)
canDeactivatécli2 ; clil;
Request-consent-to-treatment  (pat; org2; cli2 ; spcty2))
hasActivatedcli2 ; Spine-clinician  (ra2; org2; spcty2))

(S2.3.4)
canDeactivatépat; x; Request-consent-to-treatment  (pat; org; cli; spcty))
hasActivatedpat; Patient ())

(S2.3.5)
canDeactivatéag; x; Request-consent-to-treatment  (pat; org; cli; spcty))
hasActivatedag; Agent(pat))

(S2.3.6)

canDeactivatécli ; x; Request-consent-to-treatment  (pat; org; cli2 ; spcty))
hasActivatedcli ; Spine-clinician  (ra; org; spcty));
canActivatgcli ; General-practitioner  (pat))

(S2.3.7)
isDeactivatedx; Request-consent-to-treatment  (pat; org; cli; spcty))
isDeactivatedy; Register-patient  (pat))

(S2.3.8)

other-consent-to-treatment-requegtsounttyi; X; pat; org; cli ; spcty)
hasActivatedy; Request-consent-to-treatment  (pat; org; cli; spcty));
X6y

(S2.3.9)

canActivatd pat; Consent-to-treatment (pat; org; cli; spcty))
hasActivatedpat; Patient ());
hasActivatedx; Request-consent-to-treatment  (pat; org; cli ; spcty))

(S2.3.10)

canActivatdag; Consent-to-treatment  (pat; org; cli ; spcty))
hasActivatedag; Agent(pat));
hasActivatedx; Request-consent-to-treatment  (pat; org; cli ; spcty))

(S2.3.11)

canActivatdclil ; Consent-to-treatment  (pat; org; cli2 ; spcty))
hasActivatedclil ; Spine-clinician  (ra; org; spcty));
canActivatgclil ; Treating-clinician (pat; org; spety));
hasActivatedx; Request-consent-to-treatment  (pat; org; cli2 ; spety))

(S2.3.12)

isDeactivate@x; Consent-to-treatment (pat; org; cli; spcty))
isDeactivatedy; Request-consent-to-treatment  (pat; org; cli ; spcty));
other-consent-to-treatment-requeqi®; y; pat; org; cli ; spcty)
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Consent to group treatmen t

(S2.4.1)

canActivatd cli ; Request-consent-to-group-treatment  (pat; org; group))
hasActivatedcli ; Spine-clinician  (ra; org; spcty));
canActivatg pat; Patient ())

(S2.4.2)
canDeactivatécli; cli ; Request-consent-to-group-treatment  (pat; org; group))
hasActivatedcli ; Spine-clinician  (ra; org; spcty))

(S2.4.3)
canDeactivatépat; x; Request-consent-to-group-treatment  (pat; org; group))
hasActivatedpat; Patient ())

(S2.4.4)
canDeactivatéag; x; Request-consent-to-group-treatment  (pat; org; group))
hasActivatedag; Agent(pat))

(S2.4.5)

canDeactivatécli ; x; Request-consent-to-group-treatment  (pat; org; group))
hasActivatedcli ; Spine-clinician  (ra; org; spcty));
canActivatdcli ; General-practitioner ~ (pat))

(S2.4.6)

canDeactivatécli ; x; Request-consent-to-group-treatment  (pat; org; group))
hasActivatedcli ; Spine-clinician  (ra; org; spcty));
ra@ra:canActivatgcli ; Workgroup-membeforg; group; spcty))

(S2.4.7)
isDeactivate@x; Request-consent-to-group-treatment  (pat; org; group))
isDeactivatedy; Register-patient  (pat))

(52.4.8)

other-consent-to-group-treatment-requegtounthyi ; x; pat; org; cli ; spcty)
hasActivatedy ; Request-consent-to-group-treatment  (pat; org; group));
X6y

(S2.4.9)

canActivatd pat; Consent-to-group-treatment  (pat; org; group))
hasActivatedpat; Patient ());
hasActivatedx; Request-consent-to-group-treatment  (pat; org; group))

(S2.4.10)

canActivatgag; Consent-to-group-treatment  (pat; org; group))
hasActivatedag; Agent(pat));
hasActivatedx; Request-consent-to-group-treatment  (pat; org; group))

(S2.4.11)

canActivatgclil ; Consent-to-group-treatment  (pat; org; group))
hasActivatedclil ; Spine-clinician  (ra; org; spcty));
canActivatgclil ; Treating-clinician (pat; org; spety));
hasActivatedx; Request-consent-to-group-treatment  (pat; org; group))

(S2.4.12)

isDeactivate@x; Consent-to-group-treatment  (pat; org; group))
isDeactivatedy; Request-consent-to-group-treatment  (pat; org; group));
other-consent-to-group-treatment-reque$€s y ; pat; org; group)
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A.1.3 Legitimate Relationship
Referral

(S3.1.1)

canActivatgclil ; Referrer (pat;org;cli2; spctyl))
hasActivatedclil ; Spine-clinician  (ra;org; spcty2));
canActivatdclil ; Treating-clinician (pat; org; spcty2))

(S3.1.2)
canDeactivatéclil; clil ; Referrer (pat;org;cli2; spetyl))

(S3.1.3)
canDeactivatépat; clil ; Referrer (pat;org;cli2 ; spetyl))

(S3.1.4)
isDeactivatedclil ; Referrer (pat;org;cli2; spctyl))
isDeactivatedx; Register-patient  (pat))

Emergency clinician

(S3.2.1)

canActivatdcli; Spine-emergency-clinician  (org; pat))
hasActivatedcli ; Spine-clinician  (ra; org; spcty));
canActivatd pat; Patient ())

(S3.2.2)
canDeactivatécli; cli ; Spine-emergency-clinician  (org; pat))

(S3.2.3)
isDeactivatedx ; Spine-emergency-clinician  (org; pat))
isDeactivate@x; Spine-clinician  (ra;org; spcty))

(S3.2.4)
isDeactivate@x; Spine-emergency-clinician  (org; pat))
isDeactivatedy; Register-patient  (pat))

Treating Clinician & GP

(S3.3.1)
canActivatdcli ; Treating-clinician (pat; org; spety))
hasActivatedx; Consent-to-treatment (pat; org; cli; spcty))

(S3.3.2)

canActivatdcli ; Treating-clinician (pat; org; spety))
hasActivatedcli ; Spine-emergency-clinician  (org; pat));
spety = A-and-E

(S3.3.3)

canActivatdcli ; Treating-clinician (pat; org; spcty))
canActivatdcli; Spine-clinician  (ra; org; spcty));
hasActivatedx; Referrer (pat;org;cli;spcty))

(S3.3.4)
canActivatdcli ; Treating-clinician (pat; org; spety))
canActivatdcli ; Group-treating-clinician (pat; ra; org; group; spety))

(S3.3.5)

canActivatdcli; General-practitioner  (pat))
canActivatdcli; Treating-clinician (pat; org; spety));
spety = GP
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W orkgroup-based LR

(S3.4.1)

canActivatdcli ; Group-treating-clinician (pat; ra; org; group; spety))
hasActivatedx; Consent-to-group-treatment  (pat; org; group));
ra:canActivatdcli ; Workgroup-membeforg; group; spcty)) ;
canActivatgra; Registration-authority 0)

(S3.4.2)

canActivatd cli ; Group-treating-clinician (pat; ra; org; group; sypcty))
hasActivatedx; Consent-to-group-treatment  (pat; org; group));
ra@ra:canActivatgcli ; Workgroup-membeforg; group; spcty)) ;
canActivatdra; Registration-authority 0

A.l.4 Sealing-o data

Access restriction by clinician

(S4.1.1)

canActivatdcli ; Concealed-by-spine-clinician (pat; ids; start ; end))
hasActivatedcli ; Spine-clinician  (ra; org; spcty));
canActivatdcli; Treating-clinician (pat; org; spety))

(S4.1.2)
canDeactivatécli ; cli ; Concealed-by-spine-clinician (pat; ids; start ; end))
hasActivatedcli ; Spine-clinician  (ra; org; spcty))

(S4.1.3)

canDeactivatécli; cli2 ; Concealed-by-spine-clinician (pat; ids; start ; end))
hasActivatedcli ; Spine-clinician  (ra; org; spcty));
canActivatgcli ; General-practitioner  (pat))

(S4.1.4)
canDeactivatéclil ; cli2 ; Concealed-by-spine-clinician (pat; ids; start ; end))
hasActivatedclil ; Spine-clinician  (ra;org; spctyl));
canActivatdclil ; Group-treating-clinician (pat; ra; org; group; spetyl));
canActivatdcli2 ; Group-treating-clinician (pat; ra; org; group; spcty2)) ;
hasActivatedx; Consent-to-group-treatment  (pat; org; group))

(S4.1.5)
isDeactivate@x; Concealed-by-spine-clinician (pat; ids; start ; end))
isDeactivatedy; Register-patient  (pat))

(S4.1.6)

count-concealedyp-spine-cliniciafcountrxi ; pat; id)
hasActivatedx; Concealed-by-spine-clinician (pat;ids; start; end));
id 2 ids;
Current-time () 2 [start; end]

Access restriction by patien t

(S4.2.1)

canActivatg pat; Conceal-request (what; who; start; end))
hasActivatedpat; Patient ());
count-conceal-requeds; pat);
what = (pat; ids; orgs, authors; subjects; from-time; to-time);
who = (orgs]; readersl; spetysl);
n < 100
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(S4.2.2)

canActivatdag; Conceal-request (what; who; start; end))
hasActivatedag; Agent(pat));
count-conceal-requeds; pat);
what = (pat; ids; orgs, authors; subjects; from-time; to-time);
who = (orgsl; readersl; spetysl);
n < 100

(S4.2.3)
canDeactivatépat; x; Conceal-request (what; whom; start ; end))
hasActivatedpat; Patient ());
{(what) = pat

(S4.2.4)
canDeactivatéag; x; Conceal-request (what; whom; start; end))
hasActivatedag; Agent(pat));
{(what) = pat

(S4.2.5)
canDeactivatécli ; x; Conceal-request (what; whom; start; end))
hasActivatedcli ; Spine-clinician  (ra; org; spcty));
canActivatdcli; General-practitioner  (pat));
{(what) = pat

(S4.2.6)
isDeactivatedx; Conceal-request (what; whom; start; end))
isDeactivatedy; Register-patient  (pat));
{(what) = pat

(S4.2.7)
count-conceal-requestsounthyi ; pat)
hasActivatedx; Conceal-request (y));
what = (pat; ids; orgs, authors; subjects; from-time; to-time);
who = (orgs]l; readersl; spctysl);
y = (what; who; start ; end)

(S4.2.8)

canActivatdcli ; Concealed-by-spine-patient  (what; who; start ; end))
hasActivatedcli ; Spine-clinician  (ra; org; spcty));
canActivatgcli ; Treating-clinician (pat; org; spety)) ;
hasActivatedx; Conceal-request (what; who; start; end))

(S4.2.9)
canDeactivatécli; cli; Concealed-by-spine-patient  (what; who; start ; end))
hasActivatedcli ; Spine-clinician  (ra; org; spcty))

(S4.2.10)
canDeactivatéclil; cli2 ; Concealed-by-spine-patient  (what; who; startl ; endl))
hasActivatedclil ; Spine-clinician  (ra; org; spctyl));
ra@a:canActivatéclil;
Group-treating-clinician (pat; ra; org; group; spctyl));
ra@ra:canActivatgcli2 ;
Group-treating-clinician (pat; ra; org; group; spcty2))

(S4.2.11)

isDeactivatedcli ; Concealed-by-spine-patient  (what; who; start ; end))
isDeactivatedx; Conceal-request (what; who; start; end))
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(S4.2.12)
count-concealedyp-spine-patientcounthxi ; a; b)
hasActivatedx; Concealed-by-spine-patient  (what; who; start ; end));
a= (pat;id);
b = (org; reader; spcty);
what = (pat; ids; orgs, authors; subjects; from-time; to-time);
whom = (orgsl; readersl; spetysl);
Get-spine-record-org (pat;id) 2 orgs;
Get-spine-record-author  (pat;id) 2 authors;
sub2 Get-spine-record-subjects  (pat;id);
sub 2 subjects;
Get-spine-record-time  (pat;id) 2 [from-time;to-time];
id 2 ids;
org 2 orgsl;
reader 2 readers],
spcty 2 spetysl;
Current-time () 2 [start; end];
Get-spine-record-third-parties (pat;id) = fg;
non-clinical 2 Get-spine-record-subjects  (pat;id)

Authen ticated express consent

(S4.3.1)

canActivatd pat; Authenticated-express-consent  (pat;cli))
hasActivatedpat; Patient ());
count-authenticated-exgess-conselfh; pat);
n < 100

(S4.3.2)

canActivatgag; Authenticated-express-consent  (pat;cli))
hasActivatedag; Agent(pat));
count-authenticated-exgess-conselfh; pat);
n < 100

(S4.3.3)

canActivatdclil ; Authenticated-express-consent  (pat; cli2))
hasActivatedclil ; Spine-clinician  (ra; org; spcty));
canActivatgclil ; General-practitioner  (pat))

(S4.3.4)
canDeactivatépat; x; Authenticated-express-consent  (pat;cli))
hasActivatedpat; Patient ())

(S4.3.5)
canDeactivatéag; x; Authenticated-express-consent  (pat;cli))
hasActivatedag; Agent(pat))

(S4.3.6)

canDeactivatéclil ; x; Authenticated-express-consent  (pat; cli2))
hasActivatedclil ; Spine-clinician  (ra; org; spcty));
canActivatdclil ; General-practitioner  (pat))

(S4.3.7)
isDeactivatedx; Authenticated-express-consent  (pat;cli))
isDeactivatedy; Register-patient  (pat))

(S4.3.8)
count-authenticated-exqess-conserjtountrclii; pat)
hasActivatedx; Authenticated-express-consent  (pat;cli))
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A.1.5 Access permissions
Adding item

(S5.1.1)

permitg(cli ; Add-spine-record-item (pat))
hasActivatedcli ; Spine-clinician  (ra; org; spcty));
canActivatdcli; Treating-clinician (pat; org; spety))

(S5.1.2)
permitgpat; Annotate-spine-record-item  (pat;id))
hasActivatedpat; Patient ())

(S5.1.3)
permitgag; Annotate-spine-record-item  (pat;id))
hasActivatedag; Agent(pat))

(S5.1.4)

permitypat; Annotate-spine-record-item  (pat;id))
hasActivatedcli ; Spine-clinician  (ra; org; spcty));
canActivatdcli; Treating-clinician (pat; org; spety))

Reading item IDs

(S5.2.1)
permitypat; Get-spine-record-item-ids ~ (pat))
hasActivatedpat; Patient ())

(S5.2.2)
permity ag; Get-spine-record-item-ids (pat))
hasActivatedag; Agent(pat))

(S5.2.3)

permitg(cli ; Get-spine-record-item-ids  (pat))
hasActivatedcli ; Spine-clinician  (ra; org; spcty));
canActivatdcli ; Treating-clinician (pat; org; spety))

Reading items

(S5.3.1)

permity pat; Read-spine-record-item (pat;id))
hasActivatedpat; Patient ());
hasActivatedx; One-off-consent (pat));
count-concealed¥pspine-patien{n; a; b);
count-concealedypspine-cliniciafm; pat; id);
third-party-consenfconsenters pat;id);
n=_0;
m = 0
a = (pat;id);
b = (No-org; pat; No-spcty );
Get-spine-record-third-parties (pat;id) consenters
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(S5.3.2)

permityag; Read-spine-record-item (pat;id))
hasActivatedag; Agent(pat));
hasActivatedx; One-off-consent (pat));
count-concealed¥pspine-patien{n; a; b);
count-concealedypspine-cliniciafm; pat;id);
third-party-consenfconsenters pat;id);

n=_0;

m=0;

a = (pat;id);

b = (No-org; ag; No-spcty );

Get-spine-record-third-parties (pat;id) consenters
(S5.3.3)

permitg(cli ; Read-spine-record-item (pat;id))
hasActivatedcli ; Spine-clinician  (ra; org; spcty));
hasActivatedx; One-off-consent (pat));
Get-spine-record-org (pat;id) = org;
Get-spine-record-author  (pat;id) = cli

(S5.3.4)
permity(cli ; Read-spine-record-item (pat;id))
hasActivatedcli ; Spine-clinician  (ra; org; spcty));
hasActivatedx; One-off-consent (pat));
canActivatecli; Treating-clinician (pat; org; spety));
count-concealed¥pspine-patien{n; a; b);
n=o0;
a = (pat;id);
b = (org;cli; spcty);
Get-spine-record-subjects  (pat;id) Permitted-subjects (spcty)
(S5.3.5)
permitgcli ; Read-spine-record-item (pat;id))
hasActivatedcli ; Spine-clinician  (ra; org; spcty));
hasActivatedx; One-off-consent (pat));
canActivatdcli ; Treating-clinician (pat; org; spety));
hasActivatedy; Authenticated-express-consent  (pat;cli));
Get-spine-record-subjects  (pat;id) Permitted-subjects (spcty)
(S5.3.6)
permitg(cli ; Force-read-spine-record-item  (pat;id))
hasActivatedcli ; Spine-clinician  (ra; org; spcty));
canActivatdcli ; Treating-clinician (pat; org; spcty))

A.2 Policy for Patient Demographic Service
A.2.1 Main roles

Administrator

(P1.1.1)

canActivatdadm; PDS-manag€)))
hasActivatedx; Register-PDS-manager(adm));
no-main-role-activéadm)

(P1.1.2)
canDeactivatéadm; adm; PDS-manags))

(P1.1.3)
isDeactivatedadm; PDS-manag«))
isDeactivatedx; Register-PDS-manager (adm))
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(P1.1.4)
count-PDS-manager-activatiorfisounthui ; user)
hasActivatequser; PDS-managsd())

(P1.1.5)

canActivatdadm1; Register-PDS-manager (adm?2))
hasActivateqadm1; PDS-manage)) ;
pds-admin-reg®; adm?2)

(P1.1.6)
canDeactivatéadm1,; x; Register-PDS-manager (adm?2))
hasActivateqadml; PDS-manage())

(P1.1.7)
pds-admin-reg&ountxi; adm)
hasActivatedx; Register-PDS-manager (adm))

Patien t

(P1.2.1)

canActivatg pat; Patient ())
hasActivatedx; Register-patient  (pat));
no-main-role-activépat)

(P1.2.2)
canDeactivatépat; pat; Patient ())

(P1.2.3)
isDeactivatedpat; Patient ())
isDeactivatedx; Register-patient  (pat))

(P1.2.4)
count-patient-activationgcountui ; user)
hasActivatequser; Patient ())

Agen t

(P1.3.1)

canActivatgag; Agent(pat))
hasActivatedx; Register-patient  (ag));
no-main-role-activéag);
Spine @Spine:canActivatdag; Agent(pat))

(P1.3.2)
canDeactivatéag; ag; Agent(pat))

(P1.3.3)
isDeactivatedag; Agent(pat))
isDeactivatedx; Register-patient  (ag))

(P1.3.4)
isDeactivatedag; Agent(pat))
isDeactivate@x; Register-patient  (pat))

(P1.3.5)
count-agent-activationgcounthui ; user)
hasActivatequser; Agent(pat))
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NHS sta

Other

(P1.4.1)
canActivatex; Professional-user (ra;org))
no-main-role-activécli);
ra:hasActivatedx; NHS-clinician-cert  (org; cli; spcty; start; end));
canActivatdra; Registration-authority 0;
Current-time () 2 [start; end]

(P1.4.2)
canActivatex; Professional-user (ra;org))
no-main-role-activécli);
ra@a:hasActivatedx; NHS-clinician-cert  (org; cli; spcty; start ; end)) ;
canActivatdra; Registration-authority 0;
Current-time () 2 [start; end]

(P1.4.3)
canActivatex; Professional-user (ra;org))
no-main-role-activécg);
ra:hasActivatedx; NHS-Caldicott-guardian-cert ~ (org; cg; start; end));
canActivatdra; Registration-authority 0;
Current-time () 2 [start; end]

(P1.4.4)
canActivatgx; Professional-user (ra; org))
no-main-role-activécg);
ra@a:hasActivatedx ; NHS-Caldicott-guardian-cert ~ (org; cg; start; end));
canActivatdra; Registration-authority 0;
Current-time () 2 [start; end]

(P1.4.5)
canDeactivatéx; x; Professional-user (ra; org))

(P1.4.6)
count-professional-user-activatiofsountui ; user)
hasActivatequser; Professional-user (ra;org))

(P1.5.1)

no-main-role-activéuser)
count-agent-activationfn; user);
count-patient-activationgn; user);
count-PDS-manager-activatioifa ; user);
count-reofessional-user-activatiofrs; user);
n=20

(P1.5.2)

canActivatgra; Registration-authority 0)
NHSasActivatedx; NHS-registration-authority (ra; start; end));
Current-time () 2 [start; end]

(P1.5.3)

canActivatdra; Registration-authority §)]
ra@\H%hasActivatedx; NHS-registration-authority (ra; start; end));
Current-time () 2 [start; end]
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A.2.2 Patient registration
Registration

(P2.1.1)

canActivatdadm; Register-patient  (pat))
hasActivatedadm; PDS-managd()) ;
patient-regg0; pat)

(P2.1.2)
canDeactivatéadm; x; Register-patient  (pat))
hasActivatedadm; PDS-manags())

(P2.1.3)
patient-reggcountxi; pat)
hasActivatedx; Register-patient  (pat))

Creden tials

(P2.2.1)
canReqCrefpat; PDShasActivatedx; Register-patient  (pat)))
hasActivatedpat; Patient ())

(P2.2.2)
canReqCrefhg; PDShasActivatedx; Register-patient  (pat)))
hasActivatedag; Agent(pat))

(P2.2.3)
canReqCrefusr; PDShasActivatedx; Register-patient  (pat)))
hasActivatequsr; Professional-user (ra;org))

(P2.2.4)

canReqCrefbrg; PDShasActivatedx; Register-patient  (pat)))
ra:hasActivatedx; NHS-health-org-cert (org; start; end));
canActivatdra; Registration-authority 0)

(P2.2.5)

canReqCrefbrg; PDShasActivatedx; Register-patient  (pat)))
org@ra:hasActivatedx; NHS-health-org-cert (org; start; end));
canActivatgra; Registration-authority 0)

(P2.2.6)
canReqCrefta; PDShasActivatedx; Register-patient  (pat)))
canActivatdra; Registration-authority §)]

(P2.2.7)
canReqCrefSpine; PDShasActivatedx; Register-patient  (pat)))

A.3 Policy for Adden bro oke's Hospital
A.3.1 Main access roles
Clinician

(A1.1.1)

canActivatd mgr; Register-clinician (cli; spety))

hasActivatedmgr; HR-mg()) ;
clinician-reg€0; cli ; spcty)

(A1.1.2)

canDeactivatémgr; x; Register-clinician (cli; spety))
hasActivatedmgr; HR-mg())
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(A1.1.3)
clinician-regécounthxi; cli ; spcty)
hasActivatedx; Register-clinician (cli; spety))

(Al.1.4)

canActivatdcli; Clinician (spcty))
hasActivatedx; Register-clinician (cli; spety));
no-main-role-activécli)

(A1.1.5)
canDeactivatécli; cli; Clinician (spcty))

(A1.1.6)
isDeactivatedcli ; Clinician (spcty))
isDeactivatedx; Register-clinician (cli; spety))

(Al1.1.7)
count-clinician-activationgcounthui ; user)
hasActivatequser; Clinician (spcty))

Caldicott Guardian

(A1.2.1)

canActivatd mgr; Register-Caldicott-guardian (cg)
hasActivatedmgr; HR-mg()) ;
cg-reg0; cg)

(A1.2.2)
canDeactivatémagr; x; Register-Caldicott-guardian (cg)
hasActivatedmgr; HR-mg())

(A1.2.3)
cg-reggcountrxi; cg)
hasActivatedx; Register-Caldicott-guardian (cg)

(A1.2.4)

canActivatg cg; Caldicott-guardian ()
hasActivatedx; Register-Caldicott-guardian (ca));
no-main-role-activécg)

(A1.2.5)
canDeactivatécg; cg; Caldicott-guardian ()

(A1.2.6)
isDeactivatedcg; Caldicott-guardian ()
isDeactivatedx; Register-Caldicott-guardian (cq)

(A1.2.7)
count-caldicott-guadian-activationgcounthui ; user)
hasActivatequser; Caldicott-guardian ()

HR manager

(A1.3.1)

canActivatd mgr; Register-HR-mgr (mgr2))
hasActivatedmgr; HR-mg()) ;
hr-manager-reg®; mgr)

(A1.3.2)

canDeactivatémgr; x; Register-HR-mgr (mgr2))
hasActivatedmgr; HR-mg())
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(A1.3.3)
hr-manager-reggounthxi; mgr)
hasActivatedx; Register-HR-mgr (mgr))

(A1.3.4)

canActivatdmgr; HR-mg())
hasActivatedx; Register-HR-mgr (mgr));
no-main-role-activémgr)

(A1.3.5)
canDeactivatémgr; mgr; HR-mg())

(A1.3.6)
isDeactivatedmgr; HR-mg())
isDeactivatedx ; Register-HR-mgr (mgr))

(A1.3.7)
count-hr-mgr-activationgcountui ; user)
hasActivatequser; HR-mg())

Receptionist

(A1.4.1)

canActivated mgr; Register-receptionist (rec))

hasActivatedmgr; HR-mg()) ;
receptionist-regd; rec)

(A1.4.2)
canDeactivatémgr; x; Register-receptionist
hasActivatedmgr; HR-mg())

(A1.4.3)
receptionist-reg&ountxi; rec)
hasActivatedx; Register-receptionist

(A1.4.4)
canActivatgrec; Receptionist ())
hasActivatedx; Register-receptionist

(A1.4.5)
canDeactivatérec; rec; Receptionist ()

(A1.4.6)

isDeactivatedrec; Receptionist ())
isDeactivatedx; Register-receptionist
no-main-role-activérec)

(A1.4.7)

count-receptionist-activationgountui ; user)
hasActivatequser; Receptionist ())

Patien t

(A1.5.1)

canActivatgrec; Register-patient  (pat))
hasActivatedqrec; Receptionist ());
patient-regg0; pat)

(A1.5.2)

canDeactivatérec; x; Register-patient  (pat))
hasActivatedqrec; Receptionist ())
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(A1.5.3)
patient-reggcountxi; pat)
hasActivatedx; Register-patient  (pat))

(A1.5.4)

canActivatg pat; Patient ())
hasActivatedx; Register-patient  (pat));
no-main-role-activépat);
PD®IPDShasActivatedy; Register-patient  (pat))

(A1.5.5)
canDeactivatépat; pat; Patient ())

(A1.5.6)
isDeactivatedpat; Patient ())
isDeactivatedx ; Register-patient  (pat))

(A1.5.7)
count-patient-activationgcountui ; user)
hasActivatequser; Patient ())

Agent

(A1.6.1)

canActivatdagent, Agent(pat))
hasActivatedx; Register-agent (agent; pat));
PD®IPDShasActivatedx ; Register-patient  (agent));
no-main-role-activéagent)

(A1.6.2)

canActivatgagent; Agent(pat))
canActivatg pat; Patient ());
no-main-role-activéagent);
PD®PDshasActivatedx; Register-patient  (agent));
Spine @Spine:canActivatgagent; Agent(pat))

(A1.6.3)

isDeactivatedag; Agent(pat))
isDeactivatedx; Register-agent (ag; pat));
other-agent-regf; x; ag; pat)

(A1.6.4)
count-agent-activationgcounthui ; user)
hasActivatequser; Agent(pat))

(A1.6.5)
canActivatd pat; Register-agent (agent; pat))
hasActivatedpat; Patient ())

(A1.6.6)

canActivatg cg; Register-agent (agent; pat))
hasActivatedqcg; Caldicott-guardian () ;
canActivatg pat; Patient ())

(A1.6.7)
canDeactivatépat; pat; Register-agent (agent; pat))
hasActivatedpat; Patient ())

(A1.6.8)
canDeactivatécg; x; Register-agent (agent; pat))
hasActivateqcg; Caldicott-guardian ()
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Other

A.3.2

(A1.6.9)
isDeactivatedx; Register-agent (agent; pat))
isDeactivatedy; Register-patient  (pat))

(A1.6.10)

other-agent-reg&ounthyi; x; ag; pat)
hasActivatedy; Register-agent (ag; pat));
X6y

(A1.7.1)

no-main-role-activéuser)
count-agent-activationfn; user);
count-caldicott-guadian-activationgn ; user);
count-clinician-activationfn; user);
count-ext-treating-clinician-activation(®; user);
count-hr-mgr-activationgn; user);
count-patient-activationgn; user);
count-receptionist-activation®; user);
count-third-paty-activationgn; user);
n=0

(A1.7.2)

canActivatdra; Registration-authority §)]
NHSasActivatedx; NHS-registration-authority (ra; start; end));
Current-time () 2 [start; end]

(A1.7.3)

canActivatdra; Registration-authority §)]
ra@\NH%asActivatedx ; NHS-registration-authority (ra; start; end));
Current-time () 2 [start; end]

(A1.7.4)
canReqCrefk; RA-ADBhasActivatedy; NHS-health-org-cert  (org; start; end)))
org = ADB

Consent and referrals

Consent to referral

(A2.1.1)

canActivatgclil ; Request-consent-to-referral (pat; ra; org; cli2 ; spety2))
hasActivatedclil ; Clinician (spctyl));
canActivatgclil ; ADB-treating-clinician (pat; team; spctyl))

(A2.1.2)
canDeactivatécli ; cli ; Request-consent-to-referral (pat; ra; org; cli; spety))
hasActivatedcli; Clinician (spcty))

(A2.1.3)

canDeactivatépat; x; Request-consent-to-referral (pat; ra; org; cli; spety))
hasActivatedpat; Patient ())

(A2.1.4)
canDeactivatéag; x ; Request-consent-to-referral (pat; ra; org; cli; spety))
hasActivatedag; Agent(pat))

(A2.1.5)
canDeactivatécg; x; Request-consent-to-referral (pat; ra; org; cli; spety))
hasActivateqcg; Caldicott-guardian ()
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(A2.1.6)
isDeactivatex; Request-consent-to-referral (pat; ra; org; cli; spety))
isDeactivatedy; Register-patient  (pat))

(A2.1.7)

other-consent-to-referral-requegtounthyi; x; pat; ra; org; cli ; spcty)
hasActivatedy ; Request-consent-to-referral (pat; ra; org; cli; spety));
X6y

(A2.1.8)

canActivatd pat; Consent-to-referral  (pat;ra; org; cli; spcty))
hasActivatedpat; Patient ());
hasActivatedx; Request-consent-to-referral (pat; ra; org; cli; spety))

(A2.1.9)

canActivatd pat; Consent-to-referral  (pat;ra; org; cli; spcty))
hasActivatedpat; Agent(pat));
hasActivatedx; Request-consent-to-referral (pat; ra; org; cli; spety))

(A2.1.10)

canActivatg cg; Consent-to-referral ~ (pat;ra; org; cli; spcty))
hasActivatedqcg; Caldicott-guardian () ;
hasActivatedx; Request-consent-to-referral (pat; ra; org; cli; spety))

(A2.1.11)

isDeactivatedx; Consent-to-referral ~ (pat;ra; org; cli ; spcty))
isDeactivatedy; Request-consent-to-referral (pat; ra; org; cli; spety));
other-consent-to-referral-requegt y; pat; ra; org; cli ; spcty)

(A2.1.12)

other-referral-consen{sounthyi; x; pat; ra; org; cli ; spcty)
hasActivatedy; Consent-to-referral  (pat;ra; org; cli; spcty));
X6y

External clinician

(A2.2.1)

canActivatd cli ; Ext-treating-clinician (pat; ra; org; spety))
hasActivatedx; Consent-to-referral ~ (pat;ra; org; cli; spcty));
no-main-role-activécli);
ra:hasActivatedy; NHS-clinician-cert  (org; cli; spcty; start ; end));
canActivatdra; Registration-authority §)]

(A2.2.2)

canActivatdcli ; Ext-treating-clinician (pat; ra; org; spcty))
hasActivatedref; Consent-to-referral  (pat;ra; org; cli; spcty));
no-main-role-activécli);
ra@ra:hasActivatedy; NHS-clinician-cert  (org; cli ; spcty; start ; end));
canActivatgra; Registration-authority 0)

(A2.2.3)

canDeactivatécli; cli; Ext-treating-clinician (pat; ra; org; spety))
(A2.2.4)

isDeactivatedcli ; Ext-treating-clinician (pat; ra; org; spety))

isDeactivatedx; Consent-to-referral ~ (pat;ra;org;cli2 ; spety));
other-referral-consent®; x; pat; ra; org; cli ; spcty)

(A2.2.5)
count-ext-treating-clinician-activationgounthui ; user)
hasActivatequser; Ext-treating-clinician (pat; ra; org; spety))
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Third-part y consent

(A2.3.1)

canActivatg pat; Request-third-party-consent  (x; pat;id))
hasActivatedpat; Patient ());
X 2 Get-record-third-parties (pat;id)

(A2.3.2)

canActivatgag; Request-third-party-consent  (x;pat;id))
hasActivatedag; Agent(pat));
X 2 Get-record-third-parties (pat;id)

(A2.3.3)

canActivatdcli ; Request-third-party-consent  (x; pat;id))
hasActivatedcli; Clinician (spcty));
X 2 Get-record-third-parties (pat;id)

(A2.3.4)

canActivatd cg; Request-third-party-consent  (x; pat;id))
hasActivateqcg; Caldicott-guardian  ());
X 2 Get-record-third-parties (pat;id)

(A2.3.5)
canDeactivatépat; pat; Request-third-party-consent  (x; pat;id))
hasActivatedpat; Patient ())

(A2.3.6)
canDeactivatéag; ag; Request-third-party-consent  (x; pat;id))
hasActivatepat ; Agent(pat))

(A2.3.7)
canDeactivatécli; cli ; Request-third-party-consent  (x; pat;id))
hasActivatedcli; Clinician (spcty))

(A2.3.8)
canDeactivatécg; x; Request-third-party-consent  (y; pat;id))
hasActivateqcg; Caldicott-guardian ()

(A2.3.9)
canDeactivatéx;y; Request-third-party-consent  (x;pat;id))
hasActivatedx; Third-party ()

(A2.3.10)
isDeactivatedx; Request-third-party-consent  (x2; pat;id))
isDeactivatedy; Register-patient  (pat))

(A2.3.11)
count-third-paty-activationgcountui ; user)
hasActivatequser; Third-party ()

(A2.3.12)

canActivatgx; Third-party ()
hasActivatedy; Request-third-party-consent  (x; pat;id));
no-main-role-activéx);
PD®PDShasActivateqz; Register-patient  (x))

(A2.3.13)
canDeactivatéx; x; Third-party ()

(A2.3.14)

other-third-paty-requestécounthyi ; x; thir d-party )
hasActivatedy; Request-third-party-consent  (third-party ; pat;id));
X6y
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(A2.3.15)
isDeactivatedx; Third-party ())
isDeactivatedy; Request-third-party-consent  (x; pat;id));
other-third-paty-requestf0; y; x)
(A2.3.16)
canActivatdx; Third-party-consent  (x; pat;id))
hasActivatedx; Third-party () ;
hasActivatedy; Request-third-party-consent  (x; pat;id))

(A2.3.17)

canActivatd cg; Third-party-consent  (x; pat;id))
hasActivateqcg; Caldicott-guardian  ());
hasActivatedy; Request-third-party-consent  (x; pat;id))

(A2.3.18)
canDeactivatéx; x; Third-party-consent  (x; pat;id))
hasActivatedx; Third-party ())

(A2.3.19)
canDeactivatécg; x; Third-party-consent  (x; pat;id))
hasActivatedqcg; Caldicott-guardian ()

(A2.3.20)
isDeactivatedx; Third-party-consent  (x; pat;id))
isDeactivatedy; Register-patient  (pat))

(A2.3.21)
third-party-consenfgrouphconsenteri ; pat; id)
hasActivatedx; Third-party-consent  (consenter; pat;id))

A.3.3 LR and clinical teams
Head of team

(A3.1.1)
canActivatd hd; Head-of-team (team))
hasActivatedx; Register-head-of-team (hd;team))

(A3.1.2)
canDeactivatéhd; hd; Head-of-team (team))

(A3.1.3)
isDeactivate@hd; Head-of-team (team))
isDeactivate@x; Register-head-of-team (hd;team))

(A3.1.4)

canActivatd mgr; Register-head-of-team (hd; team))
hasActivatedmgr; HR-mg()) ;
hasActivateqx; Register-team-member (hd; team; spcty));
head-of-team-red®; hd; team)

(A3.1.5)

canDeactivatémgr; x; Register-head-of-team (hd; team))
hasActivatedmgr; HR-mg())

(A3.1.6)
isDeactivatedx; Register-head-of-team (hd;team))
isDeactivatedy; Register-team-member (hd; team; spcty))

(A3.1.7)
head-of-team-reggountrxi ; hd; team)
hasActivatedx; Register-head-of-team (hd;team))
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Team mem bership

(A3.2.1)

canActivatd mgr; Register-team-member (mem; team; spcty))
hasActivatedmagr; HR-mg()) ;
canActivatgmem; Clinician  (spcty));
team-memler-regg0; mem; team; spcty)

(A3.2.2)

canActivatd hd; Register-team-member (mem; team; spcty))
hasActivatedhd; Clinician (spcty2));
canActivatg hd; Head-of-team (team));
canActivatdmem; Clinician  (spcty));
team-memler-regg¢0; mem; team; spcty)

(A3.2.3)
canDeactivatémgr; x; Register-team-member (mem; team; spcty))
hasActivatedmgr; HR-mg())

(A3.2.4)

canDeactivatéhd; x; Register-team-member (mem; team; spcty))
hasActivatedhd; Clinician  (spcty2));
canActivatd hd; Head-of-team (team))

(A3.2.5)
isDeactivate@x; Register-team-member (mem; team; spcty))
isDeactivatedy; Register-clinician (mem; spcty))

(A3.2.6)
canReqCrefta; ADBhasActivatedx; Register-team-member (cli ; team; spcty)))
ra = RA-ADB

(A3.2.7)
team-memler-reggcountxi ; mem; team; spcty)
hasActivatedx; Register-team-member (mem; team; spcty))

Team episode

(A3.3.1)

canActivatgrec; Register-team-episode (pat;team))
hasActivatedqrec; Receptionist ());
canActivatd pat; Patient ());
team-episade-reg$0; pat ; team)

(A3.3.2)

canActivatdcli ; Register-team-episode (pat;team))
hasActivatedcli; Clinician (spcty));
hasActivatedx; Register-team-member (cli ; team; spcty));
canActivatg pat; Patient ());
team-episde-reg$0; pat; team)

(A3.3.3)
canDeactivatécg; x; Register-team-episode (pat; team))
hasActivateqcg; Caldicott-guardian ()

(A3.3.4)
canDeactivatérec; X; Register-team-episode (pat;team))
hasActivatedqrec; Receptionist ())
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(A3.3.5)

canDeactivatécli; x; Register-team-episode (pat;team))
hasActivatedcli; Clinician (spcty));
hasActivatedx; Register-team-member (cli ; team; spcty))

(A3.3.6)
isDeactivatedx; Register-team-episode (pat;team))
isDeactivatedy; Register-patient  (pat))

(A3.3.7)
team-episae-reggcountxi; pat; team)
hasActivatedx; Register-team-episode (pat;team))

Head of ward

(A3.4.1)
canActivatdcli ; Head-of-ward (ward))
hasActivatedx; Register-head-of-ward  (cli; ward))

(A3.4.2)
canDeactivatécli ; cli ; Head-of-ward (ward))

(A3.4.3)
isDeactivatedcli ; Head-of-ward (ward))
isDeactivatedx; Register-head-of-ward (cli; ward))

(A3.4.4)

canActivatd mgr; Register-head-of-ward  (cli ; ward))
hasActivatedmagr; HR-mg()) ;
hasActivatedx; Register-ward-member (cli ; ward; spcty)) ;
head-of-vard-regg0; cli; ward)

(A3.4.5)
canDeactivatémgr; x; Register-head-of-ward  (cli; ward))
hasActivatedmgr; HR-mg())

(A3.4.6)
isDeactivatedx ; Register-head-of-ward (cli; ward))
isDeactivatedy; Register-ward-member (cli ; ward; spcty))

(A3.4.7)
head-of-vard-reggcounthxi; cli; ward)
hasActivatedx; Register-head-of-ward (cli; ward))

Ward mem bership

(A3.5.1)

canActivatd mgr; Register-ward-member (cli; ward; spcty))
hasActivatedmgr; HR-mg()) ;
canActivatdcli; Clinician  (spcty));
ward-memkber-regg0; cli ; ward; spcty)

(A3.5.2)

canActivatd hd; Register-ward-member (cli ; ward; spety))
hasActivatedcli; Clinician (spcty2));
canActivatg hd; Head-of-ward (ward));
canActivatecli; Clinician (spcty));
ward-memkber-regg0; cli ; ward; spcty)
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(A3.5.3)
canDeactivatémagr; x; Register-ward-member (cli; ward; spcty))
hasActivatedmgr; HR-mg())

(A3.5.4)

canDeactivatéhd; x; Register-ward-member (cli; ward; spcty))
hasActivatedhd; Clinician  (spcty2));
canActivatg hd; Head-of-ward (ward))

(A3.5.5)
canReqCrefta; ADBhasActivatedx; Register-ward-member (cli ; ward; spcty)))
ra = RA-ADB

(A3.5.6)
isDeactivate@x; Register-ward-member (cli; ward; spcty))
isDeactivatedy; Register-clinician (cli; spety))

(A3.5.7)
ward-member-reggcounthxi ; cli ; ward; spety)
hasActivatedx; Register-ward-member (cli ; ward; spcty))

Ward episode

(A3.6.1)

canActivatgrec; Register-ward-episode (pat; ward))
hasActivatedqrec; Receptionist ());
canActivatg pat; Patient ());
ward-episae-reg$0; pat; ward)

(A3.6.2)

canActivatd hd; Register-ward-episode (pat; ward))
hasActivatedhd; Clinician (spcty));
canActivatdhd; Head-of-ward (ward));
canActivatd pat; Patient ());
ward-episale-reg$0; pat; ward)

(A3.6.3)
canDeactivatécg; x ; Register-ward-episode (pat; ward))
hasActivateqcg; Caldicott-guardian ()

(A3.6.4)
canDeactivatérec; X; Register-ward-episode (pat;ward))
hasActivatedqrec; Receptionist ())

(A3.6.5)

canDeactivatéhd; x; Register-ward-episode (pat;ward))
hasActivatedhd; Clinician (spcty));
canActivatd hd; Head-of-ward (ward))

(A3.6.6)
isDeactivate@x; Register-ward-episode (pat;ward))
isDeactivatedy; Register-patient  (pat))

(A3.6.7)

ward-episale-reggcounthxi ; pat; ward)
hasActivatedx; Register-ward-episode (pat; ward))
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Emergency clinician

(A3.7.1)

canActivatgcli ; Emergency-clinician (pat))
hasActivatedcli; Clinician (spcty));
canActivatg pat; Patient ())

(A3.7.2)
canDeactivatécli; cli ; Emergency-clinician (pat))

(A3.7.3)
canDeactivatécg; cli ; Emergency-clinician  (pat))
hasActivateqcg; Caldicott-guardian ()

(A3.7.4)
isDeactivatedx; Emergency-clinician (pat))
isDeactivatedy; Register-patient  (pat))

(A3.7.5)
isDeactivatex; Emergency-clinician (pat))
isDeactivatedx; Clinician (spcty))

(A3.7.6)
is-emergency-cliniciggroupxi ; pat)
hasActivatedx; Emergency-clinician (pat))

Treating clinician

(A3.8.1)

canActivatd cli ; ADB-treating-clinician (pat; group; spety))
canActivatdcli; Clinician (spcty));
hasActivatedx; Register-team-member (cli ; team; spcty)) ;
hasActivatedy; Register-team-episode (pat;team));
group = team

(A3.8.2)

canActivatdcli ; ADB-treating-clinician (pat; group; spcty))
canActivatdcli; Clinician (spcty));
hasActivatedx; Register-ward-member (cli ; ward; spety)) ;
hasActivatedx; Register-ward-episode (pat;ward));
group = ward

(A3.8.3)

canActivatd cli ; ADB-treating-clinician (pat; group; spcty))
hasActivatedcli ; Emergency-clinician (pat));
group = A-and-E;
spety = A-and-E

A.3.4 Sealing-o data
Access restriction by clinician

(A4.1.1)

canActivatgcli; Concealed-by-clinician ~ (pat;id; start; end))
hasActivatedcli; Clinician (spcty));
canActivatdcli ; ADB-treating-clinician (pat; group; spety))

(A4.1.2)

canDeactivatécli; cli ; Concealed-by-clinician  (pat;id; start; end))
hasActivatedcli; Clinician (spcty))
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(A4.1.3)

canDeactivatéclil ; cli2 ; Concealed-by-clinician  (pat;id; start; end))
hasActivatedclil ; Clinician (spctyl));
canActivatgclil ; ADB-treating-clinician (pat; group; spetyl));
canActivatgcli2 ; ADB-treating-clinician (pat; group; spcty2))

(A4.1.4)
canDeactivatécg; cli ; Concealed-by-clinician  (pat;id; start; end))
hasActivatedqcg; Caldicott-guardian ()

(A4.1.5)
isDeactivate@x; Concealed-by-clinician  (pat;id;start; end))
isDeactivatedy; Register-patient  (pat))

(A4.1.6)

count-concealed¥p-cliniciar(counthxi ; pat;id)
hasActivatedx; Concealed-by-clinician  (pat;id; start; end));
Current-time () 2 [start; end]

Access restriction by patien t

(A4.2.1)

canActivatd pat; Concealed-by-patient (what; who; start ; end))
hasActivatedpat; Patient ());
count-concealed¥ppatient(n; pat);
what = (pat; ids; authors; groups, subjects; from-time; to-time);
who = (orgs]; readersl; groupsl; spetysl);
n < 100

(A4.2.2)

canActivatdag; Concealed-by-patient (what; who; start ; end))
hasActivatedag; Agent(pat));
count-concealed¥ppatient(n; pat);
what = (pat; ids; authors; groups, subjects; from-time; to-time);
who = (orgs]; readersl; groupsl; spetysl);
n < 100

(A4.2.3)
canDeactivatépat; x; Concealed-by-patient (what; whom; start ; end))
hasActivatedpat; Patient ());
{(what) = pat

(A4.2.4)
canDeactivatéag; x; Concealed-by-patient (what; whom; start ; end))
hasActivatedag; Agent(pat));
{(what) = pat

(A4.2.5)
canDeactivatécg; x; Concealed-by-patient (what; whom; start ; end))
hasActivateqcg; Caldicott-guardian ()

(A4.2.6)
isDeactivatedx; Concealed-by-patient (what; whom; start; end))
isDeactivatedy; Register-patient  (pat));
{(what) = pat

(A4.2.7)
count-concealedyp-patient(counthyi ; pat)
hasActivatedx; Concealed-by-patient (y));
what = (pat; ids; authors; groups, subjects; from-time; to-time);
who = (orgs]; readersl; groupsl; spetysl);
y = (what; who; start ; end)
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(A4.2.8)
count-concealedyp-patient countrxi ; a; b)
hasActivatedx; Concealed-by-patient (what; whom; start; end));
a = (pat;id);
b = (org; reader; group; spcty);
what = (pat; ids; authors; groups, subjects; from-time; to-time);
whom = (orgsl; readersl; groupsl; spctysl);
Get-record-author (pat;id) 2 authors;
Get-record-group (pat;id) 2 groups,
sub2 Get-record-subjects (pat;id);
sub 2 subjects;
Get-record-time (pat;id) 2 [from-time;to-time];
id 2 ids;
org 2 orgsl;
reader 2 readers],
group 2 groupsly,
spcty 2 spetysl;
Current-time () 2 [start; end]

Access permissions

Adding item

(A5.1.1)
permitg(cli ; Add-record-item (pat))
hasActivatedcli ; Clinician (spcty));
canActivatdcli ; ADB-treating-clinician (pat; group; spety))

(A5.1.2)
permitg(cli ; Add-record-item (pat))
hasActivatedcli ; Ext-treating-clinician (pat; ra; org; spcty))

(A5.1.3)
permityag; Annotate-record-item (pat;id))
hasActivatedag; Agent(pat))

(A5.1.4)
permitypat; Annotate-record-item (pat;id))
hasActivatedpat; Patient ())

(A5.1.5)
permitg pat; Annotate-record-item (pat;id))
hasActivatedcli; Clinician (spcty));
canActivatecli ; ADB-treating-clinician (pat; group; spety))

Reading item IDs

(A5.2.1)
permitypat; Get-record-item-ids  (pat))
hasActivatedpat; Patient ())

(A5.2.2)
permityag; Get-record-item-ids  (pat))
hasActivatedag; Agent(pat))

(A5.2.3)
permitg(cli ; Get-record-item-ids  (pat))
hasActivatedcli; Clinician (spcty));
canActivatdcli ; ADB-treating-clinician (pat; group; spcty))

74



Reading items

(A5.3.1)

permity ag; Read-record-item (pat;id))
hasActivatedag; Agent(pat));
count-concealed¥ypatient2n; a; b);
count-concealed¥p-clinician(m; pat;id);
third-party-consenfconsenters pat;id);

a = (pat;id);

b = (No-org; ag; No-group; No-spcty );
n=_0;

m = 0;

Get-record-third-parties (pat;id) consenters

(A5.3.2)

permitg(cli ; Read-record-item (pat;id))
hasActivatedcli; Clinician (spcty));
Get-record-author (pat;id) = cli

(A5.3.3)

permitg(cli ; Read-record-item (pat;id))
hasActivatedcli; Clinician (spcty));
hasActivatedx; Register-team-member (cli ; team; spcty));
Get-record-group (pat;id) = team

(A5.3.4)
permitg(cli ; Read-record-item (pat;id))
hasActivatedcli; Clinician (spcty));
canActivatecli ; ADB-treating-clinician (pat; group; spcty));
count-concealed¥ypatient2n; a; b);
n=0;
a = (pat;id);
b = (ADBcli; group; spcty);
Get-record-subjects  (pat;id) Permitted-subjects  (spcty)

(A5.3.5)
permitg(cli ; Read-record-item (pat;id))
hasActivatedcli ; Ext-treating-clinician (pat;ra; org; spety));
count-concealed¥ypatient2n; a; b);
n=0;
a = (pat;id);

b = (org; cli; Ext-group ; spcty);
Get-record-subjects (pat;id) Permitted-subjects (spcty)

(A5.3.6)

permitypat; Read-record-item (pat;id))
hasActivatedpat; Patient ());
count-concealedyp-patientn; a; b);
count-concealeda-clinician(m; pat;id);
third-party-consenfconsenters pat;id);

n=0;
m=0;
a = (pat;id);

b = (No-org; pat; No-group; No-spcty );
Get-record-third-parties (pat;id) consenters

(A5.3.7)
permitgcg; Force-read-record-item  (pat;id))
hasActivateqcg; Caldicott-guardian ()
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(A5.3.8)
permitg(cli ; Force-read-record-item (pat;id))
hasActivatedcli; Clinician (spcty));
canActivatd cli ; ADB-treating-clinician (pat; group; spcty))

A.4 Policy for Adden bro oke's Registration Authorit y
A.4.1 Main roles

Administrator

(R1.1.1)

canActivatd mgr; Register-RA-manager (mgr2))
hasActivatedmgr; RA-managef)) ;
ra-manager-reg®; mgr2)

(R1.1.2)
canDeactivatémgr; x; Register-RA-manager (mgr2))
hasActivatedmgr; RA-managef))

(R1.1.3)
ra-manager-reggountxi; mgr)
hasActivatedx; Register-RA-manager (mgr))

(R1.1.4)
canActivatdmgr; RA-managef))
hasActivatedx; Register-RA-manager (mgr))

(R1.1.5)
canDeactivatémgr; mgr; RA-managef))

(R1.1.6)
isDeactivatedmgr; RA-managef))
isDeactivatedx; Register-RA-manager (mgr))

Other

(R1.2.1)
canReqCrefk ; NHShasActivatedx; NHS-registration-authority (ra; start; end)))
ra = RA-ADB

(R1.2.2)
canActivatdsrv; NHS-service ()
canActivatdsrv; Registration-authority 0)

(R1.2.3)
canActivatgsrv; NHS-service ()
srv = Spine

(R1.2.4)

canActivatdgra; Registration-authority 0)
NH%SasActivatedx; NHS-registration-authority (ra; start; end));
Current-time () 2 [start; end]

(R1.2.5)

canActivatdra; Registration-authority §)]
ra@\H%hasActivatedx; NHS-registration-authority (ra; start; end));
Current-time () 2 [start; end]
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A4.2

NHS sta authen tication

Clinician

(R2.1.1)

canActivatd mgr; NHS-clinician-cert  (org; cli ; spcty; start ; end))
hasActivatedmgr; RA-managef)) ;
hasActivatedy; NHS-health-org-cert (org; start2 ; end2));
start 2 [start2;end2];
end 2 [start2; end2];
start < end

(R2.1.2)
canDeactivatémgr; x; NHS-clinician-cert ~ (org; cli; spety; start ; end))
hasActivatedmgr; RA-managef))

(R2.1.3)

isDeactivatedmgr; NHS-clinician-cert  (org; cli ; spcty; start; end))
isDeactivatedx; NHS-health-org-cert (org; start2 ; end2));
other-NHS-health-ay-reg40; x; org; start2 ; end2);
start 2 [start2; end2];
end 2 [start2; end2];
start < end

(R2.1.4)
canReqCrefbrg; RA-ADBhasActivatedx;
NHS-clinician-cert  (org; cli; spety; start ; end)))
hasActivatedy; NHS-health-org-cert (org; start2; end2));
Current-time () 2 [start2; end2]

(R2.1.5)
canReqCre(k; RA-ADBasActivatedx;
NHS-clinician-cert  (org; cli; spcty; start ; end)))
canActivatde; NHS-service ()

(R2.1.6)
canReqCreftli ; RA-ADBasActivatedx;
NHS-clinician-cert  (org; cli; spcty; start ; end)))

Caldicott Guardian

(R2.2.1)
canActivatg mgr; NHS-Caldicott-guardian-cert  (org; cg; start; end))
hasActivatedmgr; RA-managef)) ;
hasActivatedx; NHS-health-org-cert (org; start2; end2));
start 2 [start2;end2];
end 2 [start2;end2];
start < end

(R2.2.2)
canDeactivatémgr; x; NHS-Caldicott-guardian-cert  (org; cg; start; end))
hasActivatedmgr; RA-managef))

(R2.2.3)

isDeactivatedmgr; NHS-Caldicott-guardian-cert ~ (org; cg; start ; end))
isDeactivate@x; NHS-health-org-cert (org; start2 ; end2));
other-NHS-health-ay-regg0; x; org; start2 ; end2);
start 2 [start2;end2];
end 2 [start2;end2];
start < end
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(R2.2.4)
canReqCre(k; RA-ADBasActivatedx;
NHS-Caldicott-guardian-cert  (org; cg; start ; end)))
e=of
(R2.2.5)
canReqCrefk; RA-ADBiasActivatedx;
NHS-Caldicott-guardian-cert  (org; cg; start ; end)))
hasActivatedy; NHS-health-org-cert  (org; start2 ; end2));
e = org;
Current-time () 2 [start2;end?2]

(R2.2.6)
canReqCre(k; RA-ADBasActivatedx;
NHS-Caldicott-guardian-cert  (org; cg; start ; end)))
canActivatge; NHS-service ()

Health organisation

(R2.3.1)
canActivatd mgr; NHS-health-org-cert  (org; start; end))
hasActivatedmgr; RA-managef))

(R2.3.2)
canDeactivatémgr; x; NHS-health-org-cert  (org; start; end))
hasActivatedmgr; RA-managef))

(R2.3.3)

other-NHS-health-ay-reggcounthyi; x; org; start ; end)
hasActivatedy; NHS-health-org-cert  (org; start2; end2));
start 2 [start2;end2];
end 2 [start2; end2];

start < end;
x 6 y _start 6 start2 _end 6 end2
(R2.3.4)

canReqCrefe; RA-ADBasActivatedx; NHS-health-org-cert  (org; start; end)))
hasActivatedy; NHS-Caldicott-guardian-cert ~ (org; cg; start2 ; end2));

Current-time () 2 [start2; end?2];
e=cg
(R2.3.5)

canReqCrefe; RA-ADBasActivatedx; NHS-health-org-cert  (org; start; end)))

hasActivatedy; NHS-clinician-cert ~ (org; cli ; spety; start?2 ; end?2));
Current-time () 2 [start2; end?2];
e=cli

(R2.3.6)

canReqCrefe; RA-ADBhasActivatedx ; NHS-health-org-cert  (org; start; end)))

e = org
(R2.3.7)

canReqCrefe; RA-ADBasActivatedx ; NHS-health-org-cert  (org2; start; end)))

ra:hasActivatedy; NHS-health-org-cert (org; start2; end2));
canActivatgra; Registration-authority 0
e= org

(R2.3.8)

canReqCrefe; RA-ADBasActivatedx ; NHS-health-org-cert  (org2; start; end)))

org@ra:hasActivatedy; NHS-health-org-cert  (org; start2 ; end2));
canActivatgra; Registration-authority 0;
e = org
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(R2.3.9)
canReqCrefe; RA-ADBasActivatedx ; NHS-health-org-cert  (org; start; end)))
canActivatde; NHS-service ()

A.43 Workgroup managemen t

(R3.1.1)

canActivatdcli ; Workgroup-membeforg; group; spcty))
hasActivatedx; NHS-health-org-cert  (org; start; end));
org@org:hasActivatedx; Register-team-member (cli; group; spcty));
Current-time () 2 [start; end]

(R3.1.2)

canActivatdcli ; Workgroup-membeforg; group; spcty))
hasActivatedx; NHS-health-org-cert  (org; start; end));
org@org:hasActivatedx; Register-ward-member (cli ; group; spcty));
Current-time () 2 [start; end]

(R3.1.3)
canReqCrefSpine; RA-ADRanActivatdcli;
Workgroup-membeforg; group; spcty)))
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