2001 Paper 1 Question 7

Discrete Mathematics

(a)

(b)

State carefully the Fermat—Euler theorem, defining any terms that you use.
[4 marks]
Explain how calculating a™~! (mod n) for various values of a can be used to
show that n is composite without actually finding its factors. By considering
561 = 3 x 11 x 17 or otherwise, show that the test is not perfect and suggest
an improvement to make it more selective. [6 marks]

Derive the RSA system for public key cryptography and explain how this can
be used both to send messages that are kept secret from an interceptor and to

prove the identity of a sender. [6 marks]
Show that knowledge of the secret key as well as the public key allows an
interceptor to factor the modular base being used. [4 marks]



