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Overview

!Based on Patrick Cousot's Abstract Interpretation in a Nutshell


https://www.di.ens.fr/~cousot/AI/IntroAbsInt.html
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Erroneous executions & testing

Testing cannot (generally) ensure complete absence of errors.
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Abstract interpretation

Idea: over-approximate all traces to ensure absence of errors.
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The Al recipe

2Adapted from Isil Dillig's Abstract Interpretation slides


https://www.cs.utexas.edu/~isil/cs389L/AI-6up.pdf

Three-part recipe

1. An abstract domain that captures some aspect of program invariants
(e.g. n < x < m (x always lies within some interval))

2. An abstract semantics that symbolically interprets each program construct
(e.g. given invariants on x and y, what are the invariants on x+ y?)

3. lterate until fixed point




Example: sign abstract domain

Functions: concretization () and abstraction («)

map between abstract values & sets of concrete values:
T{+ D = {xeZ|x#0}

{+0 {+-} {0,-}
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Abstract semantics for +




Fixed points

: ‘

Evolution of x and y:
= @;

x |y |
(v != 2) { ol{+}] {0}
if (fy) {x=x+1;} 1| {+} | {+.0}

y =y t+x 2 | {+} | {+0}
3
/* What do we know

about x and y here? */

(Generally: fixed point calculation may not terminate; we may need widening.)
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Reading

The Octagon Abstract Domain
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Paper 1: Octagons

Interval domain
a<x<bc<y<d

Octagon domain
tx++y<c




Reading

Fast Polyhedra Abstract Domain

Martin Vechey

Paper 2: Polyhedra

“Among the many numerical domains introduced
over the years, Polyhedra is the most expressive one,
but also the most expensive: it has worst-case expo-
nential space and time complexity.

Our approach does not lose precision, and for many
practical cases, is orders of magnitude faster than
state-of-the-art solutions.”

Polyhedra domain
ax+ by < ¢




Reading

Abstract
n

A Formally-Verified C Static Analyzer

Paper 3: Verasco

“Verasco, a static analyzer based on abstract inter-
pretation for most of the ISO C 1999 language (ex-
cluding recursion and dynamic allocation).

“Verasco establishes the absence of run-time errors
in the analyzed programs. It enjoys a modular archi-
tecture that supports the extensible combination of
multiple abstract domains, both relational and non-
relational.”




Reading

Writing suggestions

Abstract interpretation vs types
What are the relative benefits of Al and types?
(Are they in some sense the same thing?)

Cost vs precision
What is the tradeoff?

Widening and narrowing
What role do they play in convergence and precision?

Applicability
How widely applicable is abstract interpretation? How well does it scale up?

Relational and non-relational domains



