Role membership certificates (RMCs)

General principles

• defined by a service

• specific formats for each ROLE

• multiple protected fields in each certificate

• ALWAYS principal-specific

� PERSISTENT or TRANSIENT

Protection of RMCs

• signature by the value of a "one-way" function

fn ( principal-name , arg1 , . . , argN , *SECRET* )

� stored as a field in the certificate

• validation takes place at the issuing service

� normally once per session only