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PICS	(1)
• Classic	work	in	computer	security

– First	major	survey	of	local	system	security
– MIT	coauthors	working	on	Multics
– Com.	ACM	1973;	Proc.	IEEE	1975
– At	least	2,000+	citations

• Defines	many	ideas	from	1970s	local	system	security
– Integrity,	confidentiality,	availability;	security	vs.	privacy
– Password	protection	and	hashing;	one-time	passwords
– Psychology,	human	factors,	and	economics	of	security
– Software	vulnerabilities;	protecting	the	TCB
– Insider	threat;	electromagnetic	leakage;	physical	security
– Least	privilege,	economy	of	mechanism,	“default	deny”,	…
– ...



PICS:	What	is	Protection?

• Explains	state-of-the-art,	imposes	structure
– Define	key	terms	clearly	for	the	first	time
–Where	there	is	ambiguity	or	disagreement,	select	
a	definition	– often	with	lasting	effect

– Describe	principles	of	protection
– Describe	implementations
– Speculate	about	future	directions

• Implicitly:	help	us	understand	the	debates	of	
the	time,	and	origins	of	many	current	ideas



PICS	(2):	A	Survey
• Is	PICS	an	“original	
research	contribution”?
– Enumerates,	organises,	and	
explains	the	work	of	others

– But	structure imposed	on	
ideas	is	very	exciting

– PICS	is	often	cited	for	the	
wrong	reason	– e.g.,	
Principle	of	Least	Privilege

• Useful	to	investigate	
citations	to/from	PICS



Structure	of	the	paper

I. Glossary	(1	page)
II. Basic	Principles	of	

Information	
Protection	(11	pages)

III. Descriptor-Based	
Protection	Systems	
(14	pages)

IV. References	(2	pages)

• You	cannot	explain	it	all	
in	15-20	minutes!

• Instead	select	suitable	
subsets	to	focus	on

• What	are	high-level	
motivations,	principles?

• Especially	hard	for	a	
survey	article



PICS	Glossary

• Terms	cleanly	formulated	
for	the	first	time

• Terms	we	recognise:
– Access	control	list
– Authenticate

• Terms	we	might	not:
– Descriptor
– List-oriented

• Do	all	the	terms	mean	the	
same	thing	today?



PICS	I.	Basic	Principles	of
Information	Protection

• A	smorgasbord	of	amazing	ideas!
• Considerations

– Privacy	vs.	security	vs.	protection
– Confidentiality,	integrity,	availability

• Levels	of	protection
– Unprotected,	controlled	sharing,	...

• Design	principles
– E.g,.	“economy	of	mechanism”,	

“open	design”,	“least	privilege”,	
“psychological	acceptability”,	...

• Technical	underpinnings
– E.g.,	implementing	isolation,	

supervisor	mode,	passwords	



PICS	II.	Descriptor-Based
Protection	Systems

• Make	it	all	practical	via	
worked	examples
– E.g.,	security	of	operating-

system	process	models	
(“virtual	processors”)

– Rather	more	opaque	for	
contemporary	readers

• Starts	with	“descriptor	and	
virtual	memory	systems”	
and	“tagged	capabilities”

• Builds	up	to	access	control	–
e.g.,	segments	(files)	in	a	
persistent	storage	system



PICS	III.	The	State	of	the	Art
• Brief	section

– On-going	research	and	
industrial	projects

– Bemoans	the	lack	of	
publication	of	many	
exciting	ideas	by	industry

• Future	research	directions
– E.g.,	in	certification,	

verification,	human	factors,	
TCB	minimisation

– Information	flow	control,	
relationship	to	crypto



What	doesn’t	the	paper	talk	about?

• “Out	of	scope”	– but	mentioned
– Attacker	models	based	on	physical	access,	EM	leakage
– Cryptography,	cryptographic	protocols

• Things	since	the	1970s
– Ubiquitous	computer	networking	– anonymous	users
– Network	vulnerabilities
– Current	focus	on	“vulnerability	mitigation”
– Progress	on	formal	verification
– Programming-language	security



Possible	talk	structure

1. Historical	context:	who,	what,	why? 1	minute
2. Key	definitions	– and	resolving	ambiguities 3

– E.g.,	protection	vs.	security	vs.	privacy
3. Ideas	that	foreshadow	later	things;	e.g., 3

– Tamper/EM-related	attack	models
– Biometrics	and	authentication
– Economics	and	psychology

4. Exploration	of	“levels”	of	system	designs 4
– Unprotected	systems

…
– User-programmed	sharing

5. ACLs	vs.	capabilities	in	descriptor	systems 2
6. Papers	cited	– who/what/where? 1
7. Work	that	cites	PICs	– who/what/where? 1
8. What	was	missed	/	ideas	invalidated? 2

-----
17	minutes


