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Outline

» Probability methods (10 lectures, Dr R.J. Gibbens)
» Probability generating functions (2 lectures)
» Inequalities and limit theorems (3 lectures)
» Stochastic processes (5 lectures)

» Fourier and related methods (6 lectures, Professor J. Daugman)
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Some notation

RV
IID

PGF

MGF

X ~ U(0,1)
I(A)

P(A)

E(X)
E(X")

Fx(x)
fx(x)

random variable

independent, identically distributed
probability generating function Gx(z)
moment generating function Mx(t)

RV X has the distribution U(0,1), etc
indicator function of the event A
probability that event A occurs
expected value of RV X

n moment of RV X, forn=1,2,...
distribution function, Fx(x) =P(X < x)
density of RV X given, when it exists, by Fj(x)
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Probability generating functions
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Probability generating functions (PGF)

A very common situation is when a RV, X, can take only non-negative
integer values. For example, X may count the number of random
events to occur in a fixed period of time. The probability mass
function, P(X = k), is given by a sequence of values py, p1,po,. ..
where

pk=P(X=k)>0 Vke{0,1,2,...} and ) pc=1.
k=0

This sequence of terms can be “wrapped together” to define a
function called the probability generating function (PGF) as follows.
Definition (Probability generating function)

The probability generating function, Gx(z), of a (non-negative
integer-valued) RV X is defined as

Gx(2) =Y k2"
k=0

for all values of z such that the sum converges.
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Elementary properties of the PGF
1. Gx(2) = Ly pkz¥ so
Gx(0) =po and Gx(1)=1.
. If g(t) = z then

G(2) = kz Pzt = k): g(kB(X = k) = E(g(X)) = E(z¥).
=0 =0

. The PGF is defined for all |z| < 1 since
Y o< Y pe=1.
k=0 k=0

. Importantly, the PGF characterizes the distribution of a RV in the
sense that
Gx(z) = Gy(2) Yz

if and only if
P(X=k)=P(Y =k) Vke{0,1,2,...}.
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Examples of PGFs

Example (Bernoulli distribution)
Gx(z)=q+pz where g=1-p.
Example (Binomial distribution, Bin(n, p))

n

Gx(2)= Y (7)p(q)"*z* " where g=1-p.
«(2) kgo(k) K(q)" k2K = (q+pz)"  where g=1—p

Example (Geometric distribution, Geo(p))

x(Z):ZPq z—pzZ(qz)k p |f|z|<q andg=1-p.
k=1
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Examples of PGFs, ctd

Example (Uniform distribution, U(1,n))

n
1
Gx(z)=Y, zkﬁ =
k=1

Example (Poisson distribution, Pois(1))

> ke
Gx(2) =Y, = K=ttt = e,
k= K
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Derivatives of the PGF

We can derive a very useful property of the PGF by considering the
derivative, Gy /(z), with respect to z. Assume we can interchange the
order of differentiation and summation, so that

then putting z =1 we have that

Gy(1) = ¥ kP(X = k) = E(X)
k=0

the expectation of the RV X.
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Further derivatives of the PGF

Taking the second derivative gives
Gx(2)= Y k(k—1)Z"2P(X = k).
k=0

So that,

Gy(1) = i k(k—1)P(X=k)=E(X(X-1))
k=0

Generally, we have the following result.

Theorem
If the RV X has PGF Gx(z) then the r' derivative of the PGF,
written Gg(’)(z), evaluated at z =1 is such that

GY() =E(X(X=1)---(X=r+1)).
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Using the PGF to calculate E(X) and Var(X)
We have that
E(X) = Gx(1)
and
Var(X) = E(X?) - (E(X))®

= [E(X(X = 1)) +E(X)] - (E(X))?

= Gy (1) + Gi(1) - Gx(1)*.
For example, if X is a RV with the Pois(A) distribution

then Gx(z) = €41, Thus, Gy(2) = 2e*@ 1, G} (z) = 12*Z1)
and so Gy (1) = 2 and Gi(1) = A2. So, finally,

E(X)=A and  Var(X)=2A%2+A1-A%2=2.
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Sums of independent random variables

The following theorem shows how PGFs can be used to find the PGF
of the sum of independent RVs.

Theorem
If X and Y are independent RVs with PGFs Gx(z) and Gy(z)
respectively then

GX+y(Z) = Gx(Z)Gy(Z) .

Proof.
Using the independence of X and Y we have that

Gx+v(2) = ]E(ZX )
= ( )

(Z)Gy(z)

O
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PGF example: Poisson RVs

For example, suppose that X and Y are independent RVs
with X ~ Pois(41) and Y ~ Pois(A,), respectively.
Then

Gx+v(2) = Gx(2)Gy(2)
_ M(z1) ghalz—1)
et 1)

Hence X + Y ~ Pois(4 + Ap) is again a Poisson RV but with the
parameter A1 + As.
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PGF example: Uniform RVs

Consider the case of two fair dice with |ID
0 outcomes X and Y, respectively, so that X ~ U(1,6)
@ and Y ~ U(1,6). Let the total scorebe T=X+Y
and consider the PGF of T given
by Gr(z) = Gx(z)Gy(z). Then
1

1
::6(z+22+...+26)6(z+22+..._|_26)

]
= §[z2 +228 4324 +42° 15785+ 62"+

528 +42° 4321012711 4 712].
P(Y = k) P(T = k)

1 1_86
3 6~ 36

234567 89101112
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Limits and inequalities
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Limits and inequalities

We are familiar with limits of real numbers. For example, if x, =1/n
forn=1,2,... then lim,_,.. X, = 0 whereas if x, = (—1)" no such limit
exists. Behaviour in the long-run or on average is an important
characteristic of everyday life.

We will be concerned with these notions of limiting behaviour when
the real numbers x, are replaced by random variables Xj,. As we
shall see there are several distinct notions of convergence that can be
considered.

To study these forms of convergence and the limiting theorems that

emerge we shall also gather a very useful collection of concepts and
tools for the probabilistic analysis of models, algorithms and systems.
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Probabilistic inequalities
To help assess how close RVs are to each other it is useful to have
methods that provide upper bounds on probabilities of the form
P(X > a)
for fixed constants a.
We shall consider several such bounds and related inequalities.
» Markov’s inequality
» Chebyshev’s inequality
» Chernoff’s inequality

We will use I(A) for the indicator RV which is 1 if A occurs and 0
otherwise. Observe that we have for such indicator RVs that

E(I(A)) = 0 x P(A%) + 1 x P(A) = P(A).
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Theorem (Markov’s inequality)
IfE(X) < oo then forany a> 0,

P(1X| > a) <

Proof.

We have that

1 |X|>a

0 otherwise.

H(IXIZa)Z{

Clearly,
| X| > al(|X]| > a)

hence
E(|X]) = E(al(|X| = a)) = aP(|X| = a)

which yields the result.
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Theorem (Chebyshev’s inequality)

Let X be a RV with mean u = E(X) and finite variance ¢ = Var(X)
then for alla> 0
c
P(|X—-ul>a) <.
(IX-nlza)< >

Proof.
Put Y = (X —u)? > 0 then E(Y) = E((X — u)?) = Var(X) = 62. So, by
Markov’s inequality, for all b > 0

E(Y) o

P(X—-u)?>b)=P(Y>b) < —— b=

Now put b = & and noting that P((X — u)? > a%) = P(| X — u| > a) we
have that

2
c
P(X-pulza)< -
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Moment generating function

Definition
The moment generating function (MGF) of a RV X, written Mx(f), is
given by

My (t) = E(e™)
and is defined for those values of t € R for which this expectation
exists.

Using the power series e =1+ x +x2/2! +x3/3! +--. we see that
Mx(t) = E(e™) = 1 + E(X)t + E(X?)t2 /21 + E(X3)t3/3! +---

and so the n'” moment of X, E(X"), is given by the coefficient of t"/n!
in the power series expansion of the MGF Mx(t).
Note that for every RV, X, we have that Mx(0) =1 since

My (0) = E(e”X) =E(1) =1.
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Elementary properties of the MGF

. If X has MGF Mx(t) then Y = aX + b has
MGF My(l’) = eb’MX(at).
. If X and Y are independent then X+ Y has
MGF My, y () = Mx(t)My(t).
. B(X") = M{(0) where M{" is the n'" derivative of My.

. If X' is a discrete RV taking values 0,1,2,... with
PGF Gx(z) = E(zX) then Mx(t) = Gx(e').
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Fundamental properties of the MGF
We will use without proof the following results.

1. Unigueness: to each MGF there corresponds a unique
distribution function having that MGF.
In fact, if X and Y are RVs with the same MGF in some
region —a < t < awhere a> 0 then X and Y have the same
distribution.

. Continuity: if distribution functions Fj(x) converge pointwise to a
distribution function F(x), the corresponding MGFs (where they

exist) converge to the MGF of F(x). Conversely, if a sequence of
MGFs M,(t) converge to M(t) which is continuous at t =0,

then M(t) is a MGF, and the corresponding distribution

functions F,(x) converge to the distribution function determined
by M(t).
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Example: exponential distribution

If X has an exponential distribution with parameter A >0
then fx(x) = Ae ¥ for 0 < x < o. Hence, for t < A,

Mx(t)= [ e*re ax— [ reth0rax
0

e(lt)x:|

=)

A
o A-t

A t\ " t
- = (1-—= =14+—4+—+--

=) p) PRPY:
and hence E(X) = 1/A and E(X?) = 2/A2 so that

Var(X) = E(X?) — (E(X))? = 1/A2.
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Example: normal distribution

Consider a normal RV X ~ N(u,c?) then fy(x) = #ﬂe‘(x‘“)z/%z
so that
o 1 2 /052
My (t :/ e e (Xx—H)/20° gy
0= ov2r
e (—2txc?+(x—p)?) /262 dx.

G\/ 2n

So, by completing the square,

1 ° 2112 /52
M (1) = e/.lH-O'ZIZ/Z{ / e (x—(u+tc®))?/20 dx}
x(1) son ).

_ glttto??/2
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Example: uniform distribution
Consider a uniform RV X ~ U(a,b) for a< b. Then

1

— a<x<hb
fx(x) =< b-a
() {0 otherwise.

Hence, for t £ 0,
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Theorem (Chernoff’s bound)
Suppose that X has MGF Mx(t) and a€ R then for all t > 0

P(X > a) < e @Mx(t).

Proof.
Using Markov’s inequality, we have that since t > 0

P(X > a) =P(e”X > ')

E(etX)
eta
= e @My (1)

Note that the above bound holds for all f > 0 so we can select the
best such bound by choosing ¢ > 0 to minimize e~ @Mjx(t).
In fact, the upper bound also holds trivially if t = 0 since the RHS is 1.
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Notions of convergence: X, -~ X as n— o

For a sequence of RVs (Xj),>1, we shall define two distinct notions of
convergence to some RV X as n — .

Definition (Convergence in distribution)
Xo 2 X if Fx,(x) = Fx(x) for all points x at which Fy is continuous.

Definition (Convergence in probability)

Xo 5 X i P(|X,— X| > €) — 0 forall e > 0.

There are further inter-related notions of convergence but two will
suffice for our purposes.
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Theorem
If X, 25 X then X, 2 Xx.

Proof
We prove this theorem as follows. Fix, € > 0 then
Fx,(x) =P(Xp <xNX>x+€)+P(Xp < xNX < x+eg)
since X > x+¢€ and X < x+ ¢ form a partition. But if X, < x
and X > x+ethen |X,— X|>¢
and {X, <xNX < x+e¢e} C{X <x+¢e}. Therefore,
Fx,(x) <P(|Xn—X| > €)+ Fx(x+e¢).

Similarly,

Fx(x—e)=P(X<x—enNXp>Xx)+P(X <x—enNX,<Xx)
<P(|Xnh— X| > &)+ Fx,(x).
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The proof is completed by noting that together these inequalities
show that

Fx(x —€) —P(|Xn— X| > €) < Fx, (x) < P(|Xp— X| > €) + Fx(x +£).

But X, & X implies that P(| X, — X| > €) — 0. So, as n— oo, Fx, (X) is
squeezed between Fx(x —€) and Fx(x +¢).

Hence, if Fx is continuous at x, Fx(x) — Fx(x) and so X, 2 X. [
The converse does not hold in general. However, the problem sheet
contains an exercise showing an important special case where the
converse does hold.
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Limit theorems

Given a sequence of RVs (Xp),>1, let

What happens to the sample average, Xp, for large n?
Theorem (Weak Law of Large Numbers/WLLN)
Suppose (Xn)n>1 are IID RVs with finite mean u (and finite
variance 62) then Xn 2 1.

Note that convergence to p in the WLLN (and SLLN) actually means
convergence to a degenerate RV, X, with P(X = u) = 1.

This is referred to as the weak law of large numbers since under
more restrictive assumptions it holds (ie SLLN) for a stronger form of
convergence known as almost sure convergence. Under the SLLN
with almost sure convergence we would have that P(X, — u) = 1.
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LLN

Theorem (Weak Law of Large Numbers/WLLN)
Suppose (Xn)n>1 are 11D RVs with finite mean u and finite

. - P
variance ¢ then X, — L.

Proof.
Recall that E(X,) = u and Var(X,,) = 62/n. Hence, by Chebyshev’s
inequality applied to X, for all ¢ > 0

c?/n

OS]PJ(|XN_.“|>8)S £2 :n£2

and so, letting n — o,
P(|Xn—p|>¢€) =0

hence X, ©» u as required.
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Applications: estimating probabilities

Suppose we wish to estimate the probability, p, that we succeed when
we play some game or perform some experiment. Fori=1,...,n, let

X; = I({i""game is success}).

So X, = m/nif we succeed m times in n attempts.
We have that u = E(X;) =P(X; =1) = p so then

m/n£>p

by the WLLN.

Thus we have shown the important result that the empirical estimate
of the probability of some event by its observed sample frequency
converges in probability to the correct but usually unknown value as
the number of samples grows.

This result forms the basis of all simulation methods.
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Applications: Shannon’s entropy

Theorem (Asymptotic Equipartition Property/AEP)

If X, is a sequence of IID discrete RV with probability distribution
given by P(X; = x) = p(x) for each x € | then

1
_E|092P(X17X27---axn) i H(X)

where Shannon’s entropy is defined by

H(X) = H(X;) = --- = H(Xa) = — ¥ p(x)l0g, p(x)

xel

n
p(X1 1 X2, 7Xn) = HP(X/)
i=1

is the joint probability distribution of the n IID RVs X1, Xa, ..., X.
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Proof.

Observe that p(X;) is a RV taking the value p(x) with probabilty p(x)
and similarly p(Xi, Xz, ..., Xp) is a RV taking a value p(x1, Xo,...,Xn)
with probability p(xy, Xo,...,Xn). Therefore,

1 1 -
_71 IogZP(X'I 3X27"'vXn) = _B logZ Hp()(l)
i=1

1 n
= —5’; logz p(X))

= 15 i (~logz p(Xi))
i=1

B E(~log, p(X) by WLLN
=~ p(x)logz p(x)

xel

= H(X)
O

MM4CS 2014/15 (35)



AEP implications
By the AEP, for all € > 0,

. 1
Jim P(| — —logz p(X1, Xz,...,. Xn) —H(X)| < £) =1

Jim B(H(X) € <~ 10g, p(X;, Xo.... Xa) < H(X) +£) = 1
im B(~n(H(X) ~ ) > 100, p(X;. Xo..... Xa) > ~N(H(X) + €)) =
lim P(2-"HX)+8) < p(Xy, Xp, ..., Xp) < 27 MHX)=€)) — 1

N—oo

Thus, the sequences of outcomes (xq, Xz, ..., Xn) € A% where
AS = {(xXq,X,...,Xp) : 27MHONHE) < p(xy Xo,... x) < 27 HX)=E)y

have a high probability and are referred to as typical sequences. An
efficient (optimal) coding is to assign short codewords to such
sequences leaving longer codewords for any non-typical sequence.
Such long codewords must arise only rarely in the limit and we would
need around n(H(X) + €) bits to distinguish these typical codewords.
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Central limit theorem

Theorem (Central limit theorem/CLT)

Let (Xn)n>1 be a sequence of IID RVs with mean p, variance 62 and
whose moment generating function converges in some
interval —a <t < awitha>0. Then

Xn—

= o/ n

ED 7 N(0,1).
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Proof of CLT
Set Y; = (X;—u)/o then E(Y;) =0 and E(Y?) = Var(Y;) =1 so

t2
My, (t) =1+ 5 +o(t?)

where o(t?) refers to terms of higher order than > which will therefore
tend to 0 as f — 0. Also,

But ef’/2 is the MGF of the N(0,1) distribution so, together with the
continuity property, the CLT now follows.
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CLT example
Suppose Xj, Xo, ..., X, are the IID RVs showing the n sample
outcomes of a 6-sided die with common distribution

P(Xi=/)=pj, Jj=12,....6

Set S, = X; +Xo+---+ X;, the total score obtained, and consider the
two cases

» symmetric: (p;))=(1/6,1/6,1/6,1/6,1/6,1/6) so

(pj
that u = E(X;) = 3.5 and 62 = Var(X;) ~ 2.9

» asymmetric: (p;) = (0.2,0.1,0.0,0.0,0.3,0.4) so
that u = E(X;) = 4.3 and 62 = Var(X;) ~ 4.0
for varying sample sizes n=5,10,15 and 20.
The CLT tells us that for large n, S, is approximately distributed
as N(nu,nc?) where u and o2 are the mean and variance,
respectively, of X;.
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CLT example: symmetric

10,000 replications
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CLT example: asymmetric
10,000 replications

I
100

MM4CS 2014/15 (41)



Confidence intervals |

One of the major statistical applications of the CLT is to the
construction of confidence intervals. The CLT shows that

_ Xn—n
~o/vn

is asymptotically distributed as N(0,1). If, the true value of 62 is
unknown we may estimate it by the sample variance given by

Zn

1 —
S2= —— Y (X —Xn)?.
n—1&""

For instance, it can be shown that E(S?) = 62 and then

Xn—pu

is approximately distributed as N(0, 1) for large n.
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Confidence intervals Il
Define z, so that P(Z > z,) = o where Z ~ N(0,1) and so

P(~zyp<Z<zyp0) =1~

P ~1—
( Za/2< S/f <Za/2> o

- S S
IP’(Xn za/2f<u<Xn+za/2f>z1—a

The interval between the pair of end points )_(niza/ZS/ﬁ is thus an
(approximate) 100(1 — a) percent confidence interval for the unknown
parameter u.
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Confidence intervals: example

Consider a collection of n lID RVs, X;, with common
distribution X; ~ Pois(1). Hence,
L Me™ .
P(Xi=j)= i j=0,1,...
with mean E(X;) = A.
Then a 95% confidence interval for the (unknown) mean value 1 is
given by

Xn+1.96S/v/n

where Zp.025 = 1.96.
Alternatively, to obtain 99% confidence intervals replace 1.96
by Zo.005 = 2.58 for a confidence interval X,42.58S//n.
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95% confidence intervals: illustration with A =25
and o = 5%

100 runs, n=10 100 runs, n=40
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Monte Carlo simulation and randomized
algorithms

Suppose we wish to estimate the value of =. One way to proceed is
to perform the following experiment. Select a point (X, Y) € [-1,1]?
with X and Y chosen independently and uniformly in [-1,1]. Now
consider those points within unit distance of the origin then

P((X, Y) lies in unit circle) = P(X2 + Y2 < 1) = -2reaofairde _ z.

area of square 4

Suppose we have access to a stream of random
variables U; ~ U(0,1) then 2U; —1 ~ U(—1,1). Now
set Xj=2Uhj_1—1, Y;=2Urj—1and H, = ]I({Xiz + Y,-2 < 1}) so that
T
i
Hence by the WLLN the proportion of points (Xj, Y;) falling within the
unit circle converges in probability to /4. Furthermore, the CLT can
be used to form confidence intervals.
This a simple example of a randomized algorithm to solve a
deterministic problem.

E(H) = PO+ Y2 <1) =
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Stochastic processes
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Random walks
Consider a sequence Yy, Yo,... of ID RVs with P(Y;=1)=p
andP(Y;=—-1)=1—-pwith pe[0,1].
Definition (Simple random walk)

The simple random walk is a sequence of RVs {X,|ne {1,2,...}}
defined by
Xn=Xo+Yi+Yo+--+Y,

where Xj € R is the starting value.

Definition (Simple symmetric random walk)

A simple symmetric random walk is a simple random walk with the
choice p=1/2.

X,-, Eg Xg=2&(Y{.Yp,....Yg..) = (1,-1.=1,-1,-1,1,1,1,1,...)

Xo
0
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Practical examples of random walks abound
across the physical sciences (motion of atomic
particles) and the non-physical sciences
(epidemics, gambling, asset prices,
cryptocurrencies).

The following is a simple model for the operation of a casino.
Suppose that a gambler enters with a capital of £X,. At each stage
the gambler places a stake of £1 and with probability p wins the
gamble otherwise the stake is lost. If the gambler wins the stake is
returned together with an additional sum of £1.

Thus at each stage the gambler’s capital increases by £1 with
probability p or decreases by £1 with probability 1 — p.

The gambler’s capital X, at stage n thus follows a simple random
walk except that the gambler is bankrupt if X, reaches £0 and then
can not continue to any further stages.
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Returning to the starting state for a simple random
walk

Let X, be a simple random walk and

m=P(Xn=Xo) forn=1.2,...

the probability of returning to the starting state at time n.
We will show the following theorem.

Theorem
If n is odd then r, = 0 else if n=2m is even then
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Proof.
The position of the random walk will change by an amount

Xo—Xo=Yi+ Yot +Y,

between times 0 and n. Hence, for this change X, — X to be 0 there
must be an equal number of up steps as down steps. This can never
happen if nis odd and so r, = 0 in this case. If n=2m s even then
note that the number of up steps in a total of n steps is a binomial RV
with parameters 2m and p. Thus,

=P~ X =0) = (27 )o"(1-p)",

O

This result tells us about the probability of returning to the starting
state at a given time n.

We will now look at the probability that we ever return to our starting
state. For convenience, and without loss of generality, we shall take
our starting value as Xy = 0 from now on.
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Recurrence and transience of simple random
walks

Note firstthat E(Y;)) =p— (1 —p) =2p—1foreachie {1,2,...}. Thus
there is a net drift upwards if p > 1/2 and a net drift downwards

if p<1/2. Only in the case p=1/2 is there no net drift.

We say that the simple random walk is recurrent if it is certain to
revisit its starting state at some time in the future and transient
otherwise.

We shall prove the following theorem.

Theorem
For a simple random walk with starting state Xy, = 0 the probability of
revisiting the starting state is

P(Xn=0forsomenec {1,2,...})=1—-2p—1].

Thus a simple random walk is recurrent only when p=1/2 and it is
transient for all p # 1/2.
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Proof

Since we have assumed that Xy = 0 the event R, = {X, =0}
indicates that the simple random walk returns to its starting state at
time n. Consider the event

that the random walk first revisits its starting state at time n. If R,
occurs then exactly one of F4, F, ..., F, occurs. So,
n
m=1
but
]P)(anFm):]P)(Fm)]P)(Rn_m) f0rm€{1,2,..,n}
since we must first return at time m and then return a time n— m later
which are independent events. So if we write f, = P(Fp)
and r, =P(R,) then

n
rn = Z fmrn_m.

m=1
Given the expression for r, we now wish to solve these equations
for fr.
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Proof, ctd

Define generating functions for the sequences r, and f, by

R(z)= i mz" and  F(z)= i fnz"

where ry =1 and f, = 0 and take |z| < 1. We have that

i fntn—mz"

fnZ2Mr_mz™™"

1n=m
=Y fmz™ Y nZ
1 k=0
=F(2)R(2).
The left hand side is R(z) — rpz° = R(z) — 1 thus we have that

R(z)F(z)+1  if|z|<1.
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Proof, ctd

Now,

R(z)=Y rz"
n=0

=

=Y rmz®™ asr,=0if nis odd
m=0

=

=(1-4p(1-p)2%) 2.

The last step follows from the binomial series expansion
of (1—46)~2 and the choice 8 = p(1 — p)z2.
Hence,

F(z)=1—(1—4p(1—-p)z%)z for|z| <1.
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Proof, ctd

But now
P(X,=0forsome n=1,2,...)=P(F{UFU---)
=fi+h+--
=i oOf n

= F(1)

1

—1-(1-4p(1 - p)?

—1—((2p-1)?)z
=1-[2p—1].

So, finally, the simple random walk is certain to revisit its starting state
justwhen p=1/2.
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Mean return time
Consider the recurrent case when p=1/2 and set
T=min{n>1]|X, =0} sothat P(T=n)=f,

where T is the time of the first return to the starting state. Then

E(T)= i nf,
n=1

= Gr(1)

where Gr(z) is the PGF of the RV T and for p=1/2 we have
that 4p(1 —p) =1 so

Gr(z)=1-(1-2%)2

so that

G(z)=z(1-2°)"%2 5o aszti.

Thus, the simple symmetric random walk (p = 1/2) is recurrent but
the expected time to first return to the starting state is infinite.

MM4CS 2014/15 (57)




he Gambler’s ruin problem

We now consider a variant of the simple random walk. Consider two
players A and B with a joint capital between them of £N. Suppose that
initially A has Xo =£a (0 <a<N).

At each time step player B gives A £1 with probability p and with
probability g = (1 — p) player A gives £1 to B instead. The outcomes
at each time step are independent.

The game ends at the first time T if either X7, = £0 or X7, = £N for
some T,€{0,1,...}.

We can think of A’s wealth, X, at time n as a simple random walk on
the states {0,1,..., N} with absorbing barriers at 0 and N.

Define the probability of ruin, pa, for gambler A as

pa=P(Aisruined) =P(Bwins) for0<a<N.

Xn Eg. N=5 X, —a=28&(Yy, Yo, Y, Ya) = (1,—1,—1,—1)

N=5

Xo =2
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Solution of the Gambler’s ruin problem

Theorem
The probability of ruin when A starts with an initial capital of a is given
by

a_gN .
pac S ifp#q
-8 ifp=q=1/2

where 6 = q/p.

For illustration here is a set of graphs of p, for N =100 and three
possible choices of p.

Pa

1
0.75 1
05+

025+

a

30 40 50 60 70 80 90 100
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Proof
Consider what happens at the first time step
pa=P(ruinNY; =+1|Xg =a)+P(ruinnY; = —1|Xy = a)
= pP(ruin|Xo = a+ 1)+ qP(ruin|Xo = a—1)
= PPat+1 + qpPa-1

Now look for a solution to this difference equation of the form A2 with
boundary conditions pg =1 and py = 0.
Try a solution of the form p,; = A2 to give

28 = p)ua-H + qla—1

Hence,
pA2—A+qg=0

with solutions A =1 and A = q/p.
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Proof, ctd

If p # q there are two distinct solutions and the general solution of the
difference equation is of the form A+ B(q/p)?.
Applying the boundary conditions

1=pp=A+B and 0=py=A+B(q/p)N

we get
A=-B(q/p)"

and
1=B-B(q/p)"

_ —(q/pN
A= T (@™

_(a/p)?—(a/p)"
1—(a/pN
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Proof, ctd

If p=qg=1/2 then the general solution is C+ Da.
So with the boundary conditions

1=pg=C+ D(0) and 0=pn=C+D(N).

Therefore,
C=1 and 0=1+D(N)

SO
D=-1/N
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Mean duration time

Set T, as the time to be absorbed at either 0 or N starting from the
initial state a and write uy = E(Ty).
Then, conditioning on the first step as before

Ha=1+Pplay1 +qua1 for1t <a<N-1

and ug = uy =0.
It can be shown that u, is given by

1 (na/p@E-1 i
Ua = {P—q (N(q/p)"’—1 a) To7q

a(N—a) ifp=qg=1/2.

We skip the proof here but note the following cases can be used to
establish the result.

Case p # qg: trying a particular solution of the form u,; = ca shows
that c = 1/(q— p) and the general solution is then of the

form pus = A+ B(q/p)?+ a/(q — p). Fixing the boundary conditions
gives the result.

Case p— g — 1/2: now the particular solution is —&® so the general
solution is of the form u, = A+ Ba— a° and fixing the boundary
conditions gives the result.
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Markov chains

Definition (Markov chain)

Suppose that (X,) n> 0 is a sequence of discrete random variables
taking values in some countable state space S. The sequence (Xj) is
a Markov chain (MC) if

P(Xn = Xn|Xo = X0, X1 = X1,..., Xn—1 = Xn_1) = P(Xn = Xn| Xn_1 = Xpn_1)

for all n> 1 and for all xg,x1,...,X, € S.

Since, S is countable we can always choose to label the possible
values of X, by integers and say that when X, = i the Markov chain is
in the /" state at the n'" step” or “visits / at time n".
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ransition probabilities

The dynamics of the Markov chain are governed by the transition
probabilites P(Xp = j| Xp_1 = ).

Definition (time-homogeneous MC)
A Markov chain (X,) is time-homogeneous if

P(Xn=j|Xno1 =10) =P(X1 =j|Xo=1)

forall n>1 and states i,j € S.

» We shall assume that our MCs are time-homogeneous unless
explicitly stated otherwise.
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ransition matrix

Definition (Transition matrix)
The transition matrix, P, of a MC (X)) is given by P = (p;) where for

allijeS
Py = B(Xn = j|Xp_1 = 1).

» Note that P is a stochastic maitrix, that is, it has non-negative
entries (p; > 0) and the row sums all equal one (¥ p; = 1).

» The transition matrix completely characterizes the dynamics of
the MC.
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Example
Suppose the states of the MC are S ={1,2,3} and that the transition

matrix is given by
1/3 1/3 1/3
p=1(1/2 0 1/2].

2/3 0 1/3

» Thus, in state 1 we are equally likely to be in any of the three
states at the next step.

» In state 2, we can move with equal probabilities to 1 or 3 at the

next step.

» Finally in state 3, we either move to state 1 with probability 2/3 or
remain in state 3 at the next step.
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n-step transition matrix

Definition (n-step transition matrix)
The n-step transition matrix is P(" = (p,(.j”)) where

P = B(Xp = 1X0 = ).

Thus P() = P and we also set PO =/, the |S| x |S|-identity matrix.
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Chapman-Kolmogorov equations

Theorem (Chapman-Kolmogorov)
For all states i,j and for all steps m,n

p:(/m+n zk*’ pl(lin) pkj )

Hence, P(m+n) = p(m) p(n) and P(" = P" the n'" power of P.
Proof.

P = P(Xinin = j1Xo = i) = ¥ P(Ximyn = . Xim = k| Xo = )
k

= ZP(Xm+n = j|Xm =k, Xo = I)P(Xm = k| Xo = i)
k

:;pkj plk
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The Chapman-Kolmorgorov equations tell us how the long-term
evolution of the MC depends on the short-term evolution specified by
the transition matrix.

If we let 1\ = P(X, = i) be the elements of a row vector A(")
specifying the distribution of the MC at the n' time step then the
follow holds.

Lemma
If m, n are non-negative integers then A(m+" = A(m p(") and so, in
particular, if m=0

A0 _ 2,0 pln)

where A9 is the initial distribution \® = P(X, = i) of the MC.

Proof.

AT < P(Xin =) = ZP(an = |1 Xm = )P(Xm = i)

=LA ( )
)
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Classification of states

Definition (Accessibility)
If, for some n >0, p,(j") > 0 then we say that state j is accessible from
state /i, written i ~ j.
If i~ jand j ~ j then we say that i and j communicate, written i « j.
Observe that the relation communicates e~ is

» reflexive

» symmetric

» transitive
and hence is an equivalence relation. The corresponding equivalence
classes partition the state space into subsets of states, called
communicating classes.
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Irreducibility
» A communicating class, C, that once entered can not be left is
called closed, thatis pj=0forallic C,j ¢ C.

» A closed communicating class consisting of a single state is
called absorbing.

» When the state space forms a single communicating class, the
MC is called irreducible and is called reducible otherwise.
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Recurrence and transience of MCs

Write for n > 1

(7 =BG # Joo Xoot 7, X = J1X0 = 1)

so that f,-j(-”) is the probability starting in state i that we visit state j for
the first time at time n. Also, let

)
fi=Y 1

n>1
the probability that we ever visit state j, starting in state i.
Definition
» If f; < 1 then state j is transient
» If fj =1 then state i is recurrent.
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Recurrence and transience, ctd

» Observe that if we return to a state i at some time n then the
evolution of the MC is independent of the path before time n.
Hence, the probability that we will return at least N times is f,fV

» Now, if i is recurrent f,{.\’ =1 for all N and we are sure to return to
state i infinitely often.

» Conversely, if state i is transient then fN — 0 as N — « and so
there is zero probability of returning infinitely often.
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Theorem
> i is transient < Y ;-1 p,(,") converges
> | is recurrent < Y >4 p,(,.”) diverges

Ifi and j belong to the same communicating class then they are
either both recurrent or both transient — the solidarity property.

Proof

First, define generating functions

Pii Z) - Z p(n) and F,','(Z) = Z fiS'n)zn
n=0

where we take p{”) = 1 and £\*) =
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By examining the first time, r, that we return to i, we have
form=1,2,... that

(m) _ (r) ~(m—r)
Pi Zf Pi

Now multiply by z™ and summing over m we get

P,','(Z) =1+ Z Zmpil-m)

m=1

oo m
SR YW
m=1

:1+°°f<r>r plm=n)
L2y

=1+ Fii(2)Pi(2)
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Thus, Pji(z) =1/(1— Fji(z)). Now let z 1 then Fji(z) — Fj(1) = f;
and P;(z) = X,p\".

If i is transient then f; < 1 so Z,,p,(,”) converges. Conversely, if i is
recurrent then f; = 1 and Y., p\” diverges.

Furthermore, if i and j are in the same class then there exist mand n
so that pfjm) >0and p},”) > 0. Now, forall r >0

(m+r+n)

(m) (r) ()
i

= Py Pj Pj

sothaty), p}jr) and Y, p,(,.k) diverge or converge together.
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Mean recurrence time
First, let
Ti=min{n>1:X, =}

be the time of the first visit to state j and set T; = « if no such visit
ever occurs.

Thus, P(T; = «| Xy = i) > 0 if and only if / is transient in which
case E(T;j| Xo = 1) = co.

Definition (Mean recurrence time)

The mean recurrent time, u;, of a state 7 is defined as

Y, " if i is recurrent
oo if i is transient.

u,-zE(mxo:i):{

» Note that u; may still be infinite when j is recurrent.
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Positive and null recurrence

Definition

A recurrent state i is
» positive recurrent if pj < e and
» null recurrent if p; = eo.
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Example: simple random walk

Recall the simple random walk where X, =Y, Y; where (Y;) are IID
RVs with P(Y;=1)=p=1—-P(Y; = —1). Thus X, is the position
after n steps where we take unit steps up or down with probabilities p
and 1 — p, respectively.

It is clear that return to the origin is only possible after an even
number of steps. Thus the sequence (p((,’(’))) alternates between zero
and a positive value.
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Periodicity

Let d; be the greatest common divisor of {n: p,(,.”) > 0}.

Definition
» If d; =1 theniis aperiodic.
» If dj > 1 then i is periodic with period d.

» It may be shown that the period is a class property, that is,
if i,j € Cthen d; = q@].

We will now concentrate on irreducible and aperiodic Markov chains.
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Stationary distributions

Definition
The vector & = (m;;j € S) is a stationary distribution for the MC with
transition matrix P if

1. m;>0forallje Sand Yjcsm =1
2. © =P, or equivalently, 7; = ¥;c s 7ipj-

Such a distribution is stationary in the sense
that 7P? = (tP)P =nP =m and foralln >0

P =rx.

Thus if Xy has distribution 7 then X, has distribution = for all n.
Moreover, 7 is the limiting distribution of X, as n — e.
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Markov’s example

Markov was lead to the notion of a Markov chain by study the
patterns of vowels and consonants in text. In his original example, he
found a transition matrix for the states {vowel,consonant) as

p_ 0.128 0.872
~\0.663 0.337)°

Taking successive powers of P we find

po_ (0595 0.405 ps_ (0345 0655 pi_ (0478 0522
~\0.308 0692 ~ 0498 0502 ~ 10397 0603)"

As n— oo,

pn_, (0432 0.568
0.432 0.568)

Check that = = (0.432,0.568) is a stationary distribution, that
is TP =m.
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Limiting behaviour as n —

Theorem (Erdds-Feller-Pollard)
For all states i and j in an irreducible, aperiodic MC,
1. if the chain is transient, p,(/-") -0

2. if the chain is recurrent, p{[" — m;, where

2.1 (null recurrent) either, every mj = 0
2.2 (positive recurrent) or, every mj >0, ¥;m; = 1 and & is the unique
probability distribution solving TP = .
. In case (2), let T; be the time to return to i then u; =E(T;) =1/x;
with Hj = o0 if7'C,' =0.

Proof.
Omitted.
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Remarks

» The limiting distribution, =, is seen to be a stationary one.
Suppose the current distribution is given by 7 and consider the
evolution of the MC for a further period of T steps. Since 7 is
stationary, the probability of being in any state / remains 7x;, so
we will make around T r; visits to i. Consequently, the mean time
between visits to i would be T/(Tn;) =1/m;.

Using A("” =P(X, = j) and since A(" = 4P

1. for transient or null recurrent states A(") — 0, that is, P(X, =j) — 0
for all states j
2. for a positive recurrent state, p(") — 7 > 0, that
is, P(Xn = j) — m; > 0 for all j, where 7 is the unique probability
vector solving 7P = 7.
Note the distinction between a transient and a null recurrent
chain is that in a transient chain we might never make a return
visit to some state i/ and there is zero probability that we will
return infinitely often. However, in a null recurrent chain we are
sure to make infinitely many return visits but the mean time
between consecutive visits is infinite.
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ime-reversibility

Suppose now that (X, : —eo < n < ) is an irreducible, positive
recurrent MC with transition matrix P and unique stationary
distribution 7. Suppose also that X, has the distribution x for
all —eo < n < . Now define the reversed chain by

Yn:X_n f0r—°°<n<°°

Then (Yp) is also a MC and where Y}, has the distribution =.
Definition (Reversibility)

A MC (X)) is reversible if the transition matrices of (X,) and (Y;) are
equal.
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Theorem
A MC (X,) is reversible if and only if

Tipjj = TPji foralli,jeS.

Proof.
Consider the transition probabilities g; ofthe MC (Y;) then

Qi =P(Yni1 =j|Yn=1)
=P(X_n1 =j|X-n=1)
=P(Xm=ilXm_1 =))P(Xm-1=J)/P(Xm=1i) where m=-—n
= PTG/ 7.

Hence, p; = g if and only if m;p; = m;p;.
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Theorem
For an irreducible chain, if there exists a vector & such that

1.0<m<t1and}y;r=1
2. mipj; = mpj foralli,jc S
then the MC is reversible with stationary distribution .

Proof.
Suppose that 7 satisfies the conditions of the theorem then

Y mpj =) mpji =1} pji =T
1 1 I

and so © = nP and the distribution is stationary.

The conditions 7;p; = m;pj; for all /,j € S are known as the local
balance (or detailed balance) conditions.
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Ehrenfest model

Suppose we have two containers A and B containing a total of m
balls. At each time step a ball is chosen uniformly at random and
switched between containers. Let X, be the number of balls in
container A after n units of time. Thus, (X,) is a MC with transition
matrix given by
i i
Piiy1=1— L Pii-1="—-.

Instead of solving the equations = = nP we look for solutions to

TiPjj = TPji

which yields m; = () ()™, a binomial distribution with parameters m
and J.
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Random walk on an undirected graph

Consider a graph G consisting of a countable collection of

vertices i € N and a finite collection of edges (/,j) € E joining
(unordered) pairs of vertices. Assume also that G is connected.

A natural way to construct a MC on G uses a random walk through
the vertices. Let v; be the number of edges incident at vertex i. The
random walk then moves from vertex i by selecting one of the v;
edges with equal probability 1/v;. So the transition matrix, P, is

, {} if (i) is an edge
i=9n

0 otherwise.
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Since G is connected, P is irreducible. The local balance conditions
for (i,j) € E are

TiPjj = Tpji

aloml
Vi i
T Vi
oY

Hence,
T o< Vi

and the normalization condition ;. ;i = 1 gives

i = Vi
-
YjenVY

and P is reversible.
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Ergodic results

Ergodic results tell us about the limiting behaviour of averages taken
over time. In the case of Markov Chains we shall consider the
long-run proportion of time spent in a given state.

Let V;(n) be the number of visits to / before time n then

n—1
Vi(n) = ) T({ X = 1}).
k=0

Thus, Vj(n)/nis the proportion of time spent in state / before time n.

Theorem (Ergodic theorem)
Let (Xp) be a MC with irreducible transition matrix P then

IP’(—Vi(n) —>l as n—>oo> =1
n Hi

where u; =E(T;|Xo = i) is the expected return time to state i.
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Proof

If P is transient then the total number of visits, V;, to i is finite with
probability one, so
Vi(n) _V

1
<L 50=— n-oo.
n n K

Alternatively, if P is recurrent let Y,-(') be the r duration between
visits to any given state /. Then Y,.“), Y,.(z), ... are non-negative IID
RVs with E(Y") = p;.
But 1) (Vi(m-1)

Y et Y <n-1

since the time of the last visit to i before time n occurs no later than
time n—1 and

YO gy y o s

since the time of the first visit to i after time n— 1 occurs no earlier
than time n.
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Hence,

V4 YOy e
Vi(n) - Vi(n) © Vi(n) '

However, by the SLLN,

1
P(YI( )+"'+ Yl(n)
n

— U as n—>oo> =1

and for P recurrent we know that P(V;(n) -+~ as n-—e)=1. So,

n
Pl———Uu a nNn—o|=1
(v,-(n) H )
which implies
]P’(Mel as n—>oo):1.
n Y

O
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Example: random surfing on web graphs

Consider a web graph, G = (V, E), with vertices given by a finite
collection of web pages i/ € V and (directed) edges given by (/,j)
whenever there is a hyperlink from page 7 to page j.

Random walks through the web graph have received much attention
in the last few years.

Consider the following model, let X, € V be the location (that is, web
page visited) by the surfer at time n and suppose we choose X, 1
uniformly from the, L(i), outgoing links from i, in the case

where L(i) > 0 and uniformly among all pages in V if L(i) =0 (the
dangling page case).
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Hence, the transition matrix, .‘5,-,-, say, is given by

oy FU.N)eE
it L(i)=0
otherwise

b=

where | V| is the number of pages (that is, vertices) in the web graph.
A potential problem remains in that P may not be irreducible or may
be periodic.
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We will make a further adjustment to ensure irreducibility and
aperiodicity as follows. For 0 < o < 1 set

pij=(1- a)p,,+a|v|

We can interpret this as an “easily bored web surfer” model and see
that the transitions take the form of a mixture of two distributions.
With probability 1 — o we follow the randomly chosen outgoing link
(unless the page is dangling in which case we move to a randomly
chosen page) while with probability a we jump to a random page
selected uniformly from the entire set of pages V.
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PageRank

Brin et al (1999) used this approach to define PageRank through the
limiting distribution of this Markov Chain, that is ; where the vector «
satisfies

n=nP

They report typical values for a of between 0.1 and 0.2.

The ergodic theorem now tells us that the random surfer in this model
spends a proportion x; of the time visiting page i — a notion in some
sense of the importance of page i.

Thus, two pages i and j can be ranked according to the total order
defined by

i>j ifandonlyif m>m;.

See, “The PageRank Citation Ranking: Bring Order to the Web” Sergey Brin,
Lawrence Page, Rajeev Motwani and Terry Winograd (1999) Technical
Report, Computer Science Department, Stanford University.
http://dbpubs.stanford.edu:8090/pub/1999-66
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Computing PageRank: the power method
We seek a solution to the system of equations

n=nP

that is, we are looking for an eigenvector of P (with corresponding
eigenvalue of one). Google’s computation of PageRank is one of the
world’s largest matrix computations.

The power method starts from some initial distribution 7(%),

updating 7(A~1) by the iteration

ﬂ(k) = ﬂ(k_1)P: e = TC(O)PK

Advanced methods from linear algebra can be used to speed up
convergence of the power method and there has been much study of
related MCs to include web browser back buttons and many other
properties as well as alternative notions of the “importance” of a web

page.
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Hidden Markov Models

An extension of Markov Chains is provided by Hidden Markov Models
(HMM) where a statistical model of observed data is constructed from
an underlying but usually hidden Markov Chain.
Such models have proved very popular in a wide variety of fields
including

» speech and optical character recognition

» natural language processing

» bioinformatics and genomics.

We shall not consider these applications in any detail but simply
introduce the basic ideas and questions that Hidden Markov Models
address.
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A Markov model with hidden states

Suppose we have a MC with transition matrix P but that the states / of
the chain are not directly observable. Instead, we suppose that on
visiting any state i/ at time n there is a randomly chosen output value
or token, Yp, that is observable.
The probability of observing the output token t when in state i is given
by some distribution b;, depending on the state i that is visited.
Thus,

P(Yy=t|Xn=1)=(bj);

where (b;); is the 1" component of the distribution b;.

For an excellent introduction to HMM, see “A Tutorial on Hidden Markov
Models and Selected Applications in Speech Recognition” Lawence R.
Rabiner. Proceedings of the IEEE, Vol 77, No 2, February 1988.
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hree central questions

There are many variants of this basic setup but three central
problems are usually addressed.

Definition (Evaluation problem)

Given a sequence y1, o, ..., ¥n Of observed output tokens and the
parameters of the HMM (namely, P, b; and the distribution for the
initial state Xy) how do we compute

P(Ys =y1, Yo = Yo,..., Yn = yo|HMM parameters)

that is, the probability of the observed sequence given the model?
Such problems are solved in practice by the forward algorithm.
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A second problem that may occur in an application is the decoding
problem.

Definition (Decoding problem)

Given an observed sequence of output tokens y;1, s, ...,y and the
full description of the HMM parameters, how do we find the best fitting
corresponding sequence of (hidden) states i, bo, ..., i, of the MC?

Such problems are solved in practice by a dynamic programming
approach called the Viterbi algorithm.
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The third important problem is the learning problem.

Definition (Learning problem)

Given an observed sequence of output tokens y1, ¥, ..., ¥n, how do
we adjust the parameters of the HMM to maximize

P(Yy =y, Yo=Yo,..., Yn= ya|HMM parameters)

The observed sequence used to adjust the model parameters is
called a training sequence. Learning problems are crucial in most
applications since they allow us to create the “best” models in real
observed processes.

Iterative procedures, known as the Baum-Welch method, are used to
solve this problem in practice.
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Applications of Markov Chains
These and other applications of Markov Chains are important topics
in a variety of Part Il courses, including
» Artificial Intelligence Il
» Bioinformatics

» Computer Systems Modelling
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Case studies
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Case studies

Three short cases studies where probability has played a pivitol role:
1. Birthday problem (birthday attack)
» cryptographic attacks
2. Probabilistic classification (naive Bayes classifier)
» email spam filtering
3. Gambler’s ruin problem (Bitcoin)
» cryptocurrencies
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he birthday problem

Consider the problem of computing the probability, p(n), that in a
party of n people at least two people share a birthday (that is, the
same day and month but not necessarily same year).

It is easiest to first work out 1 — p(n) = q(n), say,

where g(n) = P(none of the n people share a birthday) then

q(n) = <%) (%) (%)

1 2 n—1
(“ﬁ) (1_365>”'<1_ 365)
n—1 (1 k )
k=1 365/

Surprisingly, n = 23 people suffice to make p(n) greater than 50%.
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Graph of p(n)

100% -

=
]
o
(0]
o
o
4
7]
15}
Q
T
u—
o
2
3
o]
Q
o
=
o

23

I I
40 60

Number of people, n

MM4CS 2014/15 (109)



Assumptions

We should record some of our assumptions behind the calculation
of p(n).

1. Ignore leap days (29 Feb)
2. Each birthday is equally likely

3. People are selected independently and without regard to their
birthday to attend the party (ignore twins, etc)
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Examples: coincidences on the football field

lan Stewart writing in Scientific American illustrates the birthday
problem with an interesting example. In a football match there are 23
people (two teams of 11 plus the referee) and on 19 April 1997 out of
10 UK Premier Division games there were 6 games with birthday
coincidences and 4 games without.
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Examples: cryptographic hash functions

A hash function y = f(x) used in cryptographic applications is usually
required to have the following two properties (amongst others):

1. one-way function: computationally intractable to find an x
given y.

. collision-resistant: computationally intractable to find distinct x;
and x such that f(xq) = f(x2).

MM4CS 2014/15 (112)



Probability of same birthday as you

Note that in calculating p(n) we are not specifying which birthday (for
example, your own) matches. For the case of finding a match to your
own birthday amongst a party of n other people we would calculate

2
kS|
@
Q
o
o
a

1 (384"
365)
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General birthday problem

Suppose we have a random sample Xj, X, ..., X, of size n where X;
are 11D with X; ~ U(1,d) and let p(n, d) be the probability that there
are at least two outcomes that coincide.

Then

p(n,d) = {: ~TIkS (1 —5) n<d

n>d.

The usual birthday problem is the special case when d = 365.
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Approximations

One useful approximation is to note that for x < 1 then 1 —x ~ e * .

Hence for n< d

—1_ g N(n-1)/(2d)
We can further approximate the last expression as

p(n,d)~1—e ™/
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Inverse birthday problem
Using the last approximation

p(n.d)~ 1 7/

we can invert the birthday problem to find n = n(p, d), say, such
that p(n,d) ~ p so then

e_n(p7d)2/(2d) ~ 1 _p

_ n(p,d)?

5g ~ ~log(1-p)

n(p,d)? ~2dlog (ﬁ)

n(p.d) ~ ,/2dlog (‘Ii_p> .

In the special case of d =365 and p = 1/2 this gives the
approximation n(0.5,365) = /2 x 365 x log(2) = 22.49.
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Expected waiting times for a collision/match

Let Wy be the random variable specifiying the number of iterations
when you choose one of d values independently and uniformly at
random (with replacement) and stop when any value is selected a
second time (that is, a “collision” or “match” occurs).

It is possible to show that

nd
E( Wd) ~ —_—.

2

Thus in the special case of the birthday problem where d = 365 we
have that E( W365) 4/ ”XTSG‘E) ~ 23.94.

In the case that we have a cryptographic hash function with 160-bit
outputs (d = 2'60) then E( Wie0) &~ 1.25 x 280, This level of reduction
leads to so-called “birthday attacks”. (See the IB course Security | for
further details.)
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Further results

Persi Diaconis and Frederick Mosteller give results on the minimum
number ny required to give a probability greater than 1,/2 of k or more
matches with d = 365 possible choices.

k|2 3 4 5 6 7 8 9 10
n | 23 88 187 313 460 623 798 985 1181

Q
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o
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=
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o
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2

4 6
Size of match, k
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Email spam filtering

Suppose that an email falls into exactly one of two classes (spam or
ham) and that various features Fq, F», ..., F, of an email message can
be measured. Such features could be the presence or absence of
particular words or groups of words, etc, etc.

We would like to determine P(C| Fy, F>,..., F,) the probability that an
email message falls into a class C given the measured

features Fq, Fo, ..., F,. We can use Bayes’ theorem to help us.
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Bayes’ theorem for emails
We have that

P(C)P(F17F2v7Fn|C)
P(F1,Fo,...,Fn)

P(C|F17F23"',Fn):

which can be expressed in words as

prior probability x likelihood

_ ity — :
posterior probability evidence
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Naive Bayes classifier

In the naive Bayes classifier we make the assumption of
independence across features. So that

n
P(F17F277FD|C):H]P)(FI|C)
i=1

and then

n
i=1
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Decision rule for naive Bayes classifier

We then use the decision rule to classify an email with observed
features Fq, Fo,..., Fy as spam if

)In]P(F;| C =spam) >P(C= ham)ﬁP(F,-| C =ham).

i=1 i=1

This decision rule is known as the maximum a posteriori (MAP) rule.
Surveys and a training set of manually classified emails are needed
to estimate the values of P(C) and P(F;|C).
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Bitcoin

Bitcoin is based around a proof-of-work mechanism which uses a
decentralised peer-to-peer network of workers (known as miners) to
ensure (with high probability) that bitcoins are not double-spent. In
order to achieve double spending of a bitcoin the attacker would need
to create a longer block chain than the honest chain.

Suppose that the honest workers can produce blocks on average
every T /p time units while the attacker can do so on average

every T/q time units with g =1 — p < p. If the (honest) seller waits for
a given number n of blocks to be created then this would take on

average nT /p time units. Thus the average number of blocks that the
attacker could create, m, would be such that nT/p=mT/q.

Thus m = nq/p independent of T.

If @ > p then surely the attacker can always catch up the honest
workers however large a head start, n, is considered. What is the
chance that the attacker could still catch up the honest chain

when g < p?
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Bitcoin analysis using Gambler’s ruin problem

The Bitcoin white paper proposes the simple probabilistic model that
the random number of blocks, X, that the attacker could produce as

the honest workers produce their n blocks has a Poisson distribution
with mean A = nq/p. Thus,

Ake=*
kKl

What is the chance that the attacker could then overtake the honest
workers? This is precisely the Gambler’s ruin problem starting from
initial assets of n— k with 8 = g/p < 1 and in the limit that the total
wealth N — oo,

Recalling our expression for the ruin probabilities we have that

P(X = k) =

(@/p)" % k<n
1 k>n.

P(attacker catches up | k blocks) = {
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Bitcoin: calculations

Hence, using the law of total probability,

haid n—k <
P(attacker catches up) = Y P(X = k) {(q/p) k<n
k=0 1 k>n

which we can re-write as the finite sum

o35 -G))

where A = ng/p is the mean number of blocks that an attacker can
produce while the honest workers produce n blocks.

The bitcoin white paper (section 11) provides a C program to
compute this probability for fixed g =1 — p and varying n and
observes that the probability of catching up the honest workers drops
off exponentially with n.

What other probabilistic models would you suggest in place of the
Poisson assumption?
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Properties of discrete RVs

X [ P TmX) P(X=K) Var(X) |
Bernoulli pel0,1] {0,1} (1—p)ifk=0orpifk=1 p(1-p)
Bin(n.p) ne{1.2,...} {0.1,....n} Rk —pk np(1-p)
pe0,1]
Geo(p) | O<p<t (12..} p(1—p)k1 %29
U(1.n) ne{l2..} | {1.2...n} %

Pois(1) 250 {0.1,.} 2
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Properties of continuous RVs

[ RV, X | Parameters | Im(X) | fx(x) | E(X) | Var(X) |

b— 2
Uab) | abeR (ab) | 55 agb | (b-3)
a<b
Exp(A) | A>0 R reAX

N(u,0%) | neR R \/2;7(9—()‘—#)2/(202)
62>0
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