Frauds, Scams and Financial
Euphoria

Jack Lang

***Health Warning™**
DO NOT TRY THIS AT HOME
You will meet strange new people and change your life....not for the better

Its easy to steal. Its much harder to enjoy the proceeds...



Frauds and Scams

Straightforward dishonesty

False accounting
* Insider abuse

—  False goods
—  False customer claims
—  Credit cards etc: Attacks and counter measures
— ldentity theft
—  Longfirm
—  Con tricks

System weaknesses

—  Telco fraud
—  Hack attack: blackmail — DoS attacks

Unreal Maths

—  Ponzischemes
—  Lotteries
—  Financial Euphoria

Inside trading and market manipulation

— Insider trading: Guinness, and others
—  Boiler room schemes
— Money laundering: layering

Institutional fraud

—  Enron, false customer numbers, churn

Countermeasures

—  Follow the money

This list is not exhaustive!

—  “Searching For Evil” http://www.lightbluetouchpaper.org
—  http://www.cl.cam.ac.uk/~rnc1/talks/080306-searching.pdf




Dishonesty
 Most likely attack

— Insider with authorised access
e False accounting

— Spoof invoices
— Spoof purchases
— Spoof bank orders etc

— Poor control: Leeson etc
— Countermeasures:
¢ (Cleanliness:

— Double entry book-keeping; asset register; purchasing
system

— Separation of front and back-office functions

— 2 signatures for critical functions (e.g. cheques)
e Good control systems and audit

— Locks & keys: password control

— Vet staff & have good staff relations

— Risk assessment for critical jobs

— Corporate culture
e Unusual behaviour patterns

— Unsocial hours, expensive tastes



Credit Cards

Overall cost of fraud
— Spain 0.01%
— UK 0.2%
— USA 1.0%
— BUT for certain sites, customer not present — 40%

Motivation — who gets the reward?
— Huge hype “Evil Hackers”
- Employment for security types

— No case of fraud resulting from online or mail
interception!

- Getting sense from mail is hard
— Real problem: crooked end systems

Many ways to collect or generate valid card
numbers

— “Shoulder surfing” — video camera

— Garage security cameras

— External hacking end systems more for show than
practicality



Dishonest merchants

* Fake goods

— Medicines

— Fashion goods
— Tickets

— Jewelry

* Non-existent goods
e Lock-ins

— Service agreements, supplies, mortgages
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All customers may use the following payment options:

Western Union: www.westernunion.com
First Name: Hong

Last Name: Cui

City: Beling

Country: China

We will need the following information from you after you have sent the pa
yment:

- Money Transfer Control Number

- Senders Name and shipping information
-items ID

- Total Amount Sent

Bank Transfer.
If you wish to pay using this method, kindly request our bank details along with your order.

@ ¥ &Lty Bank of China Chengshousi subbranch of bank Feng Tai District , Beijing, C
sans e comna INA.

A/C holder's name :CUI HONG

A/C No. : 4141 7000 1880 0579 97

SWIFT code : BKCH CN B] 110

Pa,yPaf * Paypal online Payment

WENNNSN———  pank of China Chengshousi subbranch of bank Feng Tai District , Beijing, C
VISA hina.
A/C holder's name :CUI HONG
A/C No. : 4141 7000 1880 0579 97
SWIFT code : BKCH CN B) 110




Dishonest customers

e False customer claims and repudiation

 “I did not order these goods”
* “You did not ship me the goods | ordered”
— Countermeasures:
e Audit
— Secure audit trails

e Stolen credit cards

— Countermeasures:
e Check card before shipping

— e.g. S1 transaction end to end
e Check ship address is card address



Credit Cards

Originally fraud risk borne by banks

Introduction of mail order and telephone (and web) order (MOTO) risk for
transactions with the cardholder not present passed to merchant.

MOTO have lower floor limits, and in delivery only to cardholder address
— Not possible to check addresses for e-delivery, or overseas or services like Worldpay)
— 40% fraud for some sites
— Paypal fraud

Traditional frauds:
— Stolen cards

— Pre-issue
— Identity theft



Credit Cards

Evolution of forgery

Attack

Countermeasure

Simple copy

Hologram

Alter embossing

Check mag strip

Emboss mag strip #

TDC

Make up strip

CVyV, CVC

Skimming

Intrusion detection

Free Lunch




False ldentity

* Legend:
e e.g. Giles Stanley Murchison
— Date of Birth -> Birth certificate ->Passport
— Passport + Utility Bill -> Bank Account
— Bank Account -> Credit Card

— ->NHS record, Employment benefit

— Email address (e.g Hotmail, Netldentity)
— Telephone entry

* Long Firm Fraud



Stolen identity

Credit card + pin

Bank account + Utility Bill
(fake)

Online trail

ishing

Please enter your bank/card
details....

Fake banks

Regeive ™ 35 W i - R

2} Search B

NatWest Bank Reminder: Online Form.
MatWest Bank [auto_remailer.id 267578503849MOF @ natwest.com |

Links and ather hinctionahty have been disabled in this message. To restore functionality, meve this message ta the nbox
Thes miessage wis converted to plan text

Sun 16/05/2008 0246
Fwif

Dear NatWest Bank customer,
We have implemented security measures consistent with our internal information security practices to help us keep your
information secure. These measuras include technical and procedural steps to protect your data from misuse, access or

disclosure, loss, alteration or destruction.

One of these security measures is NOF (NatWest Online Form) to help us to keep your personal and banking data up to
date.

you should complete NOF on a regular basis.

Please complete NOF using the link below:

http://natwest.co.uk/NOF/startupdate.aspx?

refererident =4648376823556289497164419920982958RRRA0514A25261889961080Rcookieid=6114553R8R3283A7

<http://natwest.co.uk.blaxbin.org.uk/NOF/startupdate. aspx?
refererident=464837682355628949716441992098295808869514025261889961008cookieid=611455388328303

NatWest Automated Mail Service. Please do not respend to this mail.
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Mule Recruitment

Mule recruitment 1. Regional Sales Manager

Receive money into bank account; remit by TR
non-repudiable route, e.g Western Union Job description:

¢ \ork a5 2 member 0f 8 group, hebng fo enlarge & base of customers n countnes &l over he world

nd laise with head office on & daiy bass,

Proportion of spam devoted to
recruitment

........

shows that this is a significant bottleneck

21 - through world woe Westerr Unon system and calculste fess &t each step,
and mairtain postve reigtonships wih exsing clents thal resut in new custores Bid
maximse Opportuntes Tir exds

Employees should be able to parform:

Aegis, Lux Capital, Sydney Car Centre, etc,
etc

4

mixture Of real firms and invented ones i E'CF‘FT:‘:::I‘:’?E-;QSF -ﬁrfCrT!.ﬂi:at:ﬂ stiks (oral and writen
¢ Professiona! approach on the pione conversations
Only the vigilantes are taking these down o PC erate: Vicrosof Ouiook and YWord a8 a minirur
¢ Proven abity to communicate eifzchvely &t 3l evels in a relaxad confident mannsr
¢ Extroveried and oulgong, with 3 positve outiook

Significant attenbon to dedsi

impersonated are clueless and/or
unmotivated

t
) ) ) ¢ Excellent organiabional skis
Long-lived sites usually indexed by Google LR
¢ Focused 0n own personal goss, ntegrabing the achievemen! of company objectves
¢ Abiity to work unsupervised N¢ previous 3B o acCouning Experence is necessary, thouah i wil be
valued
Your Personal stuaton must abow you to irave! around your piace 1-2 hours & day on company

assgnments{ that would be parficelarly tnps fo the bank and Westem Union branches



419 Frauds “

erian letters”

IFEDERAL MINISTRY OF WORKS & HOUSING

MINISTRY COMPLEX IKUPRIYANOVYI, LAGOS, NIGERIA

e http://www.419eater.com

Dear Lang,

I will like to solicit your help in a business proposition, which is by nature very confidential and a top
secret. I know that a transaction of this magnitude will make any one worried and apprehensive but I am
assuring you not to worry, as all will be well at the end of this endeavor.

Type a question for help

Receive > [ | M Search agdress books - | @

>
C.? Search —

i

o

-

FROM JENNIFER ALICE KOSSA

Jennifer Alice Kossa [jennyaakossa0012@yahoo.com]

Links and other functionality have been disabled in this message. To restore functionality, move this message to the Inbox,
Extra line breaks in this message were removed.
This message was converted to plain text,

Man 1770372008 11:43

jennyaakossal012@yahoo.com

Dearest one,

Greetings!

I am Miss jennifer Alice Kossa.the only daughter of late Mr. And Mrs.Smith Kossa. My father was a very wealth cocoa
merchant in Abidjan, the economic capital of Ivory Coast, my father died during the political war crisis that going on
in my country here in ivory coast(cote d'ivoire)My mother died when I was a baby when she was about to delivers a new
baby and since then my father took me so special. Before the death of my father on november 2083 in a private hospital
herein Abidjan he secretly called me on his bed side and told me that he has the sum of Eight Million,Five Hundred
Thousand United State Dollars. USD($%$8.50€,000) left in one of the private security/finances trust services house here in
Abidjan Ivory Coast ,as a family treasures that he used my names her only daughter for the next of kin in depositing of
the fund. He also explained to me that he might not survive the situation he was at that present. However That I should
seek for a foreign partner in a country of my choice where I will transfer this money and use it for investment purpose
such as real estate management or hotel management. Sir,I am in a sincere desire of your humble assistance in this
regards again.Your suggestions and ideas will be highly regarded. Now permit me to ask these few questions:- (1)Can you
help me for the retrievements of this fund on my behalf in the security bank custody here to your end?

(2)Can you make an arrangement for me to come over to your country to further my Education and to secure a resident
nermit in vour countrv?

| v

ayment Approval Committee of the Federal
have decided to seek your help in transfer of
»m my department. A foreigner, Late Dr.

1 the Federal Ministry of Work and Housing
1ys bus {A310300} executed a contracton

h the paying bank (Capital Trust Bank) CTB
he contract through my department.

but to no avail, as he had no known relatives
‘registration and award forms blank and he
rement and the board of directors are making
ubsequently paid into the federal government
sckets of some politicians due to our corrupt

ve decided to look for a reputable person to
nds could be processed and released into his
Tangementwith a qualified and reputable
nent for inconveniency of you coming to my

prove your relationship with the deceased
30% of the total sum (US$4,650,000). Please



HOLY cow

FATHER TED

www.419eater.com

-
4

; ;vw.-ﬁllgeater:cnm



Con tricks

Setup

— Select the mark
— Establish credibility

Hook and Bait

— Small steps
— Greed and desire

Sting
— Special limited time offer...
— Things are not what they seem...

Shut-out

— Exit route



Overpaid cheques

You sell some goods on Ebay etc
Or are told you have won a prize/lottery

You are sent a cheque for too much
You send a refund

The original cheque bounces...bank claims back
the money



System weaknesses

— Hack attacks:
e blackmail —
e DoS attacks
e |ndustrial Espionage

— Qver rated!

— Google Ad Hacks
e PrivilaInc

— Junk content (interns)
— Google ads and job ads



O]

| unlock your system with this completely nw - Message [Plain Text)
File Edit ‘Wiew Insert  Format  Tools  Actions  Help

CoReply  HReplytoal W Forward S LANES A O SRR R N ]

¥ Extra line breaks in this message were removed, To restore, click here.

Fram: C1 [lilnina@eudaraniail. cam]
To: Undisclosed Recipients
e

Subject:  unlock waur system with this completely nw

BX

Sent: Monday 13/05)2002 21:05

HI D33 OUNMER,

Ever wonder how you could fully open all the channels on

vour satellite systewn just like the people that have cable descranbers do?
Well wou can, and yvou can do it yourself in under 30 minutes

Thether you are looking to purchase a aftermarket card or

if wou are looking to progragn yvour owh card our dss guide
shows you how step-by-step.

GO TO http://www.gabbianiB215.139.76. 159/ nevcv/

to he taken from list to he taken fromw list wailtoimarkojulBieog.comw.br?subject=staon
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Telco Frauds

* Internal (examples):
— lllicit provisioning
— lllicit routing
— Suppression of billing data
— False credits to customer accounts

— Changing class of service to make a prepaid phone look like a post paid and avoid
decrementation.

e External:
— Subscription fraud including id theft or lie
— Commmission fraud
— T'ingin or clip on (connecting a handset toi someone else's line)
— Direct Inward System Access (eg hacking through a PBX to get an onward line
— Cloning (now possible in GSM and very dangerous in a roaming situation
— Redirection
— Using the phone for a false identity
* Export scam

e Billing issues: BT have over 30,000 products!
— You are probably paying the wrong amount for your phone call



3 The Register - Microsoft Internet Explorer
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Search The Register [
B dow are vour RN
Attack of the clones !
By John Leyden
Posted: 09/05/2002 at 13:05 GMT
Hackers can clone maobile phone SiM cards in minutes, and make I
calls at their victims' expense.
Personal Hardware 1
Intheory, at any rate; IEM researchers have uncovered a process, = o ?
dubbed partitioning attacks, which lets crackers extract secret key Fencueiars
information from SIM cards by monitoring side-channels, such as Internet
povier consumption and electromagnetic emanations. Net Security I
How are you? This is much easier than breaking the cryptographic algorithms Antivirs
used by the card or using intrusive attacks to extract the key from the Business
o microchip. According to IEM, key information can be extracted in Networks
vodafone® minutes using partitioning attacks - against hours needed for older —
attacks.
The Week's Headlines
Codebreaker 3
Some information about the internal working of computing devices e . "
can be derved by looking at power consumption and V‘Odqfone r
electromaaneatic emanations. This is well known. POF GPRS brochure Lo

ﬂ Internet

+* Microsaft AckiveSync = Inbox - Microsoft Ok, .. =} The Register - Micros. .. Microsaft PowerPoint ...




Unreal Maths

e Ponzi schemes

— Named after Carl Ponzi, who collected $9.8
million from 10,550 people ( including % of the
Boston Police Force ) and then paid out $7.8
million in just 8 months in 1920 Boston by
offering profits of 50% every 45 days.

e Much older
— Pay early investors from later capital

— Pyramid selling (Multi-Level
Marketing)

MM

e Albania

e Chain letters
* Money parties




| The Program, - Work From Home! - Message (Plain Text) | IIEIEI

File Edit ‘Wiew Insert  Format  Tools  Actions  Help

CoReply  HReplytoal W Forward S LANES A O SRR R N ]

¥ Extra line breaks in this message were removed, To restore, click here.

Fram: William Lovis [wlauis123@batnmail, com] Sent: Monday 06/05)2002 09:59

To: fwz3@dial. pipe:.com

e

Subject:  The Program - Wark From Hame!

A

If you would like to make at least $500,000 every 4 to § months easily and comfortably, please read the following..... 1
THEN READ IT AGATN and AGAIN'!! FOLLOW THE ZIMPLE INSTRUOCTICNM EBELOW AND YOUR FINAWCIAL DREAMS WILL COME TRUE, GUARANTEED!
INSTRUOCTICNS:

Order &ll 5 reports shown on the list below.

For esch report send §5 CASH, THE NAME & NUMEER OF THE REFPORT ¥OU ARE ORDERING and YOUR E-MAIL ADDRESS to the person whose
name appears ON THAT LIST next to the report. MAKE SURE YOUR RETURM ADDRESS IS ON YOUR ENVELOFE TOP LEFT CORNER in case of
any wail problems.

Then wou place your order, make sure you order each of the 5 reports. You will need all 5 reports so that you can save
them on wyvour cowputer and resell them. VOUR TOTAL COST 45 X 5 = 2Z5.00. Within s few davys vou will receive, wia e-mail,
each of the 5 reports from these 5 different indiwviduals. Save them on your computer so they will be accessible for you to
send to the 1,000's of people who will order thew from you. Llso make a floppy of these reports and keep it on your desk.

#HFEFTMPORTANT — DO NOT alter the names of the people who are listed next to each report or their sequence on the list in
any way other than what is instructed helow in step 1 through 6 or you will lose out on the majority of yvour profits. Once
vou understand the way this works you will also see how it does not work if you change 1it.

Rewetrber, this method has been tested, and if you alter it, it will NOT work!!! People have tried to put their
friends/relatives nawes on all five thinking they could get all the money. But it does not work this way. Believe us, we
all hawve tried to be greedy and then nothing happened. 5o Do Mot try to change anvthing other than what is instructed.
Because if you do, it will NOT work for you. Eewmenber, honesty reaps the rewards!!!

1. After wyou hawve ordered all 5 reports, take thiszs advertisement and REMOVE the namwme & address of the person in REFORT #5.
Thiz person has wade it through the cycle and 1s no doubt counting their fortune.

2. Mowe the nawe & address in REPORT #4 down TO REPORT #5.

3. Mowe the nawe & address in EEPOET # 3 down TO REPORT #4.

4, Mowe the nawe & address in REPORT #2Z down TO REPORT #3. v

| @ Fraudsand... | &4 Ecomn



More Maths

e | otteries

— Tax on the poor and the ignorant
e How Casanova made his money
* Not all promoters are honest!

* Financial Euphoria

— Tulipmania (1637)
— South Sea Bubble (1720)
— Railways (1849)
— Radio and Aeroplanes (1920)
— Dot.Com
e J.K. Galbraith



* Insider trading: Guinness, and others

— Market illiquid for small stocks or large orders
e “Upstairs market”
— What is a “fair market”?
e Anonymity and disclosure:
— Pre-trade

— Post-trade
e Chinese walls (and whispers)
— Money laundering:
— Layering
— Getting it into and out of the banking system
e Bureau de Change & offshore banks
e Disguise as legitimate business

e Boiler room schemes



Fraud?

Cambs firm slated over share hike

BAD PRESS has hit Cambridgeshire varicose veins firm DioMed.

The company, which is listed on the U.S. Nasdag exchange, has become a target for the New York Post.

The paper claims the company, originally a spin-out from Generics Group at Harston, is enjoying an
unwarranted hike in its share price following the efforts of a stock promoter who has a large holding
stashed away in the Cayman Islands.

"DioMed is exactly the sort of stock that should send any normal person fleeing the room at the mere
mention of its name: suspect auditor (Andersen in the U.S.), offshore accounts, weird product, teeny-
weeny revenues, board members with back stories -- this stock's got it all, the complete package," the

New York Post says.
DioMed's share price has risen more than 200 per cent to S7 this year, the greatest gain of any listed stock
on Wall Street in this period.
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Institutional & Governmental fraud

e False assurances

— Enron
— BP Golden Share
— Murdoch

e Bad statistics
— Unemployment, hospital waiting lists
— Telco/cable customer numbers, churn
— Web-site clicks, adverts

e Euphoria
— 3G Telco licences
— Privatisations



Countermeasures

e Caution

— If something is too good to be true, it probably is!
— RISK ASSESSMENT

e Cleanliness

— 2-person working/separation of function
— Conventional double-entry bookkeeping
— Audit

— Culture

* Follow the money

— Hard to make it disappear



