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ê Õ�Õ±Ù¿Õ±ÖªÚ-Þ ê Ü�Ý�Ö×èfÕ±ãÁá·ØoÛÆâ�Ý�Ü�ÝqÚ-ÞoÛMåÃÔ�Ø�ÙaÚ	Õ ëFÚ	Ö�ì�ÞoÙfãÁãfÝ�ÖªÔ�ÛªÕ±Ú	Ý�Ø�Ù�ÞoÛMå¤ÖªÔ-èfÕ�â�Õ�Ö�ÞoÛªÕ�Þ«Ö×Ö×ØFÔ�Ý�Þ«Ú	Õ±ãîí:Ý�Ú	è¤Ú×èfÕ
ãfÕ±Ö×Ý�ï�ÙÀØoádâ�Ø�ÖªÚÄØ�à6Õ±Û	Þ«Ú×Ý�Ùfï ÖªåFÖªÚ×Õ�â�Ö�æ_ðñèfÕ�ÙÃãfÝ�ÖªÚ×Û×Ý ê ß1Ú	Õ±ã�ÖªåFÖªÚ×Õ�â�Ö¢í¦Õ±Û×Õ�ò�ÛªÖªÚ_ãfÕ±Ö×Ý�ï�ÙfÕ�ã�ì ê ÞoÖªÕ�ãÃØ�Ù
Õ±â�Õ±Û×ï�Ý�Ùfï Ü�Ø8Ô�ÞoÜ�Þ«Û×ÕeÞ®Ù1Õ±ÚbíDØ�Û×ó+Ú×Õ�Ô-èfÙ1Ø�Ü�Ø�ï«å�ì�Õ±ÙfÔ�ÛMå8à8Ú	Ý�ØoÙ8ôbàfÛªØoÚ	Õ±Ô±Ú×Õ�ã�ì§Ô�Þoà�Þ ê Ý�Ü�ÝqÚbåYô ê ÞoÖªÕ�ã�Þ«Ô�Ô�Õ±Ö×ÖlÔ�ØoÙ8ô
Ú×Û×Ø�Ü§í¦ÞoÖÄØoá�Ú×Õ�Ù�ßfÖ×Õ±ã�æ¢õÄéoÕ�ÛXÚ×èfÕ�åoÕeÞoÛªÖXÚ×èfÝ�ÖXÞoàfàfÛªØaÞoÔ-è�èfÞoÖXïoÛ×ØJí:Ù�Ý�Ù�à~Ø�àfßfÜ�ÞoÛ×ÝqÚbå¾ÞoÖÄÖMåFÖªÚ	Õ±â�ÖXè�Þeé�Õ
ê Õ�Ô±Ø�â�ÕºÜ¼ÞoÛªï�Õ�Û_Þ«ÙfãÃâ�Ø�ÛªÕºí:Ý�ã1Õ�Ü�å�ãfÝ�ÖªÚ	ÛªÝ ê ß8Ú	Õ�ã�æºö¥èfÕ�Ô�Þoà�Þ ê Ý�Ü�ÝqÚ	Ý�Õ±ÖXèfÞJéoÕ ê Õ±Ô�Ø�â�Õ�Õ�ÙfÔ±ÛªåFà1Ú×Ý�Ø�ÙÃàfÛªØ«ô
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ç+Þ«Ù�Þoï�Ý�Ùfï�Ú	èfÕDÞoÔ±Ô�Õ�ÖªÖ>ÛªÝ�ï�èaÚ×Ö@Ø«á1àfÛªÝ�ÙfÔ±Ý�à�Þ«Ü�Ö�Ú×ØXØ êY÷ Õ�Ô±Ú×Ö ê Õ�Ô±Ø�â�Õ�Ö�Ý�ÙfÔ±Û×Õ�ÞoÖ×Ý�Ùfï�Ü�åXãfÝqø�Ô±ßfÜ�Ú@Þ«Ö@Ý�ÙfãfÝqé8Ý�ãfß�ÞoÜ
ÖMå8ÖMÚ	Õ±â�Öjï�Û×ØJíùÝ�ÙÃÖ×Ý�ú�Õ&ÞoÙfãäãfÝqû�Õ±Û×Õ�ÙaÚjÖªåFÖMÚ	Õ�â�ÖjÙfÕ�Õ±ã)Ú	Ø¾Ý�ÙYÚ×Õ�ÛªØ�à6Õ±Û	Þ«Ú×Õoæ&ö¥èfÕ&àfÛªÝ�éFÝ�Ü�Õ�ï�Õ±ÖlÞoÖ×ÖªØ8Ô±Ý¼Þ«Ú×Õ�ã
í:ÝqÚ	èjÞ¥Û×Ø�Ü�ÕdÞoÛ×Õ�Ü�ÞoÛ×ï�Õ±Ü�åXÝ�Ùfã1Õ�à~Õ�ÙfãfÕ±ÙaÚ�ØoáYÚ×èfÕdàfÛ×Ý�ÙfÔ�Ý�à�ÞoÜ�Ö6í:èfØXâ�Þeå¢Ô±ßfÛ×ÛªÕ�ÙaÚ	Üqå¢ò�Ü�Ü«Ú	è�Þ«Ú�ÛªØ�Ü�Õ«ìhÞoÙfã_Ú	èfÕ±Ö×Õ
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i$pm}slY{¯p6iX|Gi$`Lw�`s}Ll,jmlY{,÷[bedGl¼gtuYbe`cwtgtbe`Lpmf�uYpmfGoG`cbe`LpmfG{*p6¬ãikp6}sl,{¯q¥gSz�`sf�u,}s��oGlOgt|G|Ip6`sf\beq�l,f\b¯u,l,ibe`c� �
u,gtbelY{,~ØÍ�l,i${k`L{$belYf\b u,iklYoGl,f\bk` g6}L{�>gt{Øpm|G|;pm{$l,o�bep¯{klY{k{k`Lpmf � }s`sq�`Lbkl,o]ikpm}Ll"q�l,qOxIlYik{kd�`s|OuYl,ibe`L�GuSgtbkl,{
�=Ê � ±�{��k�*g6ikl]`sq�|G}Ll,q�l,f\belYo�g6{¯g6|G|;pm`Lf
bkqrlYf\b¯uYl,ibe`L�GuSgtbkl,{,�;_adG`su�d�oGp¥f�p6bXuYpmf�¬BlYiX|Gi$`Lw�`s}Ll,jmlY{
o�`siklYuYbk}Lzm~

ö Êapm}Ll�g6uYbk`Lwtgtbe`LpmfRu,p6fGoG`Lbk`spmf�{uSg6f�g6}s{$p�`LfGu,}L�GoGlvuYpmfG{$bkieg6`Lf\be{*pmf�bkdGl]u,pmf\bel Ò�bS��_adG`su�d�q��G{bXx;l
u�d�l,u�í6lYoyoG�Gi$`sfGjhi$pm}sl�g6unbe`cw6g�be`sp6f(~

ö ÿÚl®|Gi$pFw�`LoGl�g6f £���� ��� ��ý8���nü�þ � �
	��n� �8� þ ù ��¤¥�n��� ~ ±�lYi$b�gt`sfðikpm}Ll®g6unbe`Lwtgtbk`spmf×u,pmfGo�`Lbe`LpmfG{�g6i$l
{$|IlYu,`c��l,oïg6{Jd�gSw�`sfGjbkpikl,qrg6`Lfv{egtbk`s{$�Gl,o�¬Bpmi2bed�l�i$pm}sl�bepiklYq¥gt`sf�g6unbe`Lw6l6~0½dGl,{$l�gtiklãq�pmfG`LbkpmiklYo
gtfGo�g�i$pm}sl�`L{oGlSgtuYbe`cwtgtbelYo�`c¬Øgtf
z�x;l,uYpmq�l,{¬=g6}s{$l6~

À¯fÚp8wmlYi$w�`sln_¿p6¬�È*Àvë�¸ë�`s{�jm`cwmlYfÚ`Lf×Ù Îm�0Ï�Ü>�îoGlYbeg6`s}L{vp6¬�`cbe{�g6i$u�dG`Lbkl,unbe�Gi$l¥g6f�oÚlYfGjm`sf�l,l,i$`sfGj�u,g6fWx;l
¬Bpm��fGo�`sfÚÙ��Ü0g6fGo�gh¬Bp6ikqrg6}2q�p�o�l,}(`L{|GiklY{kl,f\bkl,oy`LfWÙ��tÜ>~

ó



service A

CR
role membership certificate 

for principal P
issued by service A

RMC

prerequisite roles:
  P has a specified RMC issued by A
  P has a specified RMC issued by B
appointment certificates:
  P has a specified certificate
environmental constraints:
  parameter value/relationship
  the time is as specified by policy

P is issued an additional RMC by B

service B

CR

role membership certificate
for  principal P

issued by service B

RMC

event channels 
for revocation

CRRMC

new role membership certificate
for  principal P

issued by service B

This is the policy specification by service B, in Horn clause form, 
of the conditions for principal P to activate some role

administrative 
database

for domain 
of service B

   CR = credential record
RMC = role membership certificate

time service for 
domain of service B

Appointment Certificate 
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principal

Service X

authorization 
policy

OASIS
secured
service

access control

role activation

b) Per-Domain, Certificate Issuing and
         Authentication (CIA) Service

1,2
activate
role

3,4
invoke service

(3)
service asks 
CIA to validate
certificate4

Service X

role activation
policy

credential records
(status of RMCs of

this and other services)

certificate validation

other services

role
activation

RMC    =  role membership certificate

RMCRMC

1 2 3
credentials

=  role activation
=  service invocation

1,2

3,4

Service X

authorization 
policy

OASIS
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