The Problem

Creating signatures for Network Intrusion
Detection Systems Is difficult for a number of
reasons:

The process Is manual, slow and error-
prone , leading to signatures that often are
either too narrow (causing false negatives)
or too loose (causing false positives).

Good signhatures require detalled
knowledge of the specific traffic
phenomenon they are designed to capture.

Our Approach

Honeycomb applies protocol analysis and
pattern detection techniques to network traffic
on honeypots, without hardcoding any
application-specific knowledge. This approach
has the following benefits:

Traffic on a honeypot can be assumed to
be malicious .

Traffic volumes are manageable as
honeypots see comparatively little traffic.

The results are automatically-generated,
precise signatures for malicious traffic.
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Signature Creation Algorithm

The algorithm triggers on two major events:

Packet interception

In- and outgoing packets are intercepted
and analyzed in two phases:
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tests headers for
protocol compliance.
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Periodic timeouts

The signature pool Is periodically reported
to configurable output mechanisms,
currently producing Bro or Snort signhatures.

Flow Reassembly

Honeycomb performs per-direction flow
reassembly, creating connection state as a
seguence of messages . Terminated
connections are marked

but not iImmediately
released, as the sys-
tem uses them to look
for traffic patterns later
on.

LCS Algorithm

Honeycomb uses an O(n) longest-common-
substring algorithm based on a suffix tree
Implementation to detect patterns in the flow
messages.
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Message Pattern Detection

Honeycomb employs two pattern detection
strategies:

Horizontal Detection applies LCS to
iIndividual messages at the same depth.

Vertical Detection concatenates a
number of messages before applying LCS.
This improves detection In interactive
sessions and masks morammry [ peramm—

TCP protocol dyna-
mICS.

Initial Results

Our tests have produced encouraging
results , particularly for worm detection

The system generated full signatures for
the SQL Slammer and Code Red |l worms.
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Aggregating identical signatures by
destination ports reduces the number of
signatures and is well-suited to capture
portscans .

Summary

The system works and creates useful signa-
tures. Future work will include minimizing
the per-packet overhead and approximate
pattern detection to allow generation of
regular-expression type signatures.



