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NetFlow Data
Export:

e Data Switching

e Data Aggregation
e Data Export

RMON Probe

Network Planning

RMON Application

NetFlow
FlowCollector:

e Data Collection

e Data Filtering

e Data Aggregation
e Data Storage
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Network Data Analyzer:

¢ Data Presentation

¢ Flow Control and Configuration

Partner Applications
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Multi-Layer Protocol Extraction Multistag
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Source | Destination Pratocal Info
0. 0000 210. 2,184,125

# Frame 1 (122 bytes on wire, 122 bytes captured)
= Ethernet II, Src: Cisco_la:cf:33 (00:15:2b:la:cf:33), : 15:2h:az2:ac:
F Destination: Cisco_az:ac:33 (00:15:2h:az2:ac:33)
F Source: Cisco_la:cf:33 (00:15:2b:la:cf:33)

Type: MPLS Tabel switched packet (0x8847

= MultiProtocol Label Switching Header, Label: 1410, Exp: 0, 5: 1,
MPLS Label: 1410
MPLS Experimental Bits: O
MPLS Bottom Of Label stack: 1
MPLS TTL: 251

= Internet Protocol, sSro: 210.2.184.253 (210.2.184.2530,
version: 4
Header Tength: 20 bytes
pifferentiated Services Field: 0x00 (DSCP O0x00: Def
Total Length: 104
Identification: oOxafdz (e
Flags: 0x00
Fragment offset: O
Time to Tive: 252
Protocol: GRE (Ox2f)

00 15 z2b ac
Th T el

cl il
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F Frame 1 (122 hbytes on wire, 122 bytes captured)
+ Ethernet II, Src: Cisco_la:cf:33 (00:15:2b:la:cfF:330, Dst: Cisco_Oe:d8:06 (00:0cCc:cf:02:48:067)
= Internet Protocol, Sre: 202.154.255.57 (202.154.255.570, DsT: 202.165.244.1 (202.165.244.10
wvearsion: 4
Header Tength: 20 hbytes
Differentiated services Field: 0=00 (DSCP O0=x00: Defaul
Total Length: 108
Identification: Oxa37l (418410
Flags: Ox0O
Fragment offset: 0O
Time to Tive: 246
Protocol: GRE (0x2f]
Header checksum: 0x9875% [correct]
Source: 202.154.255.57 (202.154.255.57)
Lestination: 202.165.244.1 (202.165.244.10
Generic Routing Encapsulation IR
B Flags and wersion: 0000
Protocal Type: IP (0x0S00)
Internet Protocol, Src: 202.61.43.36 (202.61.43.360, Dst: 192.1658.191.140 (192.168.191.1400
Generic Routing Encapsulation £Transparent Ethernet bridging)
IEEE 802Z.3 Ethernet
Logical-Link Control
Internetwork Packet exchange
IFx Routing Information Protocal

o0 0c of O 48 06 00 15 2b 1a

o0 &c a3 F1 oo 00 f8 2F 98 75

fa 01 o8 00 45 00 00 54
Ca ad 2b 24 <o as bt 8c .. ..
ff ff 00 15 58 db fo 6 00 2¢c 20 20 03 Ff ... .. .
28 00 01 00 00 QO OO0 ff T
bd b khO 00 15 58 dS O &2 04 53 00 01 8d  sS......
bhe ¥Ff £F £F fFf 00 Q0 00 gEw
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File Edit Wew Go Capture Analvze  Statistics  Telephony  Tools  Help

Buoes EEXEE Aacr»aTLIEE QQAl #EB x| 8

Fi_Iter:| |v Expression... Clear Apply

| Source - | Drestination
1%¢.1a8.1.17 E 1.4¢
|
B Frame 11837 (76 bytes on wire, 76 bytes captured)
® Ethernet II, Src: Cisco_Bd:92:c0 (00:16:9C 6 e, 0[S tle:l2:34:bo)
® Internet Protocol, Src: 192.168.1.17 Ao.1.170, Dst: 212.71.46.5 (212.71.46.5)
= User Datagram Protocol, Src Pg (17010, Dst Port: 12 (1701
Source port: 12F (17013
Destination port: 12f (17010
Length: 26
® Checksum: 0x0000 (nonel
= Layer 2 Tunneling Protocol
H Packet Type: Data Message Tunnel Id=9%117 sSession Id=34365
Tunnel ID: 9117
Session ID: 34364
® Point-to-Point Protocol
® PPP Link Control Protocol
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Host Software with Virtual Interfaces (GRE, L2TP, MPLS)

Java gui _~_  Collector

Java libraries Perl libraries
. A

NetFPGA Driver

Control Path

NetFPGA Card

Netwc?rk " NetFlow v5
Traffic
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Resource Utilization

o Only about 3% extra resources were used to incorporate
the support for GRE, MPLS and L2TP Protocols

Table 1: Resource utilization of the Current Table 2: Resource utilization of the Original
Architecture with Virtual Interfaces (MPLS, NetFlow probe Architecture with only 1314
L2TP, and GRE) plus 1314 protocol protocol

R XC2VP50 Utilization
Utilization Percentage
. 18276 out of .

R XC2VP50 Utilization
Utilization Percentage
. 17617 out of .

4 - Input 25165 out of o
LUTS 47232 23%
: 21244 out of 0
Flip Flops 47232 44%
Block RAMs | 200 out of 232 86%

4 - Input 23319 out of 0

LUTS 47232
: 19504 out of 0

Block RAMs | 200 out of 232
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Source
0950 192,168, 0.2

12 2.800918 192.1658.0.2

Destination
1%2.168.0.1
152.168.0.1

Protocal

1l (wh T low
total: 1 (w5 fTlow

= User Datagram Protocol, Src Port: ewdgs (40927,
Source port: ewdgs (40920
Destination port: palace-5 (9990
Length: 80
# Checksum: Oxaadd [walidation disabled]
= Cisco mMetFlowIPFIXx
version: 5
Count s 1
SysUptime: 1375669
Timestamp: Sep 4, 20010 156:35:14.604505
FlowsSequence: 81
EngineType: 0
Engineld: o
0o, . e e
.. 00 0000 QOO0 Q000 = samplerate: O
pdu 1,71
Sroadde: .
Dstaddr: 224.0.0.252 =
MextHop: 0.0.0.0 (0.0.0.00
InputInt: 0
OutputInt: 1
Packets: 2
Octets: 100
[DCuration: ©0.100000000 seconds]
SrCcPort: 58977
DstPOrt: 5355
padding
TCP Flags: Q=00

oot aenl s 17

Dst Port: palace-5 (95

= samplingmMode: Mo sampling mode configured (00

NetFlow (CFlow)
Packets

Using UDP as
Export Transport

Top Header of
NetFlow Record

Data PDU
NetFlow Record

[ —— (S [

oo Qg asg 0l o3
00 01 [WRsERNETE]

15 dc

oo Qg
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Conclusion

* Presented a generic protocol extraction layer
for Netflow probe architecture

o Primary focus on extraction mechanism for

technologies supporting virtual interfaces 1.e.
MPLS, L2TP and GRE

* The architecture finds applications 1n
— Deep Packet Inspection (DPI)

— Voice over IP (VoIP) monitoring

- Accounting / Billing
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System Demonstration Setup for
Multi—lOGigabit networks

Avnet PCle Card
==L (10G Traffic Generator)

Remote Collector B

Hitech Pcie 40G Card
(Netﬂow Probe)
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