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NAME
cap_ent er,cap_get node — Capability mode system calls

LIBRARY
Standard C Library (libc, —Ic)

SYNOPSIS
#i ncl ude <sys/capability. h>
i nt
cap_enter (voi d);
i nt
cap_get node(u_i nt [hodep);

DESCRIPTION
cap_ent er () places the current process into capability mode, a modeaiten in which processes may
only issue system calls operating on file descriptors or reading limited global systenfstass to global
name spaces, such as file system or IPC name spaceseiggute Ifthe process is already in a capability
mode sandbox, the system call is a no-op. Future process descendants crdate k(2h or pdf or k(2)
will be placed in capability mode from inception.

When combined with capabilities created withp_new(2), cap_ent er () may be used to createrkel-
enforced sandboxes in which appropriately-crafted applications or application components may be run.

cap_get node() returns a flag indicating whether or not the process is in a capability mode sandbox.

CAVEAT
Creating efective process sandbes is a triclt process that wolves identifying the least possible rights
required by the process and then passing those rights into the process in a safe Seaniher CHEAT
section ofcap_new(2) for why this is particularly triclg with UNIX file descriptors as the canonical repre-
sentation of a right. Consumers @&p_ent er () should also beveare of other inherited rights, such as
access to VM resources, memory contents, and other process properties that should be cohsislered.
advisable to uséexecve(2) to create a runtime environment inside the sandbox that has asécitly
acquired rights as possible.

RETURN VALUES
Thecap_ent er () andcap_get node() functions return the value O if successful; otherwise theev-1
is returned and the global varialgdgno is set to indicate the error.

SEE ALSO
cap_new(2),f execve(2),capsi cun(4)

HISTORY
Support for capabilities and capabilities mode wagldped as part of therustedBSDProject.

AUTHORS

These functions and the capability facility were created by Robert N. M. Watson at #eesitjnof Cam-
bridge Computer Laboratory with support from a grant from Google, Inc.
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