MSNL Connection Managemen t

Simon Crosby

F ebruary 16, 1993

1 In tro duction

This do cument prop oses a management and control architecture which aims to p ermit

exible, platform indep endent communication management in MSNA. The management

and control (M&C ) functions are those required to set up and maintain a data path (a

liaison) b etween two MSNL Service Access Points (SAPs) in an MSNL internetwork, and

include the following tasks:

1. Signalling b etween intranetw ork entities.

2. Signalling b etween network entities and internetwork routers.

3. Internetwork signalling b etween internetwork routers.

4. T op ology determination and routeing of internetwork requests.

5. Allo cation and management of MSNL SAPs.

6. Resource management and monitoring to ensure that QOS constraints are met.

7. Network maintenance functions.

Other functions may also b e required for sp eci�c communication needs. The most basic

requirements of a network entity which wishes to use MSNL include only:

� Signalling to intra- and internetwork entities requesting connection set up and tear-

down.

� T erminating the MS-Access, MSDL, MSNL, and MSSAR layers to p ermit data trans-

fer.

Current implementations of MSNL combine the functions for data transfer and network

M&C into a single functional unit, normally b ound within the kernel of the host op erating

system in an op erating system sp eci�c manner. Because it is di�cult or imp ossible to

gain access to the M&C functions from outside the kernel this has led to the de facto

\de�nition" of an MSNL entity as the communication part of an op erating system kernel.

The consequences of this de�nition are that:

1. Every MSNL entity must incorp orate a kernel (or su�cient intelligence) to p ermit it

to carry out MSNL management and control functions.

12{1

Higher Layers

Control Plane

Adaptation Layer User Plane

Adaptation Layers

Physical Layer

ATM Layer

Control Plane User Plane

Management Plane

Layer Managment

Plane Managment

Higher Layers

MS-Access MSDL MSNL

MSSAR { { {

Figure 1: BISDN proto col reference mo del

2. An MSNL entity

, and therefore its management plane, is b ounded by an op erating

system kernel.

Consequence 1 means that dumb devices such as the A

TM camera, which cannot supp ort the

M&C functions cannot use MSNL for data transfer. Consequence 2 makes the management

of multipro cessor entities such as switches very di�cult, b ecause each pro cessor (kernel)

is resp onsible for its own management. It is imp ossible to manage shared resources, such

as switch bandwidth, without managing the functionality of a switch as a single ob ject

with multiple interfaces. This prop osal outlines an approach to MSNL communication

management which will p ermit us to avio d these unneccessary restrictions.

The remainder of this do cument is structured as follows: Section 2 argues for a distinc-

tion in functionalit y b etween the di�erent planes of the MSNL proto col stack, and identi�es

the functions of each plane. With reference to this mo del, Section 3 identi�es the elements of

the prop osed management and control architecture, and Sections 4 and 5 describ e the pro-

p osed structure of the control and managment planes, discussing metasignalling, signalling,

connection management, routeing and other functions of management and control.

2 The MSNA Proto col Stac k

It is imp ortant to distinguish b etween the di�erent functions required for data transfer, net-

work control and network management. The reference mo del for the BISDN proto col stack,

pictured in Figure 1, identi�es three proto col planes, the user, control and management

planes. It is p ossible and indeed desirable to identify similar layer and plane b oundaries in

the MSNA proto col stack, and for the sake of simplicit y we will adopt the BISDN plane

and layer terminology in the discussion which follows. The layers in the MSNA proto col

corresp onding to the BISDN stack are are indicated to the left of the diagram.

The user plane contains the functions required to transfer data b etween two network

entities. This involves terminating the MS-Access, MSDL, MSNL and MSSAR layers at

12{2 every communication endp oint. The control plane is resp onsible for the following functions:

� Establishment, maintenance and teardown of connections.

� Supp ort for p oint-to-p oint, multicast and broadcast communication.

� Negotiation of tra�c parameters at the time of connection set up.

� Addition / deletion of connections to / from a muilticast call group.

� Resource control during a call. eg. congestion control and p olicing.

� Resource control at connection set up. eg. Connection Admission Control (CAC).

� Determining the network top ology and the cost asso ciated with each path through

the network.

� Routeing of connection requests through the network and b etween networks.

Management plane functions include fault detection and rep orting, con�guration and

top ology management, �nancial management (charging & maintenance), p erformance mon-

itoring and rep orting, access and security management and design management [1]. Thus

the management plane is not concerned with the establishment of communication p er se. It

provides access to information on the network state and p ermits the management of each

layer of the proto col stack.

3 Managemen t and Con trol in MSNL

This section identi�es the comp onents comprising a hierarchically structured MSNL inter-

network, and asso ciates with each layer of the hierarchy a set of functions which implement

the management and control plane for MSNA at that layer.

3.1 Net w ork En tities and Managemen t Domains

W e de�ne a network entity to b e an ob ject which has one or more network interfaces. W e

wish to depart from the restrictiv e requirement that each network entity must implement

the functions of the management and control planes as well as those of the user plane.

W e therefore de�ne an MSNL Management Domain (MD) as a collection of one or more

network entities group ed together for the purp oses of management and control. Each MD

implements those functions of the management and control planes which are required to

ensure that the network entities in the MD can achieve their communication needs b oth

within the domain and b etween management domains. Although the grouping of entities

into a domain may b e arbitrary

, in practice a MD will probably re ect a logical group of

entities, such as a switch. Within a MD the b oundaries b etween entities are preserved {

this is required b ecause each entity is still capable of indep endent communication. At the

MD level each entity is abstracted as a set of interfaces which provide the management

and control functions access to the MSNL, MSDL and MS-Access instances in the entity .

An entity exp orts via these interfaces information regarding its physical connectivity and

capabilities, and also its status.

12{3

Pod 0

Pod 1

Pod 2 Pod 3

Port Controller

Null Port Controller

Entity 0 Entity 1

ATM Camera

Entity 2

Port Controller

Pod 4

Pod 5

Pod 6

Fabric Pod

Transmission

Ethernet

Transmission

Transmission

Fabric Pod

Fabric Pod

Fabric Pod

Switch Fabric

CPU CPU

Pod 7

Figure 2: An Example MSNL Management Domain

Each network interface (also referred to as a p o d) attached to an entity is assigned an

interface address which is unique in the MSNL internetwork. An entity is resp onsible for

implementing the user plane of the MSNL proto col stack for each of its p o ds. Thus an entity

should b e able to terminate the MS-Access, MSDL, MSNL and MSSAR proto col layers in

the user plane for each p o d, according to its needs. In addition an entity may provide

supp ort for the external implementation of the control and management plane functions

for each layer of the proto col stack. F or instance at the MS-Access layer an entity may

exp ort an interface which p ermits the management function to detect the error rate for the

p o d, or measure its p erformance. The control and management functions for each layer of

the proto col are implemented on b ehalf of the entity by a set of co-op erating management

and control services which are instantiated p er MD and which interact via well de�ned

interfaces. The de�nition of the interfaces exp orted by each entity to p ermit the external

implementation of the management and control planes is dealt with in the sections which

follow. Figure 2 illustrates a MD comp osed of 3 entities. Entity 0 is a F airisle Port Controller

(FPC) with an Ethernet interface. Entity 1 is an A

TM camera, and entity 2 is a F airisle

Port Controller and an attached Null Port Controller. This entity has 4 interfaces.

Some entities in a MD may b e incapable of exp orting the management and control

interfaces mentioned ab ove. An example is the A

TM camera, which exp orts a control inter-

face which is entity sp eci�c. Since the management and control services exp ect each entity

to exp ort the appropriate interfaces, however, they must b e implemented for each entity

within the MD, p ossibly by a proxy ob ject which translates calls from the management

and control services into the entity sp eci�c control proto col to achieve the management and

control functions.

A MD is regarded as a single functional unit insofar as management and control are

concerned. The con�guration of an MD is �xed, and known when the MD is initialised.

When an entity in an MD fails (crashes), then the MD is considered to have failed, and

must b e restarted. This restriction is motiv ated mostly for reasons of network consistency ,

12{4 but it may b e p ossible in practice to relax it so that an MD is considered to have failed

when any of its essential control and managment services fails.

3.2 MSNL Net w orks, Subnet w orks and In ternet w orks

T o p ermit the de�nition of the terms used to describ e MSNL networks, we de�ne the typ e

of an MSDL instance to b e the typ e of the physical layer on which it is implemented, for

example CFR, CBN or YES/MA

YBE. Di�erent physical interfaces may exist for an instance

of the same typ e, for example ethernet interfaces could b e of kinds DEQNA or LANCE,

but they interface to an instance of typ e ETHERNET. Note that these de�nitions are at

o dds with the current W anda de�nitions.

The physical layer typ e frequently prescrib es the class of MSDL which is implemented

up on it. F or instance the common cell size on the CBN and CFR can most e�ciently

supp ort the MSDL class MDL, whilst the YES/MA

YBE typ e e�ciently supp orts the class

FDL. Note, however that a network of typ e ETHERNET could easily supp ort several MSDL

classes. Within a class, di�erent sub classes of an MSDL instance are p ermitted, however

we do not distinguish b etween them here.

F or the purp oses of this do cument we de�ne an MSNL subnetwork as follows: A sin-

gle instance of MSDL, of any typ e, represents a (primitive) subnetwork. A set of MSDL

instances (primitive subnetworks) of the same typ e which are directly interconnected also

comprise a subnetwork. MSDL instances are interconnected by the MDs which are attached

to them. According to this de�nition a set of F airisle switches linked together by p oint-to-

p oint links constitute an MSNL subnetwork; similarly a CFR is an MSNL subnetwork.

Each network interface within an MSNL subnetwork is given a unique MSNL interface

address. Asso ciated with each MSNL interface address is a mask which can b e applied to the

address to identify the subnetwork to which the interface is attached. A MD is assigned a

primary address which is the address of one of its interfaces, and its other interface addresses

are known as aliases.

The p oint of interconnection of two MSDL instances of di�erent typ es will, in general,

delimit two subnetworks. Two or more interconnected subnetworks form an internetwork.

The terms network and subnetwork can b e used interchangeably

. Administrative or logical

b oundaries may b e imp osed on the network structure. Administrative b oundaries are au-

thoritative in the sense that they can imp ose subnetwork b oundaries which are in contrast

with the rules ab ove. As an example two CBNs with a single host MD which is a router

b etween them could b e regarded as a single subnetwork, however it may b e more conve-

nient to view them as b eing separate subnetworks based on their physical connectivity or

for other administrativ e reasons.

Entity 2 in Figure 2 has interfaces onto two MSNL subnetworks. Where an administra-

tive b oundary exists b etween two subnetworks, the management and control functions for

the network entity bridging the two subnetworks may b e split b etween two MDs. In this

case each MD will implement management and control functions for the interface(s) and

asso ciated proto col layers which lie within its administrative b oundary .

12{5

4 The Con trol Plane

The control plane functions are implemented by a set of co-op erating services within each

MD. Layer b oundaries are preserved within each service, and access to the control plane is

gained via control interfaces exp orted by each service. W e describ e each function in terms

of the interface which it exp orts.

4.1 The User Net w ork In terface

The MSNL proto col suite is supp orted by many op erating platforms, each of which provides

users with a di�erent abstraction of (and interface to) the comunication facilities o�ered

by MSNL. Any such system is by de�nition an entity in a MD. W e de�ne the the User

Network Interface (UNI) to b e the interface b etween a user wishing to use MSNL, and

the MSNL control plane. Each op erating platform must translate calls across its sp eci�c

communication interface (the Platform Sp eci�c Interface, PSI) into calls across the UNI, on

b ehalf of each of its MSNL users. The UNI de�nes the signalling proto col with which the

user controls all asp ects of the communication. This includes the allo cation of MSNL SAPs

and the set up and tear down of MSNL connections. On the user side of the UNI a state

machine represents the user’s view of the current state of a connection. On the network

side (within the control plane) a similar state machine is used to control the connection.

These control functions are implemented by a service known as the MSNL Master, and it

is to this service that UNI signals are directed.

The MSNL Master maintains the state for every call within the MD. The UNI signalling

proto col sp eci�es the v alid state transitions which can o ccur in resp onse to user requests

and network events. The UNI presents the user with an MSNL SAP

, which is an 8 o ctet

address which uniquely identi�es the user service access p oint in the MSNL internetwork.

A pair of SAPs uniquely identi�es a connection, and is called a liaison. The user platform

is resp onsible for some adiministrative tasks, such as ensuring that indep endent users (eg.

programs) do not bind to the same MSNL SAP .

Consider the steps involved in connection set up b etween a user and a remote MSNL

SAP . First the user must request a SAP for its end of the connection. It do es so by signalling

a request across the PSI. The platform supp orting the user then signals the request across

the UNI. The MSNL Master resp onds by returning a SAP b ound to a call reference unique

to the user and entity

, which identi�es the user access p oint to MSNL in the PSI. In Unix this

call reference could b e a so cket identi�er. Having b een allo cated a SAP the user can signal

a request across the UNI (via the PSI) for a connection to the remote SAP

. In resp onse the

MSNL Master takes steps to establish a communication path b etween the two SAPs. This

may involv e signalling b etween MDs distributed over the MSNL internetwork. It will also

involve actions in the control plane to build each layer of the data path for the connection

within the entity supp orting the user. Each entity which supp orts UNI signalling, therefore,

must exp ort a control interface which the MSNL Master can use to direct the construction

and destruction of MSNL data paths within the entity

. This interface is called the MSNL

Slave interface. When the path has b een established the MSNL Master informs the user

via the UNI that its request has b een carried out and that the data path is av ailable.

Note that the de�nition of an MD do es not require the MSNL Master or any of its

asso ciated services to reside physically on an entity or entities within the MD. It would b e

12{6 p erfectly feasible to lo cate many MSNL Masters for di�erent MDs on di�erent subnetworks

on a single host, p ossibly within a single pro cess, if required.

4.2 Metasignalling

Before an entity can signal across the UNI to request communication facilities, it requires

an MSNL connection (a signalling connection) on which to transmit the UNI signals. In

order to obtain a signalling connection it transmits a request on a metasignalling circuit

using the metasignalling proto col. The metasignalling circuit is a p ermanent virtual circuit

(PVC) established by an entity for each of its network interfaces when it b o ots. The virtual

circuit identi�er for the metasignalling connection is de�ned p er MSDL instance, and has

a well known v alue. The metasignalling proto col is a primitive proto col for which each

message is contained within one MSDL PDU. The format of the metasignalling messages

di�ers p er MSDL class.

The metasignalling proto col p ermits an entity to request a connection to a control plane

function (the MSNL Master) to which it can direct UNI signals. F or dumb entities which

are incapable of signalling using the UNI and which do not exp ort an MSNL Slave interface,

the metasignalling proto col can b e used as a full blown signalling proto col. In this case all

signalling from and to the entity is achieved on the metasignalling virtual circuit. Each such

entity is regarded as an indep endent MD. The metasignalling proto col is sp eci�ed in [2], and

is currently used in MSNL as an out of band signalling proto col. Incoming metasignalling

requests are asso ciated with the p o d on which they were generated. Metasignalling requests

are forwarded to a service known as the Metasignalling Service, which is implemented p er

MD, p ossibly in a distributed fashion. Metasignalling requests are translated from their

MSDL dep ende nt form into a standard format and forwarded to the MSNL Master.

4.3 Signalling and the MSNL Master

Having obtained a signalling channel using the metasignalling proto col, an entity can signal

its requests across the UNI. The signalling channel connects an entity to the MSNL con-

nection control function for the MD, which is lo cated in the MSNL Master. The MSNL

Master is resp onsible for co-ordinating the management of communication resources within

the MD. When a user signals a connection request across the UNI the MSNL Master must

check whether su�cient resources are av ailable within the entity

, the MD and the destina-

tion entity to supp ort the request. If not then the connection request will b e refused. When

a connection can b e established, the MSNL Master controls the construction of the data

paths within the entities involved in the connection, using the MSNL Slave interface. The

UNI signalling proto col also p ermits resource management at the user level. The MSNL

Master ultimately defers to the user in deciding whether or not to accept a connection.

The MSNL Master is also resp onsible for inter-MD signalling. When a user requests a

connection to an MSNL SAP which is lo cated on a remote MD, the MSNL Master of the

user’s MD must take steps to lo cate the remote SAP (routeing) and must engage in inter-

MD signalling with the MSNL Master of the remote MD. If the remote MD is attached

to a di�erent network, or even several networks distant from the user’s MD, then inter-

MD signalling must take place for every \hop" which the connection will traverse. T o

accomplish inter-MD signalling, an MSNL Master uses a an inter-MD signalling circuit

which connects it to the MD to which it wishes to signal. This circuit is obtained using the

12{7 metasignalling proto col. The proto col used for inter-MD signalling is the Network{Net work

proto col, and it is sp eci�ed in the Network-Netw ork Interface (NNI). The de�nition of the

NNI is indep endent of the de�nition of the UNI, however the NNI is exp ected to supp ort

the basic primitives required by the UNI. Disso ciation of the NNI from the UNI p ermits

each proto col to b e indep endently implemented and mo di�ed.

The MSNL Master uses information from a numb er of control and managment functions,

including:

� The resource allo cation control function which manages resources in each entity and

within the MD as a whole.

� The resource monitoring control function which ensures that the requested QOS pa-

rameters for each call are maintained.

� The top ology determination managment function which determines the top ology of

the networks to which the MD is attached.

� The routeing function which determines which route to use for the data path connect-

ing two MSNL SAPs.

Each of these functions is implemented as a separate service, exp orting a well de�ned

interface. Since many of these management and control services will b e common to all

MDs, we do not require an instance of each service for each MD, merely a mechanism by

which elements in each MD can access the required services. As an example, there might

b e one implementation of the routeing service for a whole MSNL subnetwork. Each MSNL

Master in the subnetwork can query the single instance of the routeing service to obtain

routeing information.

The MSNL Master is resp onsible for the creation of an MSNL liaison b etween two SAPs.

It must therefore instruct each entity to build the elements of the data path linking the

network to the user SAPs. There are three typ es of liaisons: lo cal, remote and forwarding

liaisons. Lo cal liaisons are those b etween two users on the same entity (platform). In this

case the platform will in general provide an e�cient and optimised mechanism for user{user

communication. Remote liaisons are those which link a user (and its entity) to a di�erent

entity

. The remote entity may b e within or external to the MD. If it is within the MD

then the MSNL Master for the MD is resp onsible for the setup of the entire data path and

completion of the liaison. It is free to optimise this pro cess. If the remote user is lo cated on

an entity external to the MD, then inter-MD signalling will b e used to set up the elements of

the data path which traverse other MDs and the destination MD. When A MD is traversed

by a liaison which is not terminated in one of its entities then (for that MD) the liaison is

a forwarding liaison. Such liaisons are implemented by simply building a data path which

ensures that data transmitted over the liaison will b e forwarded transparently through the

entities in the MD. Such liaisons can frequently b e very highly optimised.

T o build the data path for a liaison of any typ e the MSNL Master exercises op erations

in the control plane of each layer of the MSNL proto col stack for the entity concerned. It

do es this via the MSNL Slave interface, which presents the MSNL Master with a mechanism

for exerting control in the MSNL, MSDL and MS-Access layers within the entity

. Every

entity is required to supp ort the MSNL Slave interface. Typical control actions include

the creation and destruction of asso ciations, assignment of asso ciations to instances of MS-

Access, and creation and destruction of liaison records. Figure 3 depicts a single entity and

12{8

UNI

Entity 0

User

User Platform

MSNL Slave

Router

SAP_REQUEST

SAP_OFFER

SAP_FREE

CONNECT

DISCONNECT

TERMINATE

SAP_FREE

ASSOC_CREATE

GET_POD_INFO

ASSIGN_ASSOC_TO_POD

LIAIS_CREATE

ASSOC_DESTROY

LIAIS_DESTROY

LIAIS_ALERT

MSNL_NOTIFY

                                            ROUTE_REQUEST

EMI

MSNL

MS-Access

MSDL

Pod 0 Pod 1

GET_POD_STATUS

GET_POD_STATS

NOTIFY_STATUS

Topology

Discovery

Service

MSNL Master

M C

Management &

Control State

Routing Interface

PSI

TOPOLOGY_INFO

Topology Updates

Control Path Data Path

Synchronisation Point Interface Control Point

Figure 3: MSNL Master Slavthe control data paths involved in constructing a data path. User MSNL signal the whilst entity exp orts the Slave coninterface p ermit MSNL Master to data within the entity

. Examples of op erations whicare invoked across eacinterface are given. The MSNL Master makuse of other such as a router, to requests. The diagram do not show all the services interfaces required to p erform control management, illustrates 4.4 In ter{MD When a MD wishes set up a connection to SAP in a remote on b of a user supp by of entities, to signal to the remote MD. EacMD therefore supp orts the Network{Netw ork signalling interface whicsupp orts required op erations. The NNI is similar to, but far simpler than the UNI. NNI regarded as MSNL network signalling proto col, and it the current mec12{9 of signalling the metasignalling channel b etween 4.5 In order to route requests b etwMDs, a routeing function will b e implemented. EacMSNL Master will havan interface a function whicis capable of the MD within whose control an SAP lies. In addition MSNL SAP will b e determine the route for the data path linking two within a The interface routeing function will b in such a way that arbitrarily algorithms mab e implemented without requiringinterfacetoc5 The Managemen t T o supp ort the management plane of the MSNL proto col staceach entity must proinformation the management ab out its state, and p ossibly p ermit them mo dify its state. The management is prothis via a management inthe entity managemeninterface whiceach entity msupp ort. Entities whicincapable of supp the will havthe implemented for them bproxy ob whicare capable of the state the entity forwarding this information the management 5.1 T op ology Disco v The routeing function the control functions within a MD to know ab top ology of the internetwork whicthe MD is attached. Determining the top internetwork task of the top ology discovery service (TDS). order to p its task the TDS requires management information each entity in the MD to p ermit determine the connectivity of the MD. It is assumed that each p o d will implement error detection capabilities,will information on its state. This information b e forwarded the TDS across the 5.2 Other ServiceAdditional may b e required in order to fully implementhe managment These might [1� Con�guration management: sp ecifying the management of physical and hothey are into netw� Financial management: dealing charging maintenance � Resource management: this is function managing the physical construction of netw� Performance management: this must that network tuned meet its p requirements in terms of user p erceiv� Planning design management: this function should aid planning of network facilities enhancemen12{10

� Access security managment: these functions control to network facilitiand network managment enfunctions build up the basic managment control sp eci�ed ab ove. required could b implemented at later 6 Other In order to implementhe describ ed ab ove, several to b including the following:

� Error control � The p erformance of the control � Bo otstrapping of and netw� Synchronisation call and tear doThis do cumenhas tried address only high level design issues for the MSNL menand control structure prop osed here. Detailed issues are the sub ject of currenwand will b e addressed in subsequendo cumento Richard Black for several suggestions on the improvement prop in this Reference[1] T. J. King, T. Barker, Micallef, and K. Macay

. Asynchronous tranfer mo (A

{ practical management issues. British ele om e chnolo gy Journal9(2):57{70,[2] U. of Cambridge Research Group. A

TM do cument collection. T echnical University of Cambridge Computer Lab oratory

, Pembroke Street, Cambridge, 3QG, F

12{11