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ÓXÔ�Ô�Õ±Ö×ÖlÔ�ØoÙYÚ×Û×Ø�Ü>Ý�Ö_Þ®Ô±Û×ßfÔ±Ý¼ÞoÜ�ÞoÖ×à~Õ�Ô{Ú_Øoánâ�Ø�ÖªÚÄÔ�Ø�â�àfß1Ú×Õ�Û×Ý�Ö×Õ±ãäÖMåFÖªÚ	Õ±â�Ö±æÆç�ÞoÙfã�Þ«Ú×Ø�Ûªå+Ö×Ô-èfÕ±â�Õ±Ö_è�Þeé�Õ
ê Õ�Õ±Ù¿Õ±ÖªÚ-Þ ê Ü�Ý�Ö×èfÕ±ãÁá·ØoÛÆâ�Ý�Ü�ÝqÚ-ÞoÛMåÃÔ�Ø�ÙaÚ	Õ ëFÚ	Ö�ì�ÞoÙfãÁãfÝ�ÖªÔ�ÛªÕ±Ú	Ý�Ø�Ù�ÞoÛMå¤ÖªÔ-èfÕ�â�Õ�Ö�ÞoÛªÕ�Þ«Ö×Ö×ØFÔ�Ý�Þ«Ú	Õ±ãîí:Ý�Ú	è¤Ú×èfÕ
ãfÕ±Ö×Ý�ï�ÙÀØoádâ�Ø�ÖªÚÄØ�à6Õ±Û	Þ«Ú×Ý�Ùfï ÖªåFÖªÚ×Õ�â�Ö�æ_ðñèfÕ�ÙÃãfÝ�ÖªÚ×Û×Ý ê ß1Ú	Õ±ã�ÖªåFÖªÚ×Õ�â�Ö¢í¦Õ±Û×Õ�ò�ÛªÖªÚ_ãfÕ±Ö×Ý�ï�ÙfÕ�ã�ì ê ÞoÖªÕ�ãÃØ�Ù
Õ±â�Õ±Û×ï�Ý�Ùfï Ü�Ø8Ô�ÞoÜ�Þ«Û×ÕeÞ®Ù1Õ±ÚbíDØ�Û×ó+Ú×Õ�Ô-èfÙ1Ø�Ü�Ø�ï«å�ì�Õ±ÙfÔ�ÛMå8à8Ú	Ý�ØoÙ8ôbàfÛªØoÚ	Õ±Ô±Ú×Õ�ã�ì§Ô�Þoà�Þ ê Ý�Ü�ÝqÚbåYô ê ÞoÖªÕ�ã�Þ«Ô�Ô�Õ±Ö×ÖlÔ�ØoÙ8ô
Ú×Û×Ø�Ü§í¦ÞoÖÄØoá�Ú×Õ�Ù�ßfÖ×Õ±ã�æ¢õÄéoÕ�ÛXÚ×èfÕ�åoÕeÞoÛªÖXÚ×èfÝ�ÖXÞoàfàfÛªØaÞoÔ-è�èfÞoÖXïoÛ×ØJí:Ù�Ý�Ù�à~Ø�àfßfÜ�ÞoÛ×ÝqÚbå¾ÞoÖÄÖMåFÖªÚ	Õ±â�ÖXè�Þeé�Õ
ê Õ�Ô±Ø�â�ÕºÜ¼ÞoÛªï�Õ�Û_Þ«ÙfãÃâ�Ø�ÛªÕºí:Ý�ã1Õ�Ü�å�ãfÝ�ÖªÚ	ÛªÝ ê ß8Ú	Õ�ã�æºö¥èfÕ�Ô�Þoà�Þ ê Ý�Ü�ÝqÚ	Ý�Õ±ÖXèfÞJéoÕ ê Õ±Ô�Ø�â�Õ�Õ�ÙfÔ±ÛªåFà1Ú×Ý�Ø�ÙÃàfÛªØ«ô
Ú×Õ�Ô±Ú×Õ�ã�Þ«ß1Ú	èfØoÛ×Ý�Ö×Þ«Ú	Ý�Ø�Ù_Ô�Õ±ÛªÚ×Ý�ò�Ô�Þ«Ú	Õ±Ö�â�ÞoÙ�Þoï�Õ±ã ê åjÖ×Õ±ÛªéFÝ�Ô±ÕDà1Û×ØJéFÝ�ãfÕ±Û×Ö�ìoØoá�Ú	Õ±ÙºÞoÜ�Ø�Ùfï�ÖªÝ�ãfÕnÞoß8Ú	èfÕ±ÙYÚ×Ý�Ô�Þ«Ú	Ý�Ø�Ù
Ô±Õ�ÛªÚ×Ý�ò�Ô�Þ«Ú	Õ±Ö�ÞoÙfã�Ý�ÙaÚ	Õ±ï�Û	Þ«Ú×Õ�ã�í:Ý�Ú×è�Þ�àfß ê Ü�Ý�Ô¢óoÕ{å¾Ý�Ù1á·Û×ÞoÖªÚ×Û×ßfÔ{Ú	ßfÛªÕoæ
ç+Þ«Ù�Þoï�Ý�Ùfï�Ú	èfÕDÞoÔ±Ô�Õ�ÖªÖ>ÛªÝ�ï�èaÚ×Ö@Ø«á1àfÛªÝ�ÙfÔ±Ý�à�Þ«Ü�Ö�Ú×ØXØ êY÷ Õ�Ô±Ú×Ö ê Õ�Ô±Ø�â�Õ�Ö�Ý�ÙfÔ±Û×Õ�ÞoÖ×Ý�Ùfï�Ü�åXãfÝqø�Ô±ßfÜ�Ú@Þ«Ö@Ý�ÙfãfÝqé8Ý�ãfß�ÞoÜ
ÖMå8ÖMÚ	Õ±â�Öjï�Û×ØJíùÝ�ÙÃÖ×Ý�ú�Õ&ÞoÙfãäãfÝqû�Õ±Û×Õ�ÙaÚjÖªåFÖMÚ	Õ�â�ÖjÙfÕ�Õ±ã)Ú	Ø¾Ý�ÙYÚ×Õ�ÛªØ�à6Õ±Û	Þ«Ú×Õoæ&ö¥èfÕ&àfÛªÝ�éFÝ�Ü�Õ�ï�Õ±ÖlÞoÖ×ÖªØ8Ô±Ý¼Þ«Ú×Õ�ã
í:ÝqÚ	èjÞ¥Û×Ø�Ü�ÕdÞoÛ×Õ�Ü�ÞoÛ×ï�Õ±Ü�åXÝ�Ùfã1Õ�à~Õ�ÙfãfÕ±ÙaÚ�ØoáYÚ×èfÕdàfÛ×Ý�ÙfÔ�Ý�à�ÞoÜ�Ö6í:èfØXâ�Þeå¢Ô±ßfÛ×ÛªÕ�ÙaÚ	Üqå¢ò�Ü�Ü«Ú	è�Þ«Ú�ÛªØ�Ü�Õ«ìhÞoÙfã_Ú	èfÕ±Ö×Õ
àfÛªÝ�éFÝ�Ü�Õ�ï�Õ±ÖXÔ-èfÞoÙfï�Õ�ÖªÜ�ØJí:Ü�å+ÞoÖ¢Þ«ÙÀØ�Û×ïaÞ«ÙfÝ�ú�Þ«Ú	Ý�Ø�Ù+Õ{é�Ø�Üqé�Õ�Ö±ælö¥èfÝ�Ö¢Ý�ÖÄÚ	è1ÕÆóoÕ{å�Ý�ã1ÕeÞ ê Õ�èfÝ�ÙfãÀÛ×ØoÜ�Õ{ô ê ÞoÖªÕ�ã
ÞoÔ±Ô�Õ±Ö×ÖºÔ±Ø�ÙaÚ	ÛªØ�Ü¢ü�ýXþDÓ�ÿ��{ì�Ý�ÙÃí:èfÝ�Ô-è)àfÛ×ÝqéFÝ�Ü�Õ±ï�Õ�ÖjÞoÛªÕ Þ«Ö×Ö×Ý�ï�ÙfÕ±ã)Ú	Ø�Û×Ø�Ü�Õ�ÖlÛ	ÞhÚ	èfÕ±ÛjÚ×è�ÞoÙ)Ú×Ø�Ý�ÙfãfÝqé8Ý�ãfß�ÞoÜ
àfÛªÝ�ÙfÔ±Ý�à�Þ«Ü�Ö��aÚ×è�Þ«Ú�Ý�Ö�ìFÚ	èfÕXÖ×Õ�ÛMéFÝ�Ô�ÕÄãfÕ±éoÕ�Ü�Øoà6Õ±Û�Ö×à~Õ�Ô±Ý�ò�Õ±Ö:ÞoÔ�Ô±Õ�Ö×Ö¥Ô±Ø�ÙaÚ	ÛªØ�Ü6ÛªÝ�ï�èaÚ×Ö¦Ý�Ù�Ú	Õ±Û×â�Ö�Ø�ÙfÜqå&Øoá�Û×Ø�Ü�Õ�Ö±æ
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service A

CR
role membership certificate 

for principal P
issued by service A

RMC

prerequisite roles:
  P has a specified RMC issued by A
  P has a specified RMC issued by B
appointment certificates:
  P has a specified certificate
environmental constraints:
  parameter value/relationship
  the time is as specified by policy

P is issued an additional RMC by B

service B

CR

role membership certificate
for  principal P

issued by service B

RMC

event channels 
for revocation

CRRMC

new role membership certificate
for  principal P

issued by service B

This is the policy specification by service B, in Horn clause form, 
of the conditions for principal P to activate some role

administrative 
database

for domain 
of service B

   CR = credential record
RMC = role membership certificate

time service for 
domain of service B

Appointment Certificate 
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principal

Service X

authorization 
policy

OASIS
secured
service

access control

role activation

b) Per-Domain, Certificate Issuing and
         Authentication (CIA) Service

1,2
activate
role

3,4
invoke service

(3)
service asks 
CIA to validate
certificate4

Service X

role activation
policy

credential records
(status of RMCs of

this and other services)
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