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Network management is an essential part of a telecommunications network that will become more complex as network protocols and designs become more flexible.  Today’s approaches are based on a common set of concepts which will not meet these demands.  Radical investigation is needed to produce new alternatives and the emerging technology of open network control may play a key part.  It is not enough to just polish technology and protocols - a new vision is needed. This short position paper aims to illustrate how open network control could form part of such a vision and to encourage research and investigation into its potential as an enabling technology for flexible management systems.





Why is network management still a major problem ?


There are still technological and economic uncertainties regarding future telecommunications networks, however it is already clear that the new levels of flexibility required imply a need for more complex management and control than for today’s single service networks.  In crude terms, a network is designed to give a range of behaviours which network management and control constrain further to suit the particular context.  More flexible, multi-service networks have a greater range of behaviour and so more will need to be done to constrain them.





It is often claimed that future networks will be ‘self managed’. This term is not properly defined. However, it is usually derived from the ‘Internet’ style of networks where ‘seemingly’ there is little management control. Although, strictly speaking this assertion is not true,  the intended meaning is that the network protocols (such as IP or ATM protocols) will detect and resolve all management issues. This ignores three key aspects :


that control actions are needed at many different time-scales including some that may span hours, days or even weeks and are appropriately addressed by management systems;


that network providers need the ability to modify a network’s behaviour, for instance to increase utilisation or change service quality;


that networks require intervention, for instance to repair faults.


It is certainly true that developing network controls are expanding the range of circumstances that can be coped with by control alone, but there will always be a need for management systems. 





In a multi-service network, the different types of service will require different levels of network management intervention by functions that may employ different algorithms and use different monitoring data.  This requires a more modular control and management infrastructure with the ability to introduce new functions as new service types are introduced.





Today’s Management Approaches Are Fundamentally Flawed


Current approaches to network management are based on the following common concepts.  Network elements are provided with a management interface which can pass data about the element and accept management instructions.  The interface is standardised to ensure that management systems get a consistent, homogeneous view of the elements regardless of vendor.  A software model (MIB) is created that represents the network being managed and then a set of hierarchically structured management functions are put in place that access and manipulate copies of the MIB to manage the network.  Two of the flaws of this approach are:


inappropriate element interface - In practice the goal of standardising management interfaces by containing the whole functionality of an element beneath a standard interface has yet to succeed. It may never do so because it does not recognise the conflicting goals of the network operator and the equipment vendor.  The operator requires uniformity so that all elements look identical whilst the vendor needs to differentiate its product from its competitors.


Data duplication - Data duplication is inevitable in today’s hierarchical management systems.  This is a serious problem because the duplication then requires an infrastructure to maintain the consistency of data. Investment in management systems ends up supporting this infrastructure rather than the management functions  and processes that are the goal of the system.  Approaches that reduce or remove duplication will be of benefit.





A new architecture is needed that provides the necessary concepts to ensure that network management systems can be as flexible as future networks and so will not be a barrier to progress.








How Could Open Network Control Help ?


Open network control offers one component technology that may form part of a new approach to network management.  By opening up element control functions and by offering direct access to element data it could simplify the management problem,





breaking the element open





In today’s network elements all of the functionality  is seen by management through a single interface.  Enhancements to that element functionality often requires changes in the management interface.  The interface between the control functions and the switching fabric is not open and so the switch vendor is the only one who can add or modify control functions.  In contrast, open network control offers the prospect of separating the core switch functions from the value-add functions and providing an open interface to the core functions.


This arrangement has potential advantages:


switch vendors can offer new value-add in their control functions and operators can choose to use it (and change their management interfaces) or choose not to use it;


operators can choose greater consistency across vendors by using the stable core interface and then installing the same control functions on all switches regardless of manufacturer;


a new market in control functions can be created where operators can buy functions from different vendors from the switch fabric manufacturer giving greater freedom, choice, flexibility, swifter change, lack of vendor tie-in etc.;


switch vendors can reduce the investment cost in developing new switches because the functionality can be packaged as smaller, lower-cost modules.





putting peer-to-peer management on an element





If operators can put control onto elements then the same can apply to at least some management functions.  The exact meaning of putting software onto an element will depend on the nature of the interface and may or may not mean that the software physically runs on the element.  The key aspect is that the software has direct access to the element’s data and would not be required to keep and maintain a model of the element. It could directly access it removing the infrastructure burden of duplication.  


Developments in Distributed Artificial Intelligence are suggesting that agents can act in a peer-to-peer manner to solve problems.  If this approach succeeds and if it can be extended to cover network management then the need for hierarchical systems with their need for data duplication would be reduced or removed.  (Early results such as [1] suggest there are good prospects for this approach.)





Conclusion


Radical new approaches to network management are needed to support future telecommunication networks.  The technologies of open network control intended to benefit service creation and execution could also benefit network management and form part of this new vision.  Research is needed to investigate the validity of this belief and it is hoped that this paper will stimulate such work 
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