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Abstract Re-identification

A major Telecom released anonymized By observing the neighbourhood of
communication sub-graphs of a few nodes we can assign a match
thousand randomly selected probability to pairs of nodes across
subscribers for scientific analysis. To ego-nets. The nodes at a distance of
obfuscate the interactions between the 1-hop from the ego are easier to
sub-graphs the common nodes were re-identitfy.

renamed. However, this is not enough S :

to preserve privacy. |

Extracted Sub-graphs .
Sl e :
- L gooOOO OO%OOOC%:O oO o )
The sub-graphs tend to have nodes in o ® oo ) asE
common which can be re-identified by : " I

analysing the graph topology. O :

After we have a match score between
749 all possible pairs across two ego-nets,
o an optimal matching can be found.

» Almost all the common 1-hop nodes
were re-identified with over 98%
success probability.

» A significant portion of the 2-hop
nodes were re-identified with over 75%
(often over 90%) success probability.

Conclusion

» It is hard to release high dimensional

Recovering the full communication data whilst preserving privacy.
graph could lead to severe privacy » Anonymizing real world data does not
breaches. work in general.
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