Censorship resistant technologies

El tisnanmen squsr - Mocila Frfox IEEE ] aranmen sauare - Gosgle _-Mozia Firfox IEI [
Dle £t Vew Go_gookmarks Tools tep

F-D-GC "ﬁ“G‘va//\maqnsgawq\u(n,\maqns’w-xhcnlq-lJ‘[“

Ele £t View Go Bookmerks ools i
-4 - & O @ [ hupifimages google. com/imagesthi-en-Gesa_ 7| [l

Google Fmezan = g

Images!

PN

o cime

Images showing [ A1 mage 2= <JResls 120 of sbout 14300 or tsnanmen squre

B AT ananmen squaroSE R, AT 207, (HARF008 1)
o AR

Decorston ot Occoration of he

3% S-po 0 xeo
100k

Tiananmen Square
ChineBainy
s 4 ERE

ot secom

iananman squ
"o b i ananmen squ
610 xdS2pixels- 1124 %794 pisdis 284 %100 oo

5o Sk RELTZI
et on  prfiempates 250 0 B 10y

£

\\\\\\\\\\\

ol

Steven J. Murdoch
www.cl.cam.ac.uk/users/sjm217

UNIVERSITY OF PN N
CAMBRIDGE 5: @ : OpenNet Initiative

Computer Laboratory www.opennet.net

Horizon seminar: Risk, Threat & Detection, 5 December 2006, Cambridge, UK


www.cl.cam.ac.uk/users/sjm217

Summary

What is blocked, who by and why?

How does blocking work?

How can such blocking be circumvented?
Why is this insufficient?

What is the future of censorship resistance?
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PRESS RELEASE/STATEMENT

Sun Xiaodi Receives Interna
Activism Award

Gansu-based activist Sun Xiaodi,
more than a decade petitioning the
over radioactive contamination from
Uranium Mine in the Gannan Tibetan
Prefecture in Gansu Province, was
yesterday with the Nuclear-Free Fu
described as the globe’s most pre
prize

Sun's award, recognizing his "moral
for an end to the toxic mismanagen
Chinese uranium production,”.... 11

PRESS RELEASE/STATEMENT
HRIC Protests Denial of App(
Journalist Zhao Yan

Human Rights in China (HRIC) depl
Higher Court's denial today of an ap
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in detention by
the military
dictatorship in
Myanmar
(Burma) and
could only be
represented by her two sons, her
husband and her picture facing the
audience. In his speech presenting the

& Life of Burma's
# Dr. Rice's Message

i Protests against ... || Prize to her sons, Professor Francis
t+ Job in Community Sejersted, chairman of the committee,
 List of political ... declared, "Her absence fills us with fear
and anxiety," but he felt we could also
Username: have confidence and hope. He went on

to sum up the meaning of her prize:
Password:
In the good fight for peace and

reconciliation, we are dependent on
persons who set examples, persons
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Lost My Password who can symbolize what we are seeking
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e Sites aimed at religious conversion

are sometimes blocked. This

particular site is not accessible in

Saudi Arabia

Religion
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What does OM do? =

Working in every continent and on every ocean (via two ocean-geing
Mobilisation seeks to demonstrate and proclaim the love of God. In e
adapt to the local culture and situation, finding the best ways to share

Through literature, the creative arts, friendship, Bible studies, videos
correspondence courses, relief and development work, and much, mu
possible we will tell people how our lives have been changed.. and ho

Wherever possible, Operatien Mobilisation works in partnership with t
encouraging and supperting local believers. Where there is no church
churches

Our statement of faith

+ We believe that the Scriptures, both the Old and New Testamen)
texts, are fully inspired by the Holy Spirit, without error, and are|
the Church,

+ We believe that there is one God, eternally existent in three pe
Holy Spirit
We believe in the absolute deity and full humanity of our Lord Je:
in His virgin birth, His sinless life, the authenticity of His miracles
atoning death, His bodily resurrection and His present mediatori

+ We believe in the personality and deity of the Holy Spirit. We bd
sanctifies, He empowers and comforts all believers.

+ We believe that man was originally created sinless. Tempted by|
thereby brought the whole race under the condemnation of eter,
God [

+ We believe that man is saved through repentance and faith in th
Christ. Justification is through grace alone.

+ We believe that the Church is the body of Jesus Christ compose]
The present work of the Church is the worship of God, the perfe
the evangelisation of the world. =
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Blocked by several countries and
sub-nationally (libraries, homes)

Middle East (e.g. Bahrain, Saudi
Arabia, Iran, Oman), Singapore,

Burma/Myanmar ...

Convenient cover for other types of
blocking

¢ In Vietnam, the state claim that

only obscene material is restricted,

but testing revealed that while no

pornography was blocked,political,

religions and media websites were
Governments can derive legitimacy
by being seen to block content
prohibited by the dominant religion
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Many more issues

Military and militant websites

Sex education, alcohol/drugs, music
Gay and lesbian websites

News, online communities and chat
Censorship circumvention

Child pornography

Nazi material



Another way in which
blocking regimes vary is
how transparent the
process is

In this example, from
Saudi Arabia the fact
that the site is blocked is
clear, and the user may
request unblocking

Explicit blocking
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Access to the requested URL is not allowed!
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Please, fil out the form below if you believe the requested page should not be blocked:

Form for URL unblocking request
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DPlease, send other sites you feel should be blocked using the following form:

Blocking Request Form




¢ In contrast, when a site
or keyword is blocked in
China, it will appear to
be a network error

¢ The situation is similar in
Tunisia, where an the
blocking system
impersonates an
Internet Explorer error
message

Disguised as errors

2 Cannot find server - Microsoft Inernet Explorer
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@ The page cannot be displayed

The page you are loaking far is currently unavailable. The Web
sits miaht be sxpsrisncing tschnical difficulties, or you may nesd
to adjust your browser settings.

Please try the following

o Click the [ Refresh button, or try again later

o If you typed the page address in the Address bar, make
sure that it is spelled correctly

o To check your connection settings, click the Tools menu,
and then dick Internet Options, On the Connections
tab, click Settings. The settings should match those
provided by your local area network (LAN) administrator or
Internet service provider (15P)

o If your Netwark Administrator has enabled i, Micrasoft
Windows can examine your network and automatically
discover network cennection settings,

If you would like Windows to try and discover them,
click € Detect Hetwork Settings

# Some sites require 128-bit connection security. Click the
Help menu and then click About Internet Explorer to
determine what strength security you have installed.

o If you are trying to reach a secure site, make sure your
Security settings can support it. Click the Tools menu, and




Transparency of process

“In China, we don’t have software blocking Internet sites. Sometimes
we have trouble accessing them. But that’s a different problem.
... We do not have restriction at all”

Chinese official at 2006 Internet Governance Forum, Athens



Blocking and proxy servers

Web browser

Blocked website



Blocking and proxy servers

Web browser

Blocked website

Firewall




Blocking and proxy servers

Proxy server

Internet

Blocked website




Types of proxy servers

e Some types require altering the
configuration of the computer so
may not be usable in Internet cafés

¢ Unencrypted proxies will bypass
most types of blocking, but the
content of pages is available so
keyword blocking will succeed
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Types of proxy servers

Some types require altering the
configuration of the computer so
may not be usable in Internet cafés

Unencrypted proxies will bypass
most types of blocking, but the
content of pages is available so
keyword blocking will succeed

Encrypted proxies, such as Psiphon,
do hide the content, but the operator
of the proxy will still know who is
browsing which website

Privacy software, such as Tor, will
hide patterns of communication
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Privacy

Undesirable content can be reliably blocked simply by cutting of
the Internet, at cost of blocking desirable content too

Blocking can be resisted by hiding within content too valuable to
block (e.g. e-commerce, online banking)
Cannot hide by yourself, need a crowd with a variety of members
Privacy needed for many different reasons, and need each other
for any of them to have privacy. e.g.

e Censorship resistance

¢ Police communicating with contacts
Intelligence organisations investigating terrorist websites
Human rights workers in the field
Internet Watch Foundation building list of child pornography
Companies monitoring competitors and potential take-over targets
Tor started by US Navy, taken over by a civil rights organisation
(EFF) and used by law enforcement, financial research, human
rights workers, censored Internet users worldwide



Why does filtering still work?

o Circumvention technologies are far
ahead of blocking, anyone
sufficiently motivated will be able to
bypass existing blocking techniques

¢ But blocking remains effective
because of self-censorship and
reluctance to use circumvention

e The fact that users are
circumventing blocking can be
detected and social/legal pressure
can be applied. Even the risk of
prosecution can be an effective
deterrent




Future research

e Better understanding of censorship capabilities

e More reliable and comprehensive mechanisms for detecting
censorship

e Surveillance resistant communications: improving usability and
security



