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UK fraud is going up again

Chip & PIN deployment period
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...even types of fraud Chip and
PIN was supposed to prevent

Card-not-present: up 22% to £301m

V%

Lost and stolen: up 7% to £58.9m
— Counterfeit: up 3% to £43.4m
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...even types of fraud Chip and
PIN was supposed to prevent

Card-not-present: up 22% to £301m
Lost and stolen: up 7% to £58.9m
Counterfeit: up 3% to £43.4m

within total fraud figures

UK retail face-to-face: up 11% to £60.8m
UK cash machine: up 10% to £31.9m



Chip and PIN transactions have
three main stages

e Card authentication: card proves it is real through
providing a digital signature that the terminal can
verity

 Cardholder verification: card and terminal check
that legitimate cardholder is present (normally by
card veritying the PIN)

* Transaction authorisation: terminal checks with
bank that previous steps have been tollowed and
the transaction should proceed



Card authentication
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Cardholder verification
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Transaction authorisation
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Criminals have successfully
bypassed Chip & PIN

Obtain static data as a result of flawed tamper
resistance in Chip & PIN terminals

then Counterfeit

Bypass card authentication through exploiting
backwards compatibility mode

Steal cards
then Lost and

Bypass cardholder verification by Stolen
exploiting Chip and PIN protocol flaws




Sensitive data is sent unencrypted
between the card and the terminal

* Card number, expiry date, cardholder name ...
* Copy of magnetic stripe including CVV (for some cards)

* PIN to be checked by card

Chip and PIN terminals are
supposed to protect this

information against being
recorded: tamper resistance




Tamper switches




Tamper mesh
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Criminal gets all that is needed
to make a magnetic stripe card

e Card number, expiry date
e CVV

e Cardholder’s PIN

Compromising a shop terminal now gives criminals

enough information to make ATM withdrawal




Criminal gets all that is needed
to make a magnetic stripe card

e Card number, expiry date

¢« CVV

e Cardholder’s PIN
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Chip and PIN led to increase In
counterfeit fraud

Chip & PIN deployment period
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Chip and PIN led to increase In
counterfeit fraud



Card is responsible for
cardholder veritication

Card states ways by which cardholder verification
can be performed and the preference (e.q. first
PIN, then signature)

If PIN used, terminal sends PIN to card and card
checks If correct

PIN sometimes encrypted

Response not encrypted or authenticated






The no-PIN attack
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Response from industry

What is more, at this stage, the observations are the result of
scientific research whose transposition outside laboratory

conditions is complex since it would necessitate the use of
highly sophisticated material.

— Le GIE des Cartes Bancaires (January 2010)

Neither the banking industry nor the police have any evidence

of criminals having the capabillity to deploy such sophisticated
attacks.

— UK Cards Association (February 2010))



Response from criminals
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Crooks, highly experienced, have managed to bypass the security chip embedded bank cards -
deemed inviolable - before multiplying scams. The technique - unearthed in 2010 by a British
academic, Professor Ross Anderson - was applied for the first time in France by a team based in

e L€ PTiS region and in the north. Many of

ON THIS TOPIC them have just been arrested by investigators
from the Central Office for the Fight against
Do you trust your credit card? crime related to information technology and

communication (OCLCTIC). According to
preliminary investigation, the thugs have made
nearly 6,000 purchases for damages of more than € 500,000. Officers fear that this technique
spread. "For the time being, even if the person who was stolen or lost card opposed to the
latter, scammers may nevertheless continue to use it, says a specialist officer. That's the whole
problem with this scam. Thieves rajoutent on the map stolen a second chip that tricks the
payment terminal at the merchant, into believing that the PIN is the correct compound. The
perpetrators should then not exceed the amount of € 100 at which a payment authorization is
requested to the bank. But below this amount, the purchase is always accepted. "Investigators
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COMMENT FONCTIONNE LE STRATAGEME

o Les escrocs derobent des cartes bancaires au cours
de vols par ruse pour ne pas attirer trop vite ['attention

de leurs victimes.

Jil Il

L4l =

9 lls modifient ensuite |a carte

en remplacant la puce existante

par une autre, programmee avec un
logiciel qui bloque le systeme de sécurite.

o

9 Les escrocs peuvent alors composer n'importe quel
code confidentiel pour payer leurs achats, d'un montant

inferieur a 100 €,

o Les malfrats achetent, en géneral, des produits
de consommation courante qui sont écoules
dans des réseaux clandestins.
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Unpredictable numbers are essential
to prove that real card Is present

A\ , result 5. Online transaction authorization (optional)

issuer

transaction:;
. L cryptogram

merchant

[ 555 ]

1. Card details; digital signature

=z,
3. PIN entered by customer; ==
transaction description

| —
4., PINthOK' (yf_s/no); t customer
authorization cryptogram
- >

2. PIN entered by customer



Random numbers?

Time

UN

Date
2011-06-29
2011-06-29
2011-06-29
2011-06-29

10:37:24
10:37:59
10:38:34
10:39:08

F1246E04
F1241354
F1244328
F1247348



Reverse engineering




“ >

STv ®
8A 3'.0.........‘.

ONQO-G N-J » ™ .M\l - -l.ll i -
el S  FR0A
& / - TNAC1I9PC

ineering

MADE IN USA -

—

c

..vbcvuq:

.’
Wi
-

'.l.ll'l"'-'...‘

»

.-

(F "D m s nmsm s asam —) PO
e

-« -
O HE e RS ll‘ll'lll

»
»

: v G W I
(= 33 mm s amas s el IO B8 KN
..!HUu!, ,I{Jlll|, Pv
. acyof

CA20C03B-10CP
A40805.
0030

_

TRITON SYSTEMS, INC.

.—)——-——.

AT28C648
15PC

00066

O)
C
O,
O,
0 -
-
O,
>
O,
s

01152
-SSP@2 REV. E




..n
N

MR

a5 40 o O xe o o
R . @
"., . n.,.l..l..l . —

}

M“\B -

3 fhtﬂﬂ.}/ ¢

- GRS .
> perTes o)\ |\
. R
\ o - :
. .
.
¢ L

0566
NdW 0812
JSAOLOBLOBZ

sovz £

R R RN R R R

ineering

~ ..)..-. vllllrl
e

O)
C
O
O,
)
-
O,
>
O
O

000d"

-SSPO2 REV. E

01152




Surveying the problem




Exploiting the vulnerability

Pre-play card: load with cryptograms for expected
UNs

Malware attack: tamper with ATM or POS terminal
to produce predictable UNs

Tamper with ATMs or POS in supply chain
Collusive merchant, modifies software

Tamper with communications



Response from industry

While Cambridge scientists have identitied a theoretically
potential, but technically complicated, type of card fraud,
there is absolutely no evidence of this being undertaken in
the real world.

— UK Cards Association (September 2014)
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What about online fraud?

Chip & PIN deployment period

Card-not—present

Counterfeit
Lost and stolen

Mail non-receipt

Cheque fraud
ID theft
Phone banki ——
Online banking nebanking o=== ——

2004 2005 2006 2007 2008 2009 2010 2011 2012
Total, ex phone (£m) 503 4912  591.4 7043 5296 4414 4106 463

Year
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What about online fraud?

/ Card-not-present: up 22% to £301m

——— Online banking: up 3% to £40.9m

2012 2013
463 518.9



: Check bal
Pay a bill -

Transfer money

Destination account number Pay a bill

Logout

Recipient name

Amount

One time password




EMV-CAP in the UK




EMV CAP’s weakness: attacker
controls user experience

e User thinks they are typing random challenge but
it Is really part of an account number

* User thinks it's OK that details on device don't
match those they entered on the computer

* User thinks they are performing a POS
transaction but really it's online banking






Usabllity Is a security requirement

COMMERZBANK «

forsorgen & Absichem Online Banlking

Please check

SEPA

COUNTRY LATVIA

IBAN LKO3 8000 0000 6080
1016 7

AMOUNT 5,423 EUR

TAN 489347

Help New

snvwm an:
wonto 7654321
gLz 50040000
Betrag 80,32 EUR
TAN: 123456




Conclusions

* Don't underestimate criminals
* Better statistics are needed

* Qutside of UK

* Customer losses

* Usability is a security requirement, especially when
it comes to online payments



