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The Effect of Scale: “Phishing”

• Punter receives email from their bank
indicating their details needs refreshing

• URL looks convincing
http://www.mybank.com&account@107990442

• Website looks convincing
– usually copied from the real thing !

• Currently sites are usually too greedy &
punters smell a rat. This will change



The Effect of Scale: “Phishing”

• Punter receives email from their bank
indicating their details needs refreshing

• URL still looks convincing
http://session-10999042.www.mybank.com.info80.cn

• Website looks convincing
– usually copied from the real thing !

• Multi-billion dollar losses occurring
– risk that confidence in online banking will falter



Countermeasures

• Security markings within web-browsers
– experiments show these are almost useless

• Two-factor authentication
– expensive, can fail – but attackers go elsewhere

• Website take-down
– industry says “within hours”, but we beg to differ

• Back office controls on transfers
– seems to be main differentiator for losses



• Distinctive URL style
    http://session9999.bank.com.lof80.info/signon/
– end-users do not understand URL structure
– variations help to evade email spam filters
– domains are not trademarks, to slow down removal
– attacking multiple banks in parallel

• Compromised machines run a proxy
– robust against proxy removal & server is hidden
– “fast-flux” means new address every 20 minutes

“Rock-phish” gang



Median
lifetime

Mean
lifetime

# sites
(8 weeks)

Phishing website
lifetimes (hours)

  20  621695Non-rock

  181394287Fast-flux rock-phish
IP addresses

  26172   125Rock-phish
IP addresses

114252   72Fast-flux rock-phish
domains

  55  95  421Rock-phish
domains



The numbers game

• Feb-Apr 2007: 1,707 phishing websites, 419
rock-phish domains and 67 fast-flux domains…

• PhishTank has 18,260 rock-phish reports, 1,803
fast-flux reports and 15,030 non-rock reports
– some were dead by the time we looked, but many

were duplicate entries or irrelevant variations
• Large numbers suit the security industry,

community activists, law enforcement seeking
excuses to ignore the problem…



Banks attacked
(by non-rock-phish sites)

PayPal 23.8%
eBay 15.3%
Bank of America 12.1%
Wachovia   7.6%
Wells Fargo   3.3%

etc etc etc
  120 attacked in total
    50 had just one attack

PAYPAL (23.6%)

EBAY (15.3%)

BOA (12.1%)

W ACHOVIA (7.6%)

W ELLS FARGO (3.3%)

HALIFAX (2.9%)

HSBC (2.9%)

POSTEITIALIANE (2.5%)

NATIONW IDE (2.1%)

LLOYDS (1.7%)

CHASE (1.6%)

RBC (1.3%)

US BANK (1.1%)

DESJARDINS (1.0%)

NCUA (1.0%)

CITIBANK (0.9%)

EGOLD (0.9%)

FNB SA (0.9%)

HAW AIIUSA FCU (0.9%)

AMAZON (0.8%)

EGG (0.8%)

W ESTPAC (0.7%)

CAPITAL ONE (0.7%)

W ESTUNION (0.7%)

BARCLAYS (0.5%)

NATW EST (0.5%)

TCF (0.5%)

GERMANAMERICAN (0.4%)
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Some banks take-down faster…







“Mule” recruitment

• High proportion of spam devoted to recruitment
shows that this is a significant bottleneck

• Aegis, Lux Capital, Sydney Car Centre, etc, etc
– mixture of real firms and invented ones
– some “fast-flux” hosting involved

• Only the vigilantes are taking these down
– viz: amateur activists; usually objecting to spam
– the impersonated are clueless and/or unmotivated







Median
lifetime

Mean
lifetime# domainsMule website

lifetimes (hours)

  1058 75110Lux Capital

    -ongoing-Harvey Investments

   13518217Sydney Car Centre

    311 292 11Aegis Capital Group

Mule recruitment site takedown is slow!



Whose problem is it?

• Removing mule recruitment sites is a
problem for the banking INDUSTRY

• But expertise for removal resides within
banks, or must be purchased from brand-
protection companies ($400/site or more)

• Why should you bother to take down sites
when you’re not currently their target ?



Summary

• Back-end controls prevent phishing losses
– but “mules” can appear to legitimise transactions

• Phishing website takedown is variable
– 10 hours to 150 hours

• Mule recruitment website takedown is slow
– 180 hours or more (easier to measure in weeks!)

• Industry needs to do more collectively, and
put further pressure on an obvious bottleneck



BLOG: http://www.lightbluetouchpaper.org/

http://www.cl.cam.ac.uk/~rnc1/
http://www.cl.cam.ac.uk/~twm29/

http://www.cl.cam.ac.uk/~rnc1/weis07phishing.pdf

Tackling “phishing”
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