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Abstract

Over the next few years, the UK government plans
to split the functions of electricity distribution and
marketing. We discuss how prepayment and other me-
tering systems can be adapted to cope. We propose a
key management scheme whereby the distributor can
delegate authority over a meter to a marketing com-
pany, which in turn can delegate to its agent. Our
scheme controls risk by enabling the distributor to rec-
oncile energy with cash and to revoke agents or even
marketing companies that default, and to regain con-
trol over the meter.

1 Introduction

At present, the regional electricity companies are
responsible for both the distribution and marketing of
electricity. However, by April 1998 this will change:
there will still be a single distributor in each geograph-
ical area, who will buy electricity from generators via
the national grid and provide the reticulation with
which it is delivered to homes and businesses. How-
ever, the end users will no longer have a contract with
the distributor, but with a third party marketing com-
pany known as a supplier.

The suppliers will include the marketing arms of
the existing distribution companies, but new market-
ing companies will be able to join the industry. They
will purchase power from the distributor in half hourly
slots, and sell the energy to users at whatever tariffs
they care to devise!. They will not be restricted to
a fixed geographical area, but will be able to supply
nationally by having contracts with all distributors; it
is expected that these new suppliers will include or-
ganisations such as banks and supermarket chains.
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Customers may have a contract with only one sup-
plier at any time, but will be able to change their sup-
pliers if they wish, subject to whatever contract terms
the suppliers impose!. They will also be able to buy
electricity from the supplier through agents, which
might be conventional shops, telemarketing firms or
even sites on the worldwide web.

There are a number of interesting aspects to this
exercise, and the one which we propose to tackle in
this paper is metering. How can this be supported in
a secure and economic way?

2 The future challenge

To state the problem succinctly, we have only a
few years to design and field systems which will allow
multiple marketing entities to supply utility services
through common vending and supply networks to ge-
ographically dispersed customers. Introducing arbi-
trary intermediaries means that distribution systems
must provide remote control over the delivery of the
utility service to the customer.

We do not assume that electricity will be the only
utility affected. Water and gas may follow, as could
the provision of communications services as electricity
companies move into the telecomms business. Con-
versely, existing telecomms companies might become
suppliers of electricity to help them sell packages of
services. There may be horizontally integrated com-
panies that provide telephone, cable TV, gas, electric-
ity, water, burglar alarm and fire alarm services to a
household, and manage the relationship by means of
a single integrated communications system.

However, we expect that there will be other busi-
ness models as well, including the current more ver-
tically integrated one. There will almost certainly be
applications that need an offline system, and not all



customers will be creditworthy. This leads us to con-
clude that pre-payment meters will be an important
part of the solution.

Of course, many customers in the UK demand
credit meters, and see prepayment as a mark of low
social status; but a pre-payment meter mechanism can
be overlaid with billing functions to give a more gen-
eral credit control system. The fundamental issue is
the secure transfer of information to and from the me-
ter; if we can do this well — which we need to do any-
way for prepayment customers — then we can overlay
not only credit billing, but also new options such as
online payment over the Internet.

For all these reasons, it is important to get the pre-
payment system mechanisms right. Experience of ex-
isting systems [AB95] is that this takes more time than
one is likely to anticipate; if a start is not made soon
there is a chance that the system will be late and that
many of the marketing options will limited or lost to
the UK electricity distribution industry.

3 Prepayment basics

Slot meters were used in Britain for many years for
both gas and electricity. However, the collection costs
were high; the meters were the target in 54% of theft
from some local authority housing [Par86] and the col-
lection staff were also vulnerable to attack [AG90].
This led to the development in the UK of meters that
used electronic tokens, such as smartcards and EEP-
ROM key devices.

In South Africa, it is a national priority to electrify
another two million homes by the end of the century,
and prepayment meters will be used for most of these
connections. This has created the fastest growing pre-
payment market in the world, and given the diver-
sity of suppliers we have learned a great deal about
the real costs and benefits of various technical alter-
natives [AB96]. The tokens used have included dis-
posable cardboard tickets with magnetic strips, and
20 digit numbers printed at the vend point on a slip
of paper and entered by the customer at a keypad on
the meter.

US manufacturers have experimented with packet
radio, so the token might not even have a physical
form at all. It is simply a channel for transferring in-
formation to (and in many cases also from) the meter.

The information that it transfers may be vulnerable
to replay and other manipulation. This is easy with
numeric tickets, slightly harder with magnetic tickets,
and fairly difficult with smartcards; but it is always
possible [BFL+93]. So a prudent manufacturer will

assume that manipulation attacks will happen, and
the transfer instruction information is now commonly
encrypted. The use of cryptographic techniques in
prepayment meters is discussed in [AB94]; a general
textbook on cryptography is [Sch95].

The authors of this paper have between them very
extensive experience of prepayment meter systems in
both the UK and South Africa — the two countries
with largest fielded systems — and we hope that this
experience can be applied to the current challenge.

The South African system supports most of the
features that next generation European systems will
need, including a national multi supplier vending net-
work which can support customers at the vend point of
their choice, meters that can be moved from one sup-
plier’s key to another, sufficient security to ensure that
value transfers are not tampered with; and a robust
means of settling the money due to and from various
suppliers. Some features need to be added, such as the
ability to program meters with new tariff structures.
Its main weakness is that the information flow is one
way — from the supplier to the meter — and there
is no provision for sending meter readings and power
profiles back to the supplier. Balancing energy with
cash thus involves tracking moving averages of sales
against feeder meter readings.

The UK system tackled this weakness by introduc-
ing an electronic token in the shape of a key. This
made it possible to transport information in both di-
rections; each time the token is moved between the
point-of-sale equipment and the meter, an EEPROM
within the key carries credit and tariff data to the me-
ter, and takes a complete meter reading and status
information back to the company. With this two way
link, a security system was devised to ensure that data
tampering, replay, and other forms of attack were dif-
ficult and detectable. The more high-tech and high-
cost approach was justified given the local technical
infrastructure and economics.

But the UK system is now running into problems.
When it was developed, the industry was fully na-
tionalised, so one specification suited all needs; the
security system only had to protect the utilities from
third party attack rather than from each other. It was
designed around a proprietary technique [VK84], and
was so successful that a second manufacturer had to
be licensed to cope with demand. However, the second
supplier used a different proprietary security technol-
ogy, so the point of sale infrastructure then had to be
updated to cope with two different systems.

However, the original designs did not cater for fully



competitive supply. It is becoming clear that the se-
curity specification must change significantly: it must
not only protect commercial rivals from each other,
but since the system moves both credits and tariffs
around, the fraud risks are more complicated, and the
security mechanisms must be correspondingly more
flexible and robust.

4 System security requirements

In order to meet the challenge described above, we
will need to develop a system, rather than just a meter
protocol. Experience in both the UK and South Africa
shows that the critical success factor is not so much
the individual security mechanisms chosen, but the
care which is taken to make them work together as a
whole integrated system.

This system will involve transactions between a
number of different parties. Their identities are not
yet settled; we do not know, for example, whether it
will be the distributor who is responsible for managing
cryptographic keys and for keeping the payment mech-
anism generally sound, or whether this responsibility
will pass to new bodies reporting to the Customer Sup-
ply Code Executive (CSCE). We will assume here that
it will be the distributor; a separate CSCE body can
be accommodated with minor changes.

The main processes that need to be secured are:

e the energy accounting systems of the distributors
and the suppliers. The distributor buys metered
energy from the grid and has to pay for it. He
will need a system to detect non-technical revenue
losses such as those caused by customers bypass-
ing and tampering with their meters. This means
interfacing closely with:

e the financial bookkeeping systems of the distrib-
utors, the suppliers, and the agents. Of course,
as with all bookkeeping systems, these need to be
designed carefully in order to control the kinds of
fraud carried out by staff in any business. Par-
ticular care has to be taken to prevent collusion
between wholesale staff and the agents who actu-
ally collect money from the public, which in turn
needs a clear interface with:

e the vending system used by the agents to sell
tokens to the public. These require the usual
balancing controls found in other retail terminal
equipment such as shop tills and lottery ticket ter-
minals. However they also need to contain cryp-
tographic key material in order to generate valid

token information for transport to meters, and
communications to relay information back from
the meters to the distributor (this information
might include a history of power consumption by
time of day, and tamper occurrences). Thus:

e the meters need to be physically robust in order
to make tampering difficult. They must also be
certified which means that if new software is to be
loaded whenever the customer changes supplier,
then the meter must be able to check that this
software has indeed been certified. So each meter
needs to contain one or more cryptographic keys,
which need to be managed in such a way that all
the parties have a reasonable degree of protection
against fraud by the others, and that they can all
trust the system to protect their interests.

If these systems do not work well together, then it
can be very expensive indeed for the distributors, the
suppliers, the agents, the meter manufacturers — and
ultimately the customers. Examples of security failure
are given in [AB94]; some of them cost millions to put
right. There is also the delay, confusion and reengi-
neering which can result if, for example, one designs
an agent vending system to operate online and then
finds in the field that offline operation is needed.

The intangibles are also very important. The con-
sumers must trust the meters; the distributors and
suppliers must trust the vending system to inform
them of all sales; and the all parties involved must
trust the settlement system. The formal chains of ac-
countability for settlements and for meter certification
pass through OFFER to parliament; mechanisms for
handling customer complaints must also be set up,
and ought to be designed to avoid the bitter con-
troversy that has dogged complaints about phantom
withdrawals from automatic teller machines [And94].
In this respect, it is important that the complaints
bureau should not be seen as an industry captive.

Finally there is an unseen but vital technical com-
ponent — the key management — which we abso-
lutely need to get right. In our experience, this is
one of the most important, and most difficult, de-
sign problems; it is one in which the majority of pub-
lished designs, and a significant number of interna-
tional standards, have turned out to possess serious
flaws [BAN89] [AN95]. However, it is a problem with
which both UK and South African industries have now
amassed a lot of (expensive) experience.



5 Proposal

The following proposal is based on the technology
developed by Eskom for its meter system, and on the
banking community over the last two decades to han-
dle interbank automatic teller machine transactions.
See [MM82] for a description of basic banking cryp-
tography, and [And94] for its failure history. Further
information on cryptography can be found in [Sch95],
cited above, and [Sim92].

As discussed above, we assume that the distributor
is responsible for installing the meters, and that the
i-th meter is furnished with key K D;. When the cus-
tomer makes a contract with a supplier, the supplier
will notify the distributor, who will issue a delegation
message:

Tps ={K S, P}kp;,{KSi;P}kpDs (1)

We use the notation of [BAN89]: the first com-
ponent of this message consists of a time period P
(starting and expiry dates) and a supplier meter key
K S;, both encrypted under the key K D; which the
distributor shares with the meter; the second compo-
nent contains the same information encrypted with a
key Kpg which the distributor shares with the sup-
plier.

The supplier can now issue {KS;, P}k p, to the me-
ter in a token, which will clear any previous supplier
meter key from the start date of P. The supplier may
then issue instructions to the meter using KS; un-
til the expiry date of P. The supplier may also wish
to load his own software into the meter (as otherwise
tariff complexity would be a limiting factor to com-
petition), and this software may be certified using an
authentication code calculated by the distributor us-
ing KD;.

The customer may now wish to buy tokens from
an agent. For example, he might commute to London
from Norfolk, and wish to buy tokens for a Norfolk
meter from a shop in the City. This means that the
London agent must either be online all the time, which
is expensive, or share a key with the customer’s meter.

However, we do not want every agent to have a key
for every meter, since then the return from subvert-
ing an agent’s equipment would be the ability to sell
tokens to anyone in the country. Although tamper-
resistant devices such as smartcards can give some
protection to crypto keys, this protection is never com-
plete (see [BFL+93] for the reverse engineering of sili-
con chips). In any case, the storage required for some

20 million keys would be of the order of 500 Megabytes
which would be expensive.

Our solution is to use intelligent cacheing. The cus-
tomer is issued with a card with his ID and a crypto
checksum. The checksum is like a banking CVV —
a three digit value on card magnetic stripes that pre-
vents dishonest retailers from manufacturing a card
or otherwise impersonating the customer unless they
have actually had her card in their possession.

When the customer presents his card to a vend
point, the agent goes online to the supplier. Provided
that the account is in good standing and the check-
sum is correct, the agent gets the customer’s current
meter key KS;, encrypted under a key K45 shared
between the agent and the supplier, together with a
new checksum which is written to the card.

The agent always keeps the keys K.S; in tamper-
resistant storage. As noted above, we assume that
penetrations will still be possible at a certain cost; so
we limit the gains from a successful penetration by
letting the agent store only a few thousand keys at
any one time. This way the customer can buy to-
kens online anywhere, and can also buy from his usual
agent while the system is offline — giving an accept-
able tradeoff between performance and risk.

Controls should be end-to-end where possible, and
in the present case it is important that the distributor
(who owns the meter and pays the grid for the electric-
ity) should exercise the primary control over fraud. In
the South African system, which has no return chan-
nel from the meter, energy delivered through feeder
meters is balanced against a moving average of sales.

This simplification has led to equipment cost sav-
ings but has added to the complexity of system op-
eration; the UK solution of using the payment token
to provide a return channel is better in environments
where the token technology and telecommunications
infrastructure are available, and where labour is more
expensive. In this case, the goal of end-to-end control
can be achieved by encrypting the return information
under a key shared between the meter and the distrib-
utor.

Another advantage of our proposed solution is that
the transactions needed to support delegation from
distributor to supplier, and from supplier to agent, are
sufficiently like those already used to manage keys in
banking networks that they can be implemented easily
on standard banking encryption products (Eskom uses
IBM TSS equipment [JDK+] but there are plenty of
alternatives).



6 Conclusions

Britain’s new electricity marketing regime will
bring the industry many challenges. We will need to
construct a robust and secure national network that
lets customers move their custom to the supplier of
their choice and buy tokens from the agent of their
choice.

We believe that experience in both the UK and
South Africa can save the industry from reinventing
the wheel. We have sketched mechanisms to delegate
control over meters from distributors to suppliers and
from there to agents. Our philosophy is to locate the
complexity where it can be accessed and managed (in
the distributors’ and suppliers’ systems) while simpli-
fying the most numerous items (the meters). We also
provide end-to-end control of customer key material
so that suppliers who misbehave may be detected and
revoked without having to physically replace meters.

We hope that our proposals may serve as a basis for
discussion, and get the IEC TC13 WG15 standardis-
ation effort off the ground.
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