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EMV – leading system for 
payments across the world
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EMV – introduced to remove 
magstripe counterfeiting

• EMV uses CHIP & PIN 

• Should protect against card 
cloning and abuse 

• Should decrease fraud
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EMV is not totally secure 
in practice

• We discovered 2 important flaws in EMV 

• engineering flaw 

• protocol flaw 

• In practice these allow same effect as card cloning 

• we can perform a “CHIP & PIN” transaction  
without the original EMV card
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EMV protocol for POS/ATM

K

Issuer
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ATC = Application Transaction Counter

UN = Unpredictable Number

EMV protocol –  
online authorisation

KK
D={Amount, Country, Date, UN, …}

REQ={UN,ATC,IAD,…}, AUTH REQ=MACK(D, ATC, IAD)

RESP={OK/BAD}, AUTH RESP=MACK(RESP, AUTH REQ,…) 
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Evidence from real data:  
UN is a counter!

• 17 bits fixed 

• 15 bits seem to follow a linear counter
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Abstract—EMV, also known as “Chip and PIN”, is the
leading system for card payments worldwide. It is used
throughout Europe and much of Asia, and is starting to be
introduced in North America too. Payment cards contain a
chip so they can execute an authentication protocol. This
protocol requires point-of-sale (POS) terminals or ATMs to
generate a nonce, called the unpredictable number, for each
transaction to ensure it is fresh. We have discovered two serious
problems: a widespread implementation flaw and a deeper,
more difficult to fix flaw with the EMV protocol itself. The
first flaw is that some EMV implementers have merely used
counters, timestamps or home-grown algorithms to supply this
nonce. This exposes them to a “pre-play” attack which is
indistinguishable from card cloning from the standpoint of the
logs available to the card-issuing bank, and can be carried out
even if it is impossible to clone a card physically. Card cloning
is the very type of fraud that EMV was supposed to prevent.
We describe how we detected the vulnerability, a survey
methodology we developed to chart the scope of the weakness,
evidence from ATM and terminal experiments in the field, and
our implementation of proof-of-concept attacks. We found flaws
in widely-used ATMs from the largest manufacturers. We can
now explain at least some of the increasing number of frauds in
which victims are refused refunds by banks which claim that
EMV cards cannot be cloned and that a customer involved
in a dispute must therefore be mistaken or complicit. The
second problem was exposed by the above work. Independent
of the random number quality, there is a protocol failure:
the actual random number generated by the terminal can
simply be replaced by one the attacker used earlier when
capturing an authentication code from the card. This variant
of the pre-play attack may be carried out by malware in an
ATM or POS terminal, or by a man-in-the-middle between
the terminal and the acquirer. We explore the design and
implementation mistakes that enabled these flaws to evade
detection until now: shortcomings of the EMV specification,
of the EMV kernel certification process, of implementation
testing, formal analysis, and monitoring customer complaints.
Finally we discuss countermeasures. More than a year after
our initial responsible disclosure of these flaws to the banks,
action has only been taken to mitigate the first of them, while
we have seen a likely case of the second in the wild, and the
spread of ATM and POS malware is making it ever more of
a threat.

I. THE SMOKING GUN

EMV is now the leading scheme worldwide for debit and
credit card payments, as well as for cash withdrawals at
ATMs, with more than 1.62 billion cards in use worldwide.
US banks were late adopters, but are now in starting to issue
EMV cards to their customers. EMV cards contain a smart

card chip, and are more difficult to clone than the magnetic-
strip cards that preceded them.

EMV was rolled out in Europe over the last ten years, with
the UK being one of the early adopters (from 2003–5). After
it was deployed, the banks started to be more aggressive
towards customers who complained of fraud, and a cycle
established itself. Victims would be denied compensation;
they would Google for technical information on card fraud,
and find one or other of the academic groups with research
papers on the subject; the researchers would look into their
case history; and quite often a new vulnerability would be
discovered.

The case which kicked off the research we report here
was that of a Mr Gambin, a Maltese customer of HSBC
who was refused a refund for a series of transactions that
were billed to his card and which HSBC claimed must have
been made with his card and PIN at an ATM in Palma,
Majorca on the 29th June 2011. In such cases we advise
the fraud victim to demand the transaction logs from the
bank. In many cases the banks refuse, or even delete logs
during the dispute process, leaving customers to argue about
generalities. Some courts have recently criticised banks for
this and in the Gambin case the bank produced detailed log
data. We observed that one of the fields on the log file, the
“unpredictable number” or UN, appeared to be increasing
steadily:

Date Time UN

2011-06-29 10:37:24 F1246E04
2011-06-29 10:37:59 F1241354
2011-06-29 10:38:34 F1244328
2011-06-29 10:39:08 F1247348

The UN appears to consist of a 17 bit fixed value and the
low 15 bits are simply a counter that is incremented every
few milliseconds, cycling every three minutes.

We wondered whether, if the “unpredictable number”
generated by an ATM is in fact predictable, this might
create the opportunity for an attack in which a criminal with
temporary access to a card (say, in a Mafia-owned shop) can
compute the authentication codes needed to draw cash from
that ATM at some time in the future for which the value of
the UN can be predicted. We term this scenario the “pre-
play” attack.

We discovered that several ATMs generate poor random



Chip and Skim. Bond, Choudary, Murdoch, Skorobogatov, Anderson.

Evidence from real data:  
UN is a counter!

• 17 bits fixed 

• 15 bits seem to follow a linear counter
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Abstract—EMV, also known as “Chip and PIN”, is the
leading system for card payments worldwide. It is used
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our initial responsible disclosure of these flaws to the banks,
action has only been taken to mitigate the first of them, while
we have seen a likely case of the second in the wild, and the
spread of ATM and POS malware is making it ever more of
a threat.
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EMV cards to their customers. EMV cards contain a smart
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EMV was rolled out in Europe over the last ten years, with
the UK being one of the early adopters (from 2003–5). After
it was deployed, the banks started to be more aggressive
towards customers who complained of fraud, and a cycle
established itself. Victims would be denied compensation;
they would Google for technical information on card fraud,
and find one or other of the academic groups with research
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compute the authentication codes needed to draw cash from
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play” attack.
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No terminal ID

KK
D={Amount, Country, Date, UN, …}

REQ={UN,ATC,IAD,…}, AUTH REQ=MACK(D, ATC, IAD)

RESP={OK/BAD}, AUTH RESP=MACK(RESP, AUTH REQ,…) 
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Pre-play attack: 
exploit predictable UN

K

Step 1: Skim PIN & data for set of UNs

ID UN AUTH REQ
1 xx aa
2 yy bb
…

D1={Amount, Country, Date, UN1, …}
AUTH REQ1

D2={Amount, Country, Date, UN2, …}
AUTH REQ2

…

K
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Pre-play attack: 
exploit predictable UN

Step 2: replay data to get diamond

Replay from table of skimmed data

D={Amount, Country, Date, UN, …}

ID UN AUTH REQ
1 xx aa
2 yy bb
…
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Can we find weak RNGs?

• Previous EMV specs only required 4 consecutive 
UNs to be different 

• a counter would work better than a secure TRNG 

• We decided to find out …
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Searching for weak RNG:  
using ATM logger

Original Chip
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Searching for weak RNG:  
using ATM logger

Microchip PIC18F24K22 0.5mm UQFN
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Searching for weak RNG:  
using ATM logger

Memory
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Searching for weak RNG:  
using ATM logger
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Searching for weak RNG:  
using ATM logger

Ready to go
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Searching for weak RNG:  
using ATM logger

• Characteristic C (5 bits fixed): 

• Third nibble is 0 

• First bit is 0 

• 11 ATMs had same output 

• Possibly due to common lib

Table I
TEN TRANSACTION SEQUENCES FROM A SINGLE ATM

SRC2 EXP6 SRC2 EXP6B

0 77028437 0 5D01BBCF
1 0D0AF8F9 1 760273FE
2 5C0E743C 2 730E5CE7
3 4500CE1A 3 380CA5E2
4 5F087130 4 580E9D1F
5 3E0CB21D 5 6805D0F5
6 6A05BAC3 6 530B6EF3
7 74057B71 7 4B0FE750
8 76031924 8 7B0F3323
9 390E8399 9 630166E1

unpredictable number is sampled separately from the RNG
– hence a modulo 256 or a type-cast is almost certainly post-
processing the output. Multiple calls to the RNG to produce
one UN makes fewer bits available to detect state per sample,
but making four consecutive calls in a row for one UN
reduces the potential interference from other services within
an ATM.

The third category could possibly be spotted from empir-
ical analysis but are best detected with reverse-engineering.
In Table II(b) we show a list of stronger consecutive unpre-
dictable numbers retrieved from a local POS terminal. Even
in this case the first bit appears to remain 0, which might
suggest the use of a signed integer.

Once UN generation is adequately understood, the attack-
ers figure out what UNs to collect in order to maximise
the yield in the subsequent cash-out phase. The result is
a target ATM profile which is sent together with intended
withdrawal amounts, country code and date to the gang
tasked with harvesting the ARQCs. Once a vulnerable ATM
using the known RNG is identified, the attack flow can
proceed further.

D. Harvesting the data
Given temporary access to an EMV card, whose holder

is prepared to enter the PIN, and a range of possible
unpredictable numbers to be harvested, the crook programs
his evil terminal to read the static data from the card and call
GENERATE AC to obtain an ARQC and TC for each pos-
sible UN. This process could be performed by a dedicated
device, or by a tampered point of sale terminal, vending
machine, or ATM, programmed to perform these operations
after (or instead of) a legitimate transaction. Criminals have
already shown the ability to tamper with equipment on an
industrial scale and with great sophistication.

For each card a set of ARQCs can be harvested, perhaps
many dozens. The only limitation is the time that the card
can legitimately be left in a sabotaged POS while the cus-
tomer believes that the machine is waiting for authorisation.
Thirty seconds is the standard authorisation time limit; this
might allow for more than 100 transactions to be skimmed.

Table II
CATEGORISED UNPREDICTABLE NUMBERS

(a) From Various ATMs

Counters Weak RNGs

ATM4 eb661db4 ATM1 690d4df2
ATM4 2cb6339b ATM1 69053549
ATM4 36a2963b ATM1 660341c7
ATM4 3d19ca14 ATM1 5e0fc8f2

ATM5 F1246E04 ATM2 6f0c2d04
ATM5 F1241354 ATM2 580fc7d6
ATM5 F1244328 ATM2 4906e840
ATM5 F1247348 ATM2 46099187

ATM3 650155D7
ATM3 7C0AF071
ATM3 7B021D0E
ATM3 1107CF7D

(b) From local POS terminal

Stronger RNGs

POS1 013A8CE2
POS1 01FB2C16
POS1 2A26982F
POS1 39EB1E19
POS1 293FBA89
POS1 49868033

E. Cashing out

To deploy the attack against an RNG which is a fast-
moving counter such as we have observed, the attacker needs
to start the ATM transaction at precisely the right moment.
For a counter ticking hundreds or even thousands of times
a second, it is impractical to synchronise merely through
timed insertion of the card into the machine. A special smart
card can be built to observe the counter and use an on-
board clock to decide when to initiate the relevant parts of
the protocol. Smart cards are allowed to delay processing
responses almost indefinitely using the request more time
signal (i.e. sending byte 0x60), and timely insertion to the
nearest second will mean that the card should never need to
delay more than a few hundred milliseconds.

Such a specialised smart card might use an on-board
real-time clock (RTC), kept working in the absence of
external power by a large capacitor. The RTC is used to
synchronise an internal high resolution timer once the card
is powered up, and waits the necessary amount of time until
the ATM arrives at the step in the EMV protocol where the
unpredictable number is sampled.

The feasibility of this attack depends on the speed of the
timer, the process by which the ATM samples the timer, and
the synchronisation resolution of the card. However there
are straightforward ways to relax the timing requirements:
the attackers harvest a set of transactions with consecutive
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Searching for weak RNG:  
using SmartCard Detective
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Searching for weak RNG:  
using SmartCard Detective

• Results from local POS 

• First bit still 0, but otherwise 
could not find clear pattern

Table I
TEN TRANSACTION SEQUENCES FROM A SINGLE ATM

SRC2 EXP6 SRC2 EXP6B

0 77028437 0 5D01BBCF
1 0D0AF8F9 1 760273FE
2 5C0E743C 2 730E5CE7
3 4500CE1A 3 380CA5E2
4 5F087130 4 580E9D1F
5 3E0CB21D 5 6805D0F5
6 6A05BAC3 6 530B6EF3
7 74057B71 7 4B0FE750
8 76031924 8 7B0F3323
9 390E8399 9 630166E1

unpredictable number is sampled separately from the RNG
– hence a modulo 256 or a type-cast is almost certainly post-
processing the output. Multiple calls to the RNG to produce
one UN makes fewer bits available to detect state per sample,
but making four consecutive calls in a row for one UN
reduces the potential interference from other services within
an ATM.

The third category could possibly be spotted from empir-
ical analysis but are best detected with reverse-engineering.
In Table II(b) we show a list of stronger consecutive unpre-
dictable numbers retrieved from a local POS terminal. Even
in this case the first bit appears to remain 0, which might
suggest the use of a signed integer.

Once UN generation is adequately understood, the attack-
ers figure out what UNs to collect in order to maximise
the yield in the subsequent cash-out phase. The result is
a target ATM profile which is sent together with intended
withdrawal amounts, country code and date to the gang
tasked with harvesting the ARQCs. Once a vulnerable ATM
using the known RNG is identified, the attack flow can
proceed further.

D. Harvesting the data
Given temporary access to an EMV card, whose holder

is prepared to enter the PIN, and a range of possible
unpredictable numbers to be harvested, the crook programs
his evil terminal to read the static data from the card and call
GENERATE AC to obtain an ARQC and TC for each pos-
sible UN. This process could be performed by a dedicated
device, or by a tampered point of sale terminal, vending
machine, or ATM, programmed to perform these operations
after (or instead of) a legitimate transaction. Criminals have
already shown the ability to tamper with equipment on an
industrial scale and with great sophistication.

For each card a set of ARQCs can be harvested, perhaps
many dozens. The only limitation is the time that the card
can legitimately be left in a sabotaged POS while the cus-
tomer believes that the machine is waiting for authorisation.
Thirty seconds is the standard authorisation time limit; this
might allow for more than 100 transactions to be skimmed.

Table II
CATEGORISED UNPREDICTABLE NUMBERS

(a) From Various ATMs

Counters Weak RNGs

ATM4 eb661db4 ATM1 690d4df2
ATM4 2cb6339b ATM1 69053549
ATM4 36a2963b ATM1 660341c7
ATM4 3d19ca14 ATM1 5e0fc8f2

ATM5 F1246E04 ATM2 6f0c2d04
ATM5 F1241354 ATM2 580fc7d6
ATM5 F1244328 ATM2 4906e840
ATM5 F1247348 ATM2 46099187

ATM3 650155D7
ATM3 7C0AF071
ATM3 7B021D0E
ATM3 1107CF7D

(b) From local POS terminal

Stronger RNGs

POS1 013A8CE2
POS1 01FB2C16
POS1 2A26982F
POS1 39EB1E19
POS1 293FBA89
POS1 49868033

E. Cashing out

To deploy the attack against an RNG which is a fast-
moving counter such as we have observed, the attacker needs
to start the ATM transaction at precisely the right moment.
For a counter ticking hundreds or even thousands of times
a second, it is impractical to synchronise merely through
timed insertion of the card into the machine. A special smart
card can be built to observe the counter and use an on-
board clock to decide when to initiate the relevant parts of
the protocol. Smart cards are allowed to delay processing
responses almost indefinitely using the request more time
signal (i.e. sending byte 0x60), and timely insertion to the
nearest second will mean that the card should never need to
delay more than a few hundred milliseconds.

Such a specialised smart card might use an on-board
real-time clock (RTC), kept working in the absence of
external power by a large capacitor. The RTC is used to
synchronise an internal high resolution timer once the card
is powered up, and waits the necessary amount of time until
the ATM arrives at the step in the EMV protocol where the
unpredictable number is sampled.

The feasibility of this attack depends on the speed of the
timer, the process by which the ATM samples the timer, and
the synchronisation resolution of the card. However there
are straightforward ways to relax the timing requirements:
the attackers harvest a set of transactions with consecutive
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The deeper problem: 
We can use our own UN!

KK

UN generated by Terminal (POS, ATM), not issuer!

D={Amount, Country, Date, UN, …}

REQ={UN,ATC,IAD,…}, AUTH REQ=MACK(D, ATC, IAD)

RESP={OK/BAD}, AUTH RESP=MACK(RESP, AUTH REQ,…) 
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The pre-play attack  
by tampering UN

Step 1: get PIN & data for a chosen UN

D={Amount, Country, Date, UN, …}

AUTH REQ=MACK(D, ATC, IAD)
K
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The pre-play attack  
by tampering UN

Step 2: replay data & tamper UN to get diamond

D’={Amount, Country, Date, UN’, …}

UN AUTH REQ

AUTH REQ=MACK(UN,…)

K

Evil link

D’={…,UN’,…}, AUTH REQ D={…,UN,…}, AUTH REQ

RESP, AUTH RESPRESP, AUTH RESP
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Can we actually modify the 
UN sent by the terminal ?

K

Issuer

syntax, semantic: ISO 8583, ISO 20022, …
transport:  AS2, AS3, SWIFT, FTP, IFX, …

Likely. It depends on bank, country, regulator, etc.
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Can we actually modify the 
UN sent by the terminal ?

K

Issuer Payment network Acquirer

Likely. It depends on bank, country, regulator, etc.
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Can we actually modify the 
UN sent by the terminal ?

K

Issuer Payment network Acquirer

MAC(K1)MAC(K2)MAC(K3)

Likely. It depends on bank, country, regulator, etc.
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Can we actually modify the 
UN sent by the terminal ?

… emergence of new functionality such as authentication methods …!
! ! ! ! ! ! !  [VISA "Transactions Acceptance Device Guide" 2013]!

Practical example: Maxwell Parsons in UK 

• injected data into the bank system (reverse 
transactions), steeling £2,560,000 in 7 months
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Can we actually modify the 
UN sent by the terminal ?

• Even if authentication is enabled, there are options: 

• Malware infection of POS/ATM 

• Supply chain attacks (react on covert signal) 

• Collusive or dishonest merchant
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It is a protocol problem

• Issuer relies on fresh UN for transaction 

• But UN generated by terminal 

• Terminal might not have incentive to cooperate
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Card authentication via DDA 
does not help

PKI

Start transaction

Card data records

Signature over data records

Same UN for both DDA and ARQC => skim signature as well
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PIN verification does not 
help either

K

PIN
OK

K

Simply skim PIN during step (1) of attack, or lie [Oakland ’10]
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Blocking a pre-play attack using 
the Transaction Certificate (TC)

KK D={Amount, Country, Date, UN, …}

REQ={UN,ATC,IAD,…}, AUTH REQ=MACK(D, ATC, IAD)

RESP={OK/BAD}, AUTH RESP=MACK(RESP, AUTH REQ,…) 
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Blocking a pre-play attack using 
the Transaction Certificate (TC)

KK

RESP, AUTH RESPExternal Authenticate

TC=MACK(D’, ATC, IAD)

D’
Final exchange

D={Amount, Country, Date, UN, …}

REQ={UN,ATC,IAD,…}, AUTH REQ=MACK(D, ATC, IAD)

RESP={OK/BAD}, AUTH RESP=MACK(RESP, AUTH REQ,…) 
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Importance of TC not taken 
into consideration

• Problem 1: TC not routinely kept 

• not needed for clearance, may be discarded 

• only needed to ensure that card does not need to go 
online (issuer) at next transaction and to provide liability 
protection to acquirer 

• Problem 2: TC may be sent within 24 hours 

• good: send daily TC batches to reduce #messages 

• bad: this leaves system open to pre-play attack
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What could EMV do
• Fix RNG everywhere 

• Mandatory authentication between all parties 

• Request terminal to keep log of UNs for disputes 

• Mandatory check or at least storage of TC for every transaction 

• TC should be the only probative evidence in case of 
disputes 

• For high-value transactions, check TC before customer leaves 
the shop!
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Conclusions
• We discovered a deep and important flaw in the EMV 

implementation, indistinguishable from card cloning 

• Issuer relies on freshness, but this is generated by another party 

• Changing the protocol is unlikely to happen 

• Practical solution is mandatory use or retention of TC 

• Lack of understanding and deliberate overstatement of security 
may lead to customers being defrauded 

• Bank regulators should prohibit EMV liability shift
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Industry response
• RNG attack disclosed in early 2012 

• Banks and payment switches acknowledge receipt 

• April 2012 EMVCo publishes update on RNG 

• However, ATMs and terminals still vulnerable to 
malware 

• industry insider mentioned Malta’s case may 
involve ATM malware
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ATM reverse engineering
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Bank losses by kind
numbers, and that attacks are indeed possible. Even more,
we found that such attacks are also possible when an ATM
generates a cryptographically strong random number due to
a flaw in the protocol. Following our responsible disclosure
policy, we informed bank industry organisations in early
2012 so that ATM software can be patched. We are now
publishing the results of our research so that customers
whose claims for refund have been wrongly denied have the
evidence to pursue them, and so that the crypto, security and
bank regulation communities can learn the lessons. These
are considerable. For engineers, it is fascinating to unravel
why such a major failure could have been introduced, how
it could have persisted undiscovered for so long, and what
this has to tell us about assurance. At the scientific level,
it has lessons to teach about the nature of revocation in
cryptographic protocols, the limits of formal verification,
and the interplay between protocol design and security
economics.

The rest of this paper is organised as follows. In Section II,
we give the high-level background, telling the history of
EMV and discussing its effect on fraud figures overall. In
Section III we give the technical background, describing how
an EMV transaction works, and in Section IV we show how
our “pre-play” attack can be mounted. Section V describes
our experimental methods and results: how we developed
a data capture card to harvest UN sequences from ATMs,
and what we learned from examining second-hand ATMs
bought on eBay. Section VI describes the protocol flaw, and
Section VII discusses the possible defences. Section VIII
presents our scientific analysis: what the crypto and security
communities should take away from this, how EMV can be
made more robust, and how such failures can be made less
likely in future large-scale systems that employ cryptography
for authentication and authorisation. Finally in Section IX
we draw some conclusions.

II. BACKGROUND

EMV (named after its original developers Europay, Mas-
terCard and Visa) was developed in the mid 1990s to tackle
the developing threat of magnetic strip card counterfeiting,
where organised crime gangs with access to card manufac-
turing equipment produced cloned cards using data from dis-
carded receipts, or skimmed surreptitiously from legitimate
cards, first at point-of-sale (POS) and later at automated
teller machines (ATMs). The payment terminal executes
the EMV protocol with the chip, which exchanges selected
transaction data sealed with a cryptographic message au-
thentication code (MAC) calculated using a symmetric key
stored in the card and shared with the bank which issued
the card (the “issuer”). The idea is that the bank should be
able to detect a counterfeit card that does not contain this
key, and the physical tamper-resistance of the chip should
prevent an attacker from extracting the key.
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Figure 1. Fraud levels on UK-issued payments cards [1]

Many countries, including the UK, moved to authenticat-
ing cardholders with a PIN rather than a signature at both
POS and ATM, where previously PINs had only been used at
ATMs. The goal was to make it harder to use a stolen card.
This simultaneous introduction gave rise to the term “Chip
and PIN” being commonly used in the English-speaking
world to refer to EMV. In layman’s terms, the chip protects
against card counterfeiting, and the PIN against stolen card
abuse.

EMV did not cut fraud as its proponents predicted. While
using counterfeit and stolen cards did become more difficult,
criminals adapted in two ways, as can be seen from Fig-
ure 1. First, they moved to “card-not-present” transactions
– Internet, mail-order, and phone-based payments – which
remained beyond the scope of EMV.

Second, they started making magnetic-strip clones of
EMV cards. There had always been some ATM “skim-
ming” where crooks put devices on ATM throats to cap-
ture card data and record PINs; and now that PINs were
demanded everywhere and not just at ATMs, the oppor-
tunities for skimming increased hugely. The simultaneous
deployment of EMV with magnetic strip meant that fallback
and backwards-compatibility features in EMV could be
exploited; for several years, all ATMs would still accept
mag-strip cards, and even once this started to be phased
out in the UK for locally-issued cards, it was still possible
to use mag-strip clones of UK cards in ATMs in the USA.
This is why, soon after the completion of the UK EMV roll-
out in 2005, counterfeit fraud went up. Instead of entering
PINs only at ATMs, customers were now entering their PIN
in POS terminals, which are much easier to tamper with [2].

Total fraud levels were brought down after 2008 through
improvements to back-end fraud detection mechanisms; by
more aggressive tactics towards customers who dispute
transactions; and by reducing the number of UK ATMs
that accept “fallback” magnetic-strip transactions on EMV-
issued cards. Fallback fraud is now hard enough to push the
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